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npiuiO/KeHiie 

IlHCbMO Tpynnbi 3KcnepTOB, yHpejKneHHoii pe30JnouHeft 1874 
(2009), ot 27 aBrycTa 2019 rona Ha hmh npencenaTejm CoBeTa 

Be3onacHOCTH 

Tpynna aiccnepTOB, yqpoKfleHHaa pe'iojiiomieii 1874 ( 2009 ) CoBeTa Ee3onac- 

HOCTH, HMeeT HeCTb HaCTOHIUHM npenpOBOAHTB, B COOTBeTCTBHH C IiyHKTOM 2 pe30- 

jtiouhh 2464 ( 2019 ), npoMOKyroHHMH ^oKnafl o cBoefi pa6oTe. 

ripHnaraeMBiH flOKnaji 6 mji npe^cTaBJieH KoMHTeTy CoBeTa Ee3onacHocTH, 
ynpeacfleHHOMy pe3oraoiiHeH 1718 ( 2006 ), 31 Hiona 2019 ro^a h 6mjt paccMOTpeH 
KoMHTeTOM 26 aBrycTa 2019 ro^a. 

Tpynna 6yzieT npH3HaTeni.Ha, ecnH HacToamee imcbmo h ,ao6aBJieHne k HeMy 
6yziyr ^oBefleHti /jo cBe^eHHH HjieHOB CoBeTa Ee3onacHocTH h H3flaHti b KanecTBe 
^OKyMeHTa CoBeTa. 


Tpynna 3KcnepTOB, yqpeameHHaa 
pe3onioiiHeH 1874 (2009) 

CoBeTa Be3onacHOCTH 
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,ZI,o6aBJieHiie 

IlHCbMO Tpynnbi 3KcnepTOB, yHpejKneHHoii pe30JnouHeii 1874 
(2009), ot 31 hiojih 2019 rona Ha hmh npencenaTejiH KoMHTeTa 
CoBeTa Be3onacHOCTH, ynpe>K,neHHoro pe30JnouHeii 1718 (2006) 

Tpynna 3KcnepTOB, yqpe>KfleHHaa pe'iojiiomieii 1874 ( 2009 ) CoBeTa Ee3onac- 

HOCTH, HMeeT HeCTb HaCTOHIUHM npenpOBO^HTb, B COOTBeTCTBHH C IiyHKTOM 2 pe30- 

jtiouhh 2464 ( 2019 ), npoMOKyroHHMH ^oKnafl o cBoefi pa 6 oTe. 

Tpynna Oy^eT npH3HaTeni.Ha, earn HacToaipee iihcbmo h npHnoacemie k HeMy 
6ynyT ^oBe^eHbr CBefleHHa hjichob KoMHTeTa CoBeTa Be3onacHocTH, ynpeac/ieH- 
Horo pe30JTK>UHeH 1718 ( 2006 ). 


Tpynna 3KcnepTOB, ynpoK^eimaa 
pe 30 niopHeH 1874 ( 2009 ) 
CoBeTa Be3onacHocTH 


19-13211 


3/143 



S/2019/691 



^OKJiaa rpynnti 3KcnepTOB, yHpejK^eHHOH 
pe30JiiouHeH 1874 (2009) 

PesKme 

B oTHeTHBiii nepnofl KopeScKaa Hapo/tHo-^eMOKpaTHnecKaa PecnyOnHica npo- 
ttojiacana yKpenjurTb cboh apepHbie h paiceTHbie nporpaMMbi, xotst h He npoBo^Hjra 
apepHbix HcnbiTaHHH h He 3anycKana MeacKOHTHHeHTanbHbix 6amiHCTHHecKHx paxeT. 

3anycKH paxeT b Mae h Krone 2019 ropa yxpenHjiH ee o6ihhh rroTemiHaji OamiHCTHne- 
ckhx paxeT. HecMOTpa Ha HeycTaHHbie /wruioMaTHHecxHe ycnjina, b tom HHcne Ha 
caMOM bbicokom ypoBHe, no pocTHaceHHio nonnaroiueHca npoBepKe neHyxjieapHaaiiHH 

KopeftcKoro nonyocTpoBa mhphbim nyTeM h Ha CHHaceHHe b uejroM ypoBHH HanpaaceH- 
hocth Ha nonyocTpoBe, paccnenoBaHHa, npoBopHMbie TpynnoH axcrrepTOB, cBHpe- 
TeJibCTByroT o nponoji/xarouinxca Hapyuieitnax pe30JiroiiHH. HanpHMep, KopencKaa 
HaponHo-^eMoxpaTHqecxaa PecnyOnHica npoponacana HapymaTb caHxiiHH, ocy- 
uiecTBjiaa He3aKOHHbie nepeBanKH c cynHa Ha cygHo h 3aicynaa npe/tMeTbi, cBa3aHHbie 
c opyacneM MaccoBoro yHHHToaceHHa, h rrpe/iMeTbi pocKonm. CoBepmeHHio 3thx h 
npyrnx HapymeHHH caHxiiHH cnocoOcTByer nocTyn KopencKOH HaponHo-^eMoxpa- 
THnecKOH Pecny6nHKH k rno6anbHOH (JiHHaHcoBOH CHCTeMe nepe3 npencTaBHTeneH 

6aHKOB h cera, neMcTByrouiHe no BceMy Mnpy. KpoMe toto, Kopeircxaa Hapopiio-^e- 
MOKpaTHnecKaa Pecny6nHKa Hcnonb3yeT xHdeprrpocTpaHCTBo jina npoBeneHHa Bee 

6onee H3ompeHHbix HanapeHHH b penax xmpeHHa cpepcTB y (JjHHaHCOBbix ynpeacpe- 
hhh h oOMeHa KpHnTOBanroT pna nonyneHHa poxopa. 

CoxpaHaroipHeca HepocTaTKH b oSnacTH ocyipecTBJieHHa rocyaapcTBaMH-njie- 
HBMH (JlHHaHCOBblX CaHXPHH B COHeTaHHH C oOMaHHbIMH MeTOpaMH KopeftcKOH 
HapopHo-^eMOKpaTHHecKOH PecnyOjiHKH no3BonaroT stoh cTpaHe no-npeacHeMy 

HMeTb pocTyn k MeacpyHapopHoii cfiHHaHcoBOH CHCTeMe. OnHaHcoBbie ynpeacpeHHa 

KopeftcKOH HapopHo-^eMOKpaTHnecKOH Pecny6nHKH, b tom HHcne BHeceHHbie b 
caHKpHOHHbiH nepeneHb 6aHKH, hmciot 6onee 30 3apy6eacHbix npepcTaBHTeneH, koh- 
Tponnpyroinnx OaHxoBCKHe cneTa h copeiicTByroipHx npoBepeHHio onepapHH, b tom 

HHcne no He3aKOHHOH nepeBanxe yrna h hccJith. BtoOm cKpbiTb cboio peaTejibHocTb, 
npepcTaBHTenH OaHxoB cTpaHbi h BHeceHHbie b caHxpHOHHbiii nepeneHb opraHiriapnH 

Hcnonb3yroT HHocTpaHHbix rpaacpaH b xanecTBe coynacraHKOB. Tpynna Taxace npoBo- 
pnna paccnepoBaHHe b cBa3H c umpoico pacnpocTpaHeHHbiM h Bee 6onee nsompeHHbiM 
Hcnojib30BaHHeM KopeftcKOH HapopHo-^eMOKpaTHnecicoH PecnyOnHKOH kh- 
OepcpepcTB pna He3aKOHHoro npHHyacpeHHa (JiHHaHcoBbix ynpeacpeHnii k nepeBopy 
cpepcTB h oOMeHy KpHnTOBanroTaMH, oTMbiBaHHa noxmpeHHbix peHeacHbix cpepcTB h 
nonyneHHa poxopa b o6xop (JiHHaHcoBbix caHKpHH. B hbcthocth, xpyrrHOMacmTaOHbre 

HanapeHHa Ha Onpacn KpHnTOBanroT no3BOJiaroT KopeftcKOH HapopHo-^eMoxpaTHHe- 
ckoh PecnyOnmce rronynaTb poxop TaxiiMH cnocoOaMH, KOTopbie TpypHee OTcnepHTb 
h KOTopbie b MeHbineH cTeneHH nopparoTcn rocypapCTBeHHOMy Hapaopy h peryunpo- 
BaHHio, neM peaTenbHocTb TpapHpHOHHoro OaHxoBcxoro cexTopa. KnOepnpecTyn- 
hhkh KopeftcKOH HapopHo-^eMOKpaTHHecKOH Pecny6nHKH, mhothc H3 kotopmx jieii- 
CTByroT nop pyxoBopcTBOM TeHepajibHoro pa3BepbiBaTenbHoro 6ropo, 3aHHMaroTca 
cOopoM cpepcTB pna nporpaMM CTpaHbi no opyacnro MaccoBoro yHHHToaceHHa, npii- 
neM Ha ceropHaniHHH peHb o6innii o6beM tbkhx nocTynneHHH, no oueHxaM, cocTaB- 
naeT po pByx MHnjinappoB ponnapoB CIIIA. 

ITpencTaBHTejiH BHeceHHbix b caHKpnoHHbiH nepeneHb opraHHaaiinii, Bxjironaa 

KOMnaHHH Korea Mining Development Trading Corporation, Saeng Pil h 
Namchongang, npoponacanH peiicTBOBaTb 3a pyOeacoM, b tom HHcne nop pnnjioMaTH- 
necKHM npnKpbiTHeM, nbiTaacb ocymecTBnaTb nepenann oObinHbix BoopyaceHnii h 
onbiTa h npHoSpeTaTb oOopyaoBaHHe h tcxhohothh pna nporpaMM Kopeiicxoii 
HapopHo-,I],eMOKpaTHqecKOH Pecny6nHKH no opyacnro MaccoBoro yHHHToaceHHa. 
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Or/ien BoeHHo-npoMbiinneHHoro KOMnnexca h flpyrne BHeceHHbre b caHKHHOHHbirl ne- 
peneHi. opraHH3apHH npoflOJr>rcajTH coSnpaTb epeflCTBa ajih sthx nporpaMM, b tom 
HHcne nyreM HanpaBneHHa cnepnanHCTOB no HHt))opManHOHHbiM TexHonornaM 3a py- 
6exc. reHepanbHoe pa3Befli.iBaTejii.Hoe 6iopo n flpyrne BHeceHHbre b caHKHHOHHbiH ne- 
peneHb opraHHsauHH, Taxne kbk Tpynna KOMnaHHH «3apy6excHbre npoeKTti 
“MaHcyfl3”», Taioxe 3aHHMannci. HMnopTOM npeflMeTOB pocKomn n ntiTajinci. npo- 
flaTb 3aMopo>KeHHbre aKTHBbi 3 a rpaHHueri. 

KopeiicKaa HapoflHo-^eMOKpaTnnecKaa Pecny6nnKa b HapymeHne nonoaceHHH 
pesonroHHH npoflonacajia, He CHHacaa TeMnoB, ocymecTBjiHTi, nepeBajiKH rpy30B c 
cyflHa Ha cyflHo. Tpynna BbWBHjra HOBtie MeTOflti yicnoHeHHH, BKJHonaa Hcnoni.30Ba- 
HHe (JjHflepHBIMH CyflaMH aBTOMaTHHeCKHX CHCTeM 0n03HaBaHHJT KJiaeea B H mhoto- 
KpaTHyio nepeBajiKy c Hcnoni>30BaHHeM HeGontninx cyflOB. Tpynna nonynHna floxjiafl 
CoeflHHeHHtix IIlTaTOB AMepHKH h 25 flpyrnx rocyflapcTB-HneHOB, coflep>KauiHH 
chhmkh, flaHHbre, pacneTbr h ohchkh, coraacHO kotopbim b TeneHHe nepBtix neTtipex 
MecaueB 2019 rofla 6 tin npeBtimeH ycTaHOBjieHHtiH Cobctom Ee3onacHocTH o6ihhh 
npeflem.Hi.iH toaoboh oOneM nepeflaHHon KopencKon HapoflHo-^eMOKpaTHnecKOH 
PecnyOHHKe nepepaOoTaHHOH HerJjTH, cocTaBjTsrromHH 500 000 Oappenen. Tpynna 
Taxace nojTyHHjTa otbct ot Pocchhckoh OeflepauHH o tom, hto Ha flaHHOM 3Tane Ko- 
MHTeTy CoBeTa Ee3onacHocTH, ynpeacfleHHOMy peaonroHHeH 1718 (2006), 6br.no 6bi 
npejKfleBpeMeHHO npHHHMaTt OKOHnaTentHoe pemeHHe h npeicpamaTi. HMnopT npo- 
flyKTOB nepepa6oTKH HerJjTH. OHa Tarotce nonyHHna otbct ot Kmaa o tom, hto flnsr 
BtiHeceHHa pemeHna no 3TOMy Bonpocy Tpe6yeTca 6onbme flOKasaTenbCTB h Hrrcjrop- 
MaflHH. 

Tpynna oTMerana, hto caHKHHOHHbre Mepbi He flonxcHM hmctb HeraTHBHtix ry- 
MaHHTapHBix nocHeflCTBHH fljrn rpaxcflaHCKoro HaceHeHHH KopencKOH HapoflHo-/(e- 
MOKpaTHHeCKOH PeCny6HHKH HHH flJTfl paSoTbl MOKflyHapOflHBIX H HenpaBHTeJTbCTBeH- 
Hbix opraHH3auHH, 3aHHMarorirHxcjr oxa3aHHeM ryMaHHTapHOH h Hpe3BbiHariHon no- 
mohjh b cTpaHe. HecMOTpa Ha to hto cpeflHee BpeMa paccMOTpeHHH npoci.6 06 hstjt- 
thh coKpaTHHocb, 6aHKOBCKHH xaHaH He BoccTaHOBHeH, hto 3aTpyflHHeT TexytHyro fle- 
HTeHtHocTB OpraHHjartHH OSneflHHeHHbrx HariHil h ryMaHHTapHtix opraHHsauHH. 

Tpynna peKOMeHflyeT bkhiohhti. b caHKHHOHHbrn nepeneHi. pafl (J)H3HHecKHx hhh 
h opraHH3aflHH h peannaoBaTb prrfl npaKTHnecKHx Mep fljia toto, hto6bi npeflnoacHTi. 
CoBeTy Ee3onacHOCTH, KoMHTeTy 1718 h rocyflapcTBaM-nneHaM flonoHHHTeHi.Hi.ie 
HHCTpyMeHTti b Hensrx pemeHHs HbiHeniHHx npo6neM h ycTpaHeHHx HeflocTaTKOB b 
flene ocymecTBneHHa pe30jnoHHH. 
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I. BBeaeHHe 


1. B nyHKTe 2 CBoeft pe30jnoiiHH 2464 (2019) Cobct Be3onacHOCTH npocHji 
Tpynny 3KcnepT0B npe^cTaBHTb KoMHTeTy cpe.zjHecponHMft flomiazi co cbohmh bh- 
BOflaMH h peKOMeH^aunaMH bo HcnonHeHHe nyHKTa 43 pe30nioiiHH 2321 (2016). 
HacToamnft ^oKJiafl oxBaTtiBaeT nepnofl co 2 (JjeBpana no 2 aBrycTa 2019 ro^a. 


II. OTpacjieBbie h MopcKHe caHKpHH 

IlepeBajiKH rpy30B c cyma Ha cymo 

IlepeeajiKu zpy3oe c cydna na cydno u npHMbie nocmaeKu HetpmenpodyKmoe 

2. KopeftcKaa Hapo/iHo-^eMOKpaTnnecKaa Pecny6nHKa npoflOJiacaiia HapymaTb 
nonoaceHHa pesoJirouHil, ocymecTBJiaa He3aKOHHtie nepeBaiiKH hccJjth c cyziHa Ha 
cyziHo b KanecTBe o^hofo H3 ochobhmx cnoco6oB HMnopTa npo,ayKTOB nepepa6oTKH 
HetJ)TH. 

3. Tpynna nonynnna flOKnafl, co^ep/Kamnn o 6 HOBneHHBie naHHbie 3 a nepnofl c 
1 aHBapa no 23 anpena 2019 ro^a o nocTaBKax npo^yKTOB nepepa 6 oTKH HecJjTH c no- 
Monibio TaHKepoB b Kopencxyio Hapo^Ho-^eMOKpaTnnecKyro PecnyOnnxy. B stom 
coo 6 meHHH, xoTopoe 6mjio npe.acTaB.neHo CoeaHHeHHMMH IIlTaTaMn AMepnKn Ko¬ 
MHTeTy CoBeTa Be3onacHocTH, yHpeacneHHbift peaomonneft 1718 (2006), 11 hiohh 
2019 rofla n 6mjio nonnepacaHo 25 apyrHMH noanHcaBniHMH cTopoHaMH 1 , coaep>Ka- 
naci», b nacTHocTH, npoci> 6 a k KoMHTeTy He3aMennHTenbHo nocTaHOBHTb, hto «6mji 
npeBbimeH aonycTHMMft MaKCHMani.Hi.iH o 6 teM HMnopTa HetjjTenpoayKTOB, a 3aTeM 
yBe^oMHTb rocynapcTBa — nneHti OpraHH 3 apnn OObenHHeHHbix Hanuft 06 3tom 
HapymeHHH h noflTBepflHTb, hto Bee nocnenyroinHe nocTaBKH nepepa 6 oTaHHoft 
He(J)TH B KH/(P flOH>KHLI 6 bITb HCMeflHCHHO npe KpaiHeHbI» (cm. npHHOHCeHHe 1). 
18 hiohh 2019 rona PoccHHCKaa Oenepanna oTBeTHJia, hto «Ha aaHHOM 3Tane KoMH¬ 
TeTy npe>K/ieBpeMeHHo npHHHMaTi. oKOHnarenbHoe pemeHHe b oTHomeHHH npenno- 
aceHHH CIIIA h npexpamaTb aKcnopT HecJjTenponyKTOB b KH^,P» (cm. npHJioace- 
HHe 2). 18 hiohs 2019 roaa KnTaft otmcthh, hto eft Heo 6 xonnMo « 6 oni>nie noKaaa- 
TejibCTB h HHcJ)opManHH ana BbiHeceHHa pemeHHa no 3TOMy Bonpocy». 

4. CoraacHo noxnany, npeacTaBjieHHOMy CoeaHHeHHMMH IIlTaTaMH, Kopeftcxaa 
Hapo,THo-^(eMOKpaTHnecKaa Pecny6nHKa no cocToaHHio Ha 23 anpeira 2019 roaa 
(JjaKTHnecKH npeBbicwna 6bi orpaHHneHHe Ha o6beM HMnopTa (500 000 6appeneft: 
n. 5 pe3omoiiHH 2397 (2017)) npn hio6om H3 Tpex pacneratix cueHapneB b oTHome- 
hhh 70 nocTaBOK, o KOTOpbix nocTynHjra Hin|)opMaiiHa: nojTHocTbro 3arpyaceHHBie 
TaHKepbr, nony3arpyaceHHi.ie TaHKepti hjih TaHKepbr, 3arpyaceHHBie Ha OflHy TpeTb 2 . 
CoraacHo nocaeaHeMy cneHapnio, ecjiH npeanoao>KHTi>, hto b pe3ym>TaTe 3axoaa 
Kaacnoro TaHKepa b nopT aocTaBaaeTcs jihuib TpeTB ot ycTaHOBaeHHoft bmccthmocth 
cyaHa, to cooTBeTCTByiouiHft o6beM yace k 23 anpena npeBticHJi 6 m roaoBoft jihmht 
H a 2019 roa, ecjiH ao6aBHTb k HeMy oObeMbr nocTaBOK HecjiTH, o KOTopbrx KoMHTeTy 
OTHHTajiHci. KnTaft h PoccnftcKaa Oeaepanna 3 . ComacHo 3TOMy aoxnaay, n pn nep- 
bom cpeHapHH, npennonararomeM nojmyio 3arpy3Ky TaHKepoB, jihmht HMnopTa 6bin 
6bi npeBbimeH no MeHbineft Mepe Ha 100 nponeHTOB h cocTaBHJi 6 li 


1 Pccny 6 jiHKa Kopea a Coc/ihhchhoc KopoaeBCTBO BejiHKo 6 pHTaHHH h CcBcpHoii HpjiaHflHH 
Taicace npncoc;iHHHjincb k 23 coaBTopaM (cm. npiuioaceHHe 1). 

2 TlaHHBIH CneHapHH OCHOBaH Ha BepOHTHOM MHHHMaJTbHOM 3K'OHOMH l ICCKH 060 CH 0 BaHH 0 M 

o6i.cmc rpy3a 3Jia TaHKepoB. 

3 IIo cocToaHHK) Ha anpejib 2019 ro/ia Kmaft ripcnCTaBHji KoMHTeTy 1718 HHtjjopMaiiHKj 06 
o 6 meM o 6 beMe npo/iyicTOB nepepa 6 oTKH hc4)th b 4 194,43 tohhbi, KOTopbie 6 mjih 
OK cnopTHpoBaHbi b Kopcilck-yio Hapo;iHO-/lcMOKpaTH 3 CCKyK) Pecny 6 jiHKy HaaHHaa c aHBapa 
2019 rona. PoccnHCKaa <t»c;icpanHa npe;iCTaBHjia HHijjopMaiiHio 06 o 6 nieM o 6 beMe 3Kcnopxa i 
18 974,616 tohhm 3a tot ace ncpno/i. B Mae KHTaii h PoccHiicicaa Oc/icpanwa coo6ihhjth o 6 
3KcnopTe aonojiHHTejibHoro o 6 beMa b 1 536,03 tohhbi h 3 208,969 tohhbi, cooTBeTCTBeHHO. 





1 ,093 mjih Oappenen. B flononHeime k cbohm opchohhlim paHHbiM CoepHHeHHbie 
UlTaTbi TaioKe npepocTaBHJiH Ipynne HarjiapHLie cnyTHHKOBbie H3o6pa>KeHHH He3a- 
kohhbix nocTaBOK HefjjTenpopyKTOB b nopra KopencKoS Hapo/iHO-^eMOKpaTHne- 
ckoh PecnyOnHKH (cm. H3o6pa5KeHHe I), a eme opho rocypapcTBo-HJieH npepcTaBHJio 
HHtJjopMapHK) o He3aKOHHtix nepeBanKax c cyziHa Ha cypHo TaHKepaMH KopeftcicoH 
HapoAHo-^eMOKpaTHHecKoii PecnyOnHKH (cm. H3o6paaceHHe II). PoccHHCKaa Oepe- 
papHa yKa3ana, hto OHa «Bce eme paccMaTpHBaeT npepcTaBJieHHyio CoepHHeHHtiMH 
UlTaTaMH HH(J)opMapHio o cnynaax npepnonaraeMOH nepeBanKH npopyKTOB nepepa- 
6otkh HetJ)TH c cyziHa Ha cynHo pus nocTaBKH b KH^P, a Taxace pe3ynbTaTLi KOMm.- 
lOTepHOrO MOpejTHpOBaHH5T» (CM. npHJTO/KeHHe 2). 

5. IIomhmo 3Toro, Ipynna npoponacana poKyMeHTantHO (JiHKCHpoBaTb uinpoKoe 
HcnojTb30BaHHe TaHKepaMH h coynacTHHicaMH pa3JiHHHbix mctopob cokpbithh h Mac- 
KHpoBKH, hto, no MHeHHio Fpynnbi, paBH03Ha i THo yKjiOHeHHio ot 3anpeTa Ha He3a- 
KOHHyio nepeBanxy hccJjth c cyziHa Ha cynHo jut a ee nocTaBKH KopencKOH HapopHo- 
^eMOKpaTHnecKOH PecnyOjiHKe. Hmchh mccto He3aHBjieHHLie npaMbie nocTaBKH b 
H apymeHHe Tpe6oBanna o npepcTaBjieHHH othcthocth 06 HMnopTe HecJiTenpopyKTOB 
(cm. pe30Jiiopmo 2397 (2017), n. 5). Skohomkhcckhc noKa3aTejiH, oTpaacafomne 06- 
myio CTaOnjibHocTb neH Ha 6eH3HH h pn'jeJibHoe TonnHBo b KopencKofi HapopHo- 
/^eMOKpaTHHecKOH PecnyOnHKe, cBHpeTenbCTByioT 06 OTcyrcTBHH pe(J)HpHTa Ha 
BHyTpeHHeM ptiHKe, HecMOTpa Ha MexcpyHapopHbre caHKUHH. 

H3o6pa>KeHHe I 

IlocTaBKH b nopTbi KopeiicKOH HapopHO-/I,eMOKpaTHHecKOH Pecny6jinKn b 
nepno/i c (JieBpajiH no anpejib 2019 ropa 


McmoHHUK: rocyaapcTBO-aneH; xapma : Tpynna. 











H3o6pa>KeHHe II 

He3aK0HHbie nepeBajiKH c cyaHa Ha cyaHO 
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CyaHO Yu Son npoBoauT nepeBajiicy c cyaHa Ha cyaHO c HeycTaHOBJieHHbiM 
cyaHOM 20 MapTa 2019 roaa 




McmouHUK: rocy/iapcTBO-wjiCH. 



McmouHUK: rocyaapcTBO-aneH. 
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PeKOMeHflaijHH 

6 . rocyaapcTBa-HJieHbi aoji>KHbi cooSmaTb KoMHTeTy o jiioSbix H3BecTHbix 
nocTaBKax, KaK Toro Tpe6yiOT pe30Jiiomin. 

7. rocyaapcTBa-HJieHbi ,io.i'/Khi»i coaeflcTBOBaTb o6MeHy iiiKliopMamioii 
MesKny m evK iy ii apo,i h bi m 11 ToproBiiaMH cbipbeBbiMH TOBapaMH, B.ia,ie.n»naMii h 
onepaTopaMH tji.ioia TaHKepoB h cipaxoBimiKaMH cy.iob b uejinx npoBepKn 4»aK- 
THnecKoro nyHKTa Ha3HaneHHH i ankepoB, c tcm hto6m npe/jOTBpaTHTb yKJiOHe- 
Hue ot BbinojiHeHHH iio.iO/KCHHii pe30JiiounH, ocymecTEJiaeMoe c noMOuibio «ia- 
HHnyjiHuiiii c aBTOMaTHHecKOH chctcmoh niioiiiaBainni. 

8. Tpynna peKOMeHayeT KoMHTeTy 1718 BKJiiOHHTb b caHKiiiioHHbiH nepe- 
neHb cjieayiomHe cyaa 3a He3aKOHHbie nocTaBKH HeiJtTenpoayKTOB b napyiueHHe 
nyHKTa 5 pe30Jnounn 2397 (2017): 

a) Un Pha 2 (HMO JV® 8966535), (Jjjiar KopencKon HapoaHO-,Z)eMOKpaTH- 
necKon Pecny6jiHKH, 3a ocymecTBJieHne 27 MapTa 2019 roaa nepenajiKH c cyaHa 
Ha cyaHO c HeH3BecTHbiM TaHKepoM; 

b) Mu Bong 1 (HMO JV® 8610461), (Juiar KopeiicKoii HapoaHO-^eMOKpa- 
THnecKOH Pecny6jiHKH, 3a ocymecTBJieHHe 15 anpejin 2019 roaa nepeBajiKH c 
cyaHa Ha cyaHO c HeH3BecTHbiM l aHKepoM. 

HoBbie MeToabi yKJiOHOHnn 

9. Tpynna OTMenaeT npoaojiacaromeectr Hcnonb30BaHHe xopomo 3aaoKyMeHTnpo- 
BaHHblX MeTOaOB yKJTOHeHH5T, BKJIIOHaa OTKJIIOHeHHe aBTOMaTHHeCKOH CHCTeMbI ono- 
3HaBaHHa; (jjH3HnecKyK> MacKupoBKy; Hcnoab30BaHHe Maabix cyaoB 6e3 HOMepoB 
HMO, cMeHy Ha3BaHHa, HonHbie nepeBajncn h apyrne (JjopMbi (JjaabCHtJjHKauHH naeH- 
THtJjHKapHOHHbix aaHHbix. KpoMe toto, Tpynna ycTaHOBHaa, hto b paccMaTpHBae- 
Mbiii nepnoa ana o6xoaa carnapra Hcnoab30BaaHCb MeToabi ymioHeHna, o KOTopbix 
paHee He cooOmanocb. 

Ocyufecmejienue cydcmu nod UHoempannuM tpjiaaoM npnMux nocmaeoK e HaMnxo 

10. OaHO H3 rocyaapcTB-aaeHOB HaOaroaaao caynan npaMbix nocTaBOK cyaaMH noa 
HHocTpaHHbiM cJuraroM npoayKTOB nepepaOoTKH HecjiTH b KopeMcKyro HapoaHO-,ZJe- 
MOKpaTHaecKyio PecnyOnnicy, o KOTopbix He coo6maaocb. B nncae npHMepoB tbkhx 
cyaoB — aHuieHHoe perHCTpauHH cyaHO New Regent (HMO JV® 8312497), cyaHO noa 
BbeTHaMCKHM (jwiaroM Viet Tin 01 (HMO JV® 8508838) h cyaHO noa (JjaaroM Cbeppa- 
JleoHe Sen Lin 01 (HMO JV® 8910378). 3th cyaa Bbirpyacann He<j)TenpoayKTbi b HaM¬ 
nxo b nepnoa c HHBapa no anpeab 2019 roaa. CyaHO Viet Tin 01 coBepmnao oanH 
3axoa b nopT HaMnxo, a cyaHO Sen Lin 01 nocerano HaMnxo aecnTb pa3. CyaHO New 
Regent, noaaeacanjee anmeHnio perncTpaunn n 3anpeTy Ha 3axoa b nopTbi no BceMy 
Mnpy, b 2019 roay asaacabi nocTaBaaao trecfiTb b HaMnxo (cm. H3 o6paaceHne III) 4 , no 
MHeHnio 3toto rocyaapcTBa-HHeHa, BKaioaeHHe cyaHa New Regent b caHKunoHHbin 
nepeaeHb, Bepoamo, npnBeao k npnHaTHio KopencKon HapoaHO-^eMOKpamaeCKon 
PecnyOnHKon pemeHna o nepeoOopyaoBaHnn 3toto cyaHa H3 ())HaepHoro b TaHKep 
aocTaBKH. 


B ajieKTpoHHOM nncbMe, HanpaBJieHHOM Tpynne 8 hiojih 2019 roaa, KOMnaHHs Mega Glory 
Holdings cooOiunjia, mto b anpejie 2018 roaa OHa npoaaaa cyaHO New Regent apyron 
KOMnaHHH. Tpynna OTMemna, mto no coctohhhki Ha 21 hiojih 2019 roaa b mopckhx 6a3ax 
aaHHbix KOMnaHHa Mega Glory Holdings no-npc>KHCMy iHanHTCH b kbmcctbc 
3aperHCTpHpoBaHHoro BJia/ieabna, onepaTopa h ynpaBJiHiomero cyaHa. PaccneaoBaHHa Tpynnbi 
npoaoaacaiOTCH. 




H3o6paaceHHe III 

CyaHO New Regent b HaMnxo b iiepm.iii pa3 



McmouHUK: rocy/iapcTBo-iacH; Kapma: Tpynna. 

11. 26 (JjeBpana cyaHo Viet Tin 01 OTnpaBHJtocb b HaMnxo ana aocTaBKH rpy3a 
He(J)TenpoayKTOB n oTnatiao Ha cneayroinnii aettb. Tpynna ycTaHOBnna, hto c 4 jih- 
Bapa 2019 roaa 3to cyaHo aKcnnyarapoBaaoci. Ha ochobc 6ep6oyr-HapTepa 5 . KoMna- 
HHa Happy Shipping Co Ltd, 6a3Hpyromaaca b Oyu3aHe, KHTaii, sacfjpaxTOBana sto 
cyaHo neper cHHranypcKyio KOMnaHHio KLJ Marine Services Pte. Ltd (cm. npHJioace- 
HHe 3). BbeTHaM npoHHcjiopMHpoBaJt Tpynny o tom, hto Baaaeatiiy cyaHa Viet 
Tin 01 — KOMnaHHH Viet Trust Shipping Corporation— He yaaaocb cBH3aTi.ca c 
(JjpaxTOBujHKOM 6ep6oyT-napTepa ana B03BpaTa CBoero cyaHa. OaHO roeyaapcTBo- 
uneH npoHHijjopMHpoBano Tpynny o tom, hto KOHTaKTti Meacay BjiaaenmeM cyaHa h 
KOMnaHHeii Happy Shipping Co Ltd ocymecTBjiajiHCb nepe3 HHaHBHayantHoro 6po- 
xepa K.C. KBexa 6 . T-h Kbck 3aaBHa Tpynne, hto oh npeaocTaBJian TonbKo ycnyrn 
aHHHoro nepeBoaa. Tpynna npoaonacaeT paccneaoBaHHe. 

12. B nepnoa c 30 aHBapa no 2 cfieBpana 2019 roaa nocneaHHM 3aperHCTpHpoBaH- 
hmm nopTOM 3axoaa cyaHa Viet Tin 01 6bia CnHranyp. B aoxyMeHTax yKa3biBanocb, 
hto nopT Bbirpy3KH ana 3thx rpy30B — YubcaH, PecnydnnKa Kopea (cm. npHHoace- 
HHe 4), oaHaKo 2 ifieBpana 2019 roaa aBTOMaraHecKaa cncTeMa ono3HaBaHHa cyaHa 
Viet Tin 01 CHanana noKa3ana, hto ero cneayiouiHii nopT Ha3HaneHHa — HaMnxo, 
oaHaKo nepe3 nac hm cTan TaocioH. BnocneacTBHH, b nepnoa c 13 no 16 cjieBpana, 
cyaHo 3aaepacanocb paaoM c TaocioHOM, a 3aTeM OTnpaBHJiocb b HaMnxo (cm. H306- 
paaceHne IV). Bonbuiyro nacTb BpeMeHH b TeneHMe Mecaua, npeauiecTBOBaBuiero 3a- 
xoay cyaHa b nopT HaMnxo, aBTOMaTHnecKaa cncTeMa ono3HaBaHna cyaHa 6biaa ot- 
KinoHeHa. B cBa3H c 3thm BbeTHaMCKoe npaBHTenbCTBo BeaeT paccneaoBaHHe, a Chh- 
ranyp npeaocTaBHii Ha ochobc CBoero co6cTBeHHoro paccneaoBaHHa HHcfiopMannto 
o 3axoae cyaHa b nopT, a TaioKe o rpy3e b 5108 6appeneft HecjiTH. 


/lorOBop (jjpaxTOBaHHa, b cootbctctbmh c kotopbim a kh na>K hjih ocHamcHHc He BKJHonaiOTca i 
aoroBop, a othocbtcs k otbctctbchhocth apeH/iaTopa. 

KoMnaHHa r-Ha Kbcio — sto He KOMnaHHa KLJ Marine Services Pte Ltd. T-h Kbck OTpmiacT 
KaKHe-jiH6o acaoBbic hjih jiHHHbie OTHomeHaa c KOMiiaHHcii KLJ Marine Services Pte Ltd. 








H3o6pa>KeHHe IV 

MapuipyT cyaHa Viet Tin 01 n cnyTHHKOBbie chhmkh TaHKepHoro npnnaaa 
HaMnxo (38° 42' 55" N 125° 22' 04" E) 26 (J)eBpajin 2019 roaa, Ha KOTopux 
noKa3aHO cyaHo aHaaornnHoro pa3Mepa b HaMnxo 




McmouHUK-. Planet Labs, Inc. 

Memodbi MacKupoemi cydoe 

1 3. OaHo H3 rocyaapcTB-HJieHOB npeacraBHao Ipynne aoica3aTenLCTBa Toro, hto 1 9 
MapTa 2019 roaa b BocTOHHO-KHraHCKOM Mope aeiicTBOBan ToproBbiii TaHKep, y ko- 
Toporo 6bijia oTKaroneHa aBTOMaTHnecKaa cncTeMa ono3HaBaHHH bo BpeMa nepe- 
BaaKH c oaHoro cyaHa Ha apyroe c MeHee KpynHtiM Heono3HaHHtiM (JjHaepHtiM cya- 
hom. Ha Kopnyce 6oaee KpynHoro cyaHa HOMep HMO 6bia nacraHHo 3aKpaineH, oa- 
HaKo Bee eme bbian pa3HHHHMbi HHcfipbi «8916293», KOTopbie cooTBeTCTByioT HOMepy 
BHeceHHoro b caHKUHOHHbrti nepeneHb cyaHa Saebyol (TaioKe H3BecTHoro kbk Chong 
Rim 2). Ha3BaHHe cyaHa 6biJio TaioKe 3aKpameHo h noBepx Hero 6biao HanncaHo 
“Venus”. Ha H3o6pa»ceHHH V noKa3aHo CHJibHo HarpyaceHHoe cyaHo (cfmaepHoe 
cyaHo 1), npnOntC/KaroiHeeca k cyaHy Saebyol, b to BpeMsr khk apyroe cyaHo, KOTopoe 
KaxceTca He3arpy>KeHHbiM (cjntaepHoe cyaHo 2), oTiiiBapTOBaaocb nocae nepeicaHKH 
TonaHBa. OnaepHoe cyaHo 1 HMeao npH3HaKH totobhocth k nepeBaaKe c cyaHa Ha 
cyaHo: Ha naaybe 6mhh ycTaHOBaeHbi rnaaHrH h BbicTaBaeHbi Kpbiabtr. He<j)T5iHoe 
narao HenoaaaeKy yKa3biBaeT Ha to, hto ToabKo hto 3aBepniHaacL nepeBaaKa c cyaHa 
Ha cyaHo c no mo mb to (jmaepHoro cyaHa 2. 
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H3o6pa>KeHHe V 

CyaHO Saebyol, ocymecTBJiHiomee nepeBajiKy c cyaHa Ha cyaHO 19 MapTa 
2019 roaa, h (|)iiacpiioc cyaHO 2, iicpc iammcc cnrHaji b KanecTBe «pbi6ojiOBHoro 
cyaHa» h noTemiHajibHO BbinojiHHiomee (|jvhkhiiio jioacHoro jiOKaTopa 



McmouHUK: rocyaapcTBO-nneH. 

14. B cooTBeTCTBHH c HOBbiM MeToaoM $HaepHoe cyaHO 2, KaK npeacTaBnaeTca, 
Hcnoab3yeT TpaHcnoHaep aBTOMaTHHecKoft chctcmm ono3HaBaHHH KJiacca B, naeH- 
THtJjHiiHpyH ce6a KaK pbiOonoBHoe cyaHO, hto6m ckplitb cboh HacToamne aaHHbie h 
orpaHHHHTb aHana30H oSHapyaceHHa. OnaepHoe cyaHO 2 TaioKe, bo3mo>kho, Hcnonb- 
30Baaocb b KaaecTBe neaeHraTopHoro noKaTopa 7 jinn rroTeHiinaJibHbix cyaoB nepe- 
BaaKH ot HMeHH cyaHa Saebyol c BbiKJiioHeHHOH aBTOMaraHecKOH chctcmoh ono3Ha- 

BaHHH. 

Bo:iepau(aiou(uecH tpudepnue cyda 

15. 13 h 14 Maa 2019 roaa OnaepHbie cyaa BepHynncb aaa ocymecTBjieHHs nocne- 
aoBaTeabHbrx nepeBaaoK c cyaHa Ha cyaHO c TaHKepoM KopencKOH HapoaHo-^eMo- 
KpaTHnecKOH PecnybaHKH An San 1 (HMO JVa 7303803) b BocTonHO-KHTaftcKOM 
Mope. 3th nepeBaaKH b cpeaHeM 3aHHMaan 1,5 aaca h npoHcxoanan Ha paccBeTe h 
b cyMepKax aaa ana noapaa (cm. H3o6paaceHHe VI) c Hcnoab30BaHHeM HeOoabuiHx 
cyaoB, He HMeroujHx ono3HaBaTeabHbix 3HaKOB, BepoaTHo jpin Toro hto6m HaOeacaTb 
HaOaioaeHHa c B03ayxa. 


TpaHcnoH/icpw KJiacca B a btom ax hhcckoh chctcmbi onoxHaBaHna ncnoab3yioxca cyaaMH. 
KOTopbic He aocTHraroT noporoBbix riOKaxarcjicii ana o6a3aTejibHoii ycTaHOBKH aBxoMamHecKoii 
CHCTeMBi onosHaRaHHH (KJiacca A) b cootbctctbhh c xpcCoBamiaMH MoK/iyHapoaHoii 
KOHBeHpHH no oxpaHe hcjiobchcckoh >kh3hh Ha Mope 1974 roaa, HanpHMep MaabiMH 
pbibojiOBepKHMH cyaaMH. YcxpoiicxBa KJiacca B oOnaaaiOT MCHbrneii i[) y h k ij m o h a ji b h o c x b kj , 
MCHbrneii MomHOCTbio h MeHbniHM paanycoM aeiicTBHa, ho ohh pa6oTaiOT h B3aHMoaeHCTByiOT 
c ycTpoficTBaMH KJiacca A, Hcnojib3yeMbiMH Ha cyaax BajiOBoii bmccthmoctkio 300 h 6ojiee 
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H3o6pa>KeHHe VI 

Cyaa HeH3BecTHoii iianiiona.ii.iioil npnHaanencHOCTH ocymecTBJiniOT nepeBanKy 
c cyaHa Ha cyaHO c TaHKepoM An San 1 b TeneHne a»yx awen noapna 



McmouHUK: rocynapcTBO-ajieH. 

16. IIpHBeaeHHaa Bbirne HH<j)opMapna, nonyneHHaa ot paajTHHHtrx rocyaapcTB-nne- 
hob, o TaHKepax Saebyol n An San 1 cBnaeTeatCTByeT o tom, hto TamcepBi Kopeft- 
ckoh HapoaHO-^eMOKparanecKOH PecnybnHKH BCTpenaioTCH co mhothmh cyaaMH 
ana obecneneHna 6oaee noaHon 3arpy3KH nepea B03BpamemieM b cTpaHy ana bbi- 
rpy3KH cbohx He3aKOHHbrx rpy30B. 

Bnaaenbiibi, onepaiopi.i n ynpaBJimomne KOMnaHnn 

17. Cyaa, ocymecTBnaiomHe nepeBanxy c cyaHa Ha cyaHo ana HenocpeacTBeHHyio 
aocTaBKy HetJjTenpoayKTOB b Kopencicyio HapoaHO-^eMOKpaTHHecxyio Pecnyb- 
nmcy,— 3 to o6lihho Hebontume cyaa c nonHon rpy3onoar>eMHOCTbio ot 1000 ao 
20 000 tohh h cTaptie cyaa, koto p mm 30-35 nex 3aperHCTpHpoBaHHtie BnanentuM 
TaKHx cyaoB, Kax npaBHno, BnaaeioT HebojTbiiiHM (Jjhotom pa3MepoM ao neTbipex cy- 
aoB h, noxoace, npeacTaBnaioT H3 ceba HeaaBHo co3aaHHtie (Jjhkthbhbic ana noacraB- 
Htie KOMnaHHH, oTHocamneca k He3aBncnMbiM onepaTopaM cyaoB b apyron ropac- 
aaKLtaa. 

IlocTaBKH yrnn 

IlepeeajiKu yzjia e omKpumoM Mope 

18. Kopencicaa HapoaHo-^eMOKpaTaaecKaa PecaybnaKa npoaonacaeT HapymaTb 
3anpeT Ha axcnopT yrna, ycTaHOBneHHbiii pe3onroaHea 2371 (2017). Ilo aaHHbiM oa- 
hoto H3 rocyaapcTB-nneHOB, npeanonaraeTca, hto 3a nepBbie aeTbrpe Mecaaa 
2019 roaa KH/JP 3KcnopTapoBana b obmea cjioacHocTH 930 000 tohh yrna nocpea- 
ctbom no MeHbuiea Mepe 127 nocTaBOK 8 . 

19. BbiuieynoMaHyToe rocyaapcTBo-aneH npeacTaBHno Ipynne chhmkh cyaoB, 3a- 
rpyaceHHbix yrneM, b paaoHe nopTa HaHbo-H/Koyuiaitb, KOTopbie oho aaeHTHcJiaaH- 
poBano Kax cyaa, cBa3aHHbie c KopeacKoa HapoaHo-^,eMOKpaTaaecKoa PecnybnaKoa 
(cm. H3o6paaceHHa VII h VIII). Khthh otbcthh, hto «aHcJ)opMaaHa, npeacTaBneHHaa 
IpynnoH, HeaocTaTOHHO cBoeBpeMeHHa, h Ha ee ochobc He MoaceT 6biTb npoBeaeHO 
paccneaoBaHHe Ha MecTe. ITinjiopMauHa o cooTBeTCTByromax cyaax aBnaeTca npoTH- 
BopeHHBOH h HeTOHHOH, nosTOMy OHa He MoaceT npeacTaBnaTb coboii nonHyio ae- 
noHKy aoKaaaTenbCTB hhh aBnaTbca ocHOBaHHeM ana npoBeaeHHa nanbHeamero pac- 
cneaoBaHHa» (cm. npanoaceHae 6.1). 


OuCHomaa ctohmoctb 3to ro yraa, MCMucjiCHHaa H3 pacacia 100 ;iojijt. CIIIA 3a TOHHy, 
cocTaBaacx npaGaHSHTCjibHO 93 mjih aonn. CIIIA. 
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H3o6pa>KeHHe VII 

CyaHO Jang Jin Gang noa (JuiaroM KopencKon HapoaHO-^eMOKpaTHnecKon 
Pecny6jiHKH totobhtch k ocymecTBJieHHio nepeBajiKH c cyaHa Ha cyaHO 
c noMonibio njiaBynero KpaHa b6jih3h Hhh6o 



McmouHUK: rocynapcTBO-ajieH; Kapma: Tpynna. 


H3o6pa>KeHHe VIII 

IlnTb cBH3aHHbix c KopeiicKOH HapoaHO-,3,eMOKpaTHHecKOH Pecny6jiHKOH cyaos 
b paiione Hhh6o h eme Tpn cyaHa, CBH3aHHbie c 3 toh CTpaHOH, b tot nee aeHb 



McmoHHUK: rocyaapcTBO-aneH; Kapma: Tpynna. 

20. Ipynna noaynHna chhmkh, Ha KOTopbix cyaa KopeftcicoH HapoaHO-^eMOKpara- 
necKOH Pecny6nHKH Paek Yang San (HMO: 9020534), Ka Rim Chon 
(HMO Jfa 8314811), Pho Phyong (HMO JV° 8417962) h Tae Yang (HMO JV° 8306929) 
ocymecTBjTtffOT nepeBanKy yraa c cyaHa Ha nopTOBbie 6apacH b Tohkhhckom 3anHBe 
b nepnoa c ceirra6pa no OKTa6pb 2018 roaa (cm. npHJioaceHHe 5) (cm. H3o6paaceHHe 
IX). rocyaapcTBO-naeH Taicace npeacTaBHao H3o6paaceHHa nopTOBbix 6apac, Haxoaa- 
muxcaHacToaHKe b Knme (cm. H3o6paaceHHe X)hb paHOHeaxopHOH cToaHKHpaaoM 
c yronbHbiM nnpcoM (cm. H3o6paaceHHe XI). KnTan OTBeraa, hto «HH(J)opMaiiHa, 
npeacTaBneHHaa IpynnoH, HeaocTaTonHo CBoeBpeMeHHa, h Ha ee ochobc He MoaceT 
6biTb npoBeaeHo paccaeaoBaHHe Ha MecTe. HHcjiopMamra o cooTBeTCTByro uihx cyaax 
aBJiaeTca npoTHBopeHHBoft h hctohhoh, noaTOMy OHa He MoaceT npeacTaBHaTb co6oh 
nonHyio uenonxy aoxasaTeabCTB hjih aBJiaTbca ocHOBaHHeM ana npoBeaeHHa aanb- 
HeiiHiero paccaeaoBaHHa» h hto «Bce nepeB03auiHe yroab cyaa, HaxoaamHeca Ha 
CToaHKe b nopTy Knma, HMeioT 3aKOHHbie aoxyMeHTbi no HMnopTy, h CTpaHOH npo- 
HcxoacaeHHa nepeB03HMoro hmh yriia He aBaaeTca KH.ZJP. Ctoht oTMeraTb, hto 
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SojTbuiHHCTBo cyaoB /i jt 5T nepeB03KH HaBanoHHLix rpy30B HMeioT oieHb noxoixyio 
(JjopMy, h Hepa3yMHo CBHibiBaTb cyaa, npiraacTHbie k nepeBaaxaM rpy30B c cyaHa Ha 
cyaHo, c cyaaMH, npHHaaeHHbiMH b nopTy Kama, anuib Ha ochobc cnyTHHKOBbix 
CHHMKOB» (cm. npHno>KeHHe 6.1). 

H3o6pa>xeHHe IX 

IlepeBajiKa yrjin c cyaHa Ha cyaHO b Tohkhhckom sa.iHBc 



McmouHUK: rocyaapcTBo-nneH; Kapma: Tpynna. 


H3o6pa>xeHHe X 

IIopTOBbie oap'/KH, aocTaBJiHiouiHe yro.ii. b nopT Kimia 



McmoHHUK: rocyaapcTBo-HaeH; Kapma: rpynna. 
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H3o6pa>KeHHe XI 

CneunajibHaa oSnacTb ann sikopHoii ctohhkh nopTOBbix 6 ap>h 



McmoHHUK: rocynapcTRO-MjTCH; Kapma: Tpynna. 

PeKOMeH^auBH 

21. C yneTOM Toro hto cyaa KopeMcKtw Hapo^Ho-^eMOKpaTHqecKOH Pecny6nHKH 
Hcnonb3yioT nopTOBbie 6apncn, hto6m H36e»caTb 3axona b nopT, a^MHHHCTpauHH nop- 
tob cnenyeT npoBO^HTb 6onee TmaTenbHbiH nocMOTp tbkhx cynoB nyTeM npoBepKH 
^OKyMeHTapHH, BKmonaa cepraijjHKaTbi npoHcxoacneHHa, HaKnaflHbie h KOHOca- 
MeHTbi, a Tax>Ke H3biMaTb, aocMaipHBaTb h KOHtJjHCKOBbiBaTb nio6bie cyaa, noao3pe- 
BaeMbie b nepeB03Ke 3anpemeHHbix npeaMeTOB (pe3omoiiHa 2397 (2017), n. 9). 

22. Ipynna peKOMeHayeT KoMHTeTy 1718 bkjiiothtl b rrepeneHb cnenyromne cyaa 
KopeftcKOH Hapo^Ho-^eMOKpaTHHecKOH PecnyOnHKH 3a HapymeHHe nyrncTa 8 pe3o- 

moipm 2371 (2017): 

a) Paek Yang San (HMO N» 9020534) 3a ocymecTBneHne 5 ceHTa6pa 
2018 roaa nepeBanKH c cyaHa Ha cynHo; 

b) Ka Rim Chon (HMO .Nb 8314811) 3a ocymecTBJieHne 21 ceHTa6pa 
2018 roaa nepeBanKH c cyaHa Ha cynHo; 

c) Pho Phyong (HMO N» 8417962) 3a ocymecTBneHHe 24 0Kra6pa 2018 roaa 
nepeBanKH c cyaHa Ha cyaHo; 

d) Tae Yang (HMO N° 8306929) 3a ocymecTBneHHe 25 0 KTa 6 pa 2018 roaa 
nepeBanKH c cynHa Ha cynHo. 

PaccnenoBaHHH b oTHomeHHH nocTaBOK yran k'opeiicKoii HapoaHO- 
.HeMOKpaTHnecKOH Pecny6nHKH b TpeTbH cTpanbi 

23. B MapTe 2019 roaa Pecny6nHKa Kopea coo6uiHna KoMHTeTy, hto OHa TaKace 
npennaBHna o6BHHeHHa o^HOMy <j)H3HHecKOMy nnuy h nsyM KOMnaHHaM, npHnacT- 
hhm k 3anpemeHHOMy 3KcnopTy yrna KopeftcKOH HaponHo-^eMOKpaTHnecKoft Pec- 
ny6nnKH nepea XonMCK b 2017 rony (S/2019/171, n. 37.). OHa aanee cooGmnna, hto 
OHa npencTaBnna naHHbre o rnecTH c[)H3HHecKHx h naTH lopnnnHecKHx nnuax b npo- 
KypaTypy Ha ocHOBe cbohx paccneaoBaHHH neyx nononHHTenbHbix nen o 3anpemeH- 
hom 3KcnopTe yrna KopeilcKOH HapoaHO-/JeMOKpaTHHecKOH Pecny6nHKH b nepnoa c 
neKaSpa 2017 roaa no HioHb 2018 roaa. nocne nepeBanKH b TpeTbH cTpaHbi 6bino 











BBC3CH0 b odmeii cnoncHocTH 14 840 tohh yrna. PecnydnHKa Kopen BBena 3anpeT Ha 
3axon b HauHOHajibHbre nopTbi n-nn nononHHTeJibHbix cynoB, npHHacTHbix k sthm ne- 
naM (cm. TaOjiHuy). 


Tadm-ma 

3 anpeTbi Ha 3 axon b iiamioiia ii,iii,ic nopTbi, BBe iemibic Pecny6jiHKOH Kopen 
c aBrycTa 2018 rona 


Vessel Name 

IMO 

Number 

Flag 

Date of the National 

Port Entry Ban 

Yu Yuan 

9358694 

Togo 

18 August 2018 

An Quan Zhou 66 

8742240 

Stateless 

28 December 2018 

TaiXin 

9088598 

Togo 

28 December 2018 

Xin Yang 6SS 

8657809 

Belize 

28 December 2018 

Luckx Star 

9015278 

Togo 

28 December 2018 

East River 

9109952 

Panama 

28 February 2019 


HcmouHUKu: rocynapcTBO-nneH, Tpynna. 

yzojib U3 KopeucKou HapodHO-jJeMOKparmmecKou PecnyCmwai na cydne Wise Honest 

24. Tpynna npononncana paccnenoBaTb h oTcnencHBaTb He3aKOHHyio nocTaBKy yrna, 
nepBOHanajibHo nepeB03HMoro Ha 6opTy cyztHa Wise Honest (HMO N° 8905490) non 
c|)jiaroM KopeftcKOH Hapo^Ho-^eMOKpaTHMecKOH PecnydnHKH, KOTopoe dbino 3anep- 
/fcaHo HH^oHe3HeH 4 anpeiia 2018 rona 3a noncHoe oObaBneHHe CBoero (J)nara Rax 
c|)jiara Cbeppa-JIeoHe. C Tex nop KanHTaH c yn Ha Khm HxyH Coh 6bm ouiTpatJjoBaH 9 
3a HapyuieHHe npaBHn cynoxoncTBa h nenoprapoBaH BMecTe c 3KHna>xeM H3 Hh^o- 
He3HH. Tpynna Taxace npononncnna paccnenoBaHne b othohichhh KOMnaHHH 
Enermax, c|)HrypHpyromen b xanecTBe noxynaTenn yraa, Haxo^HBuieroca Ha 6opTy 
cynHa Wise Honest (cm. nn. 52 h 53). no naHHbiM CoennHeHHbrx IIlTaTOB, «6onee 
750 000 nonn. CHIA 6bino nepeBeneHO nepe3 cneTa b o^hom H3 (JjHHaHcoBbix ynpe- 
ac^eHHH CHIA b cb33h c nocTaBxoft yrna Ha 6opTy cynHa Wise Honest b MapTe 
2018 rona» 10 . 

25. no naHHbiM CoennHeHHbrx HlTaTOB 10 , cynHo Wise Honest 6bino ennHCTBeH- 
hmm cyaHOM, 3aperHCTpHpoBaHHbiM Ha KOMnaHHio Korea Songi Shipping Company 
(nnn 03HaK0MjieHHa c HHtJjopMauHeH 06 onnare 3a yronb cm. n. 52). CoenHHeHHbix 
HlTaTbi Taioxe coodmnnn, hto sto cynHo HaxonnTca non xoHTponeM KOMnaHHH Korea 
Songi General Trading Corporation (Taxnce H3BecraoH Rax KOMnaHna Songi Trading 
Company), KOTopaa «nonnHHaeTca KopeiicxoH Hapo/moil apMHH h npnnacTHa k 3kc- 
nopTy yrna H3 KH,ZJP» 10 . 

26. B Hoadpe 2018 rona no peuieHHio oxpyncHoro cyna EanHKnanaHa, HH/ioHe- 
3na u , yronb 6bin «B03BpameH» HHnoHe3HHcxoMy dpoxepy 3xo CeTbaMoxo, KOTopbiii 
nepBOHananbHo 6bin npnnaCTeH k nocpenHHnecxoH neaTenbHOcra no nponaace yrna, 
nepeB03HMoro Ha dopTy cynHa Wise Honest. 26 500 tohh He3aKOHHO nepeB03HMoro 
yrna 6bino neperpyaceHo c cynHa Wise Honest Ha cynHo c naHaMCKHM rjxnaroM Dong 
Thanh (HMO JVb 9180035). 3aTeM 13 anpena 2019 rona cynHo Dong Thanh orapaBH- 
nocb b ManaH3HHCKHH nopT KeMaMaH no HHcrpyKUHH onepaTopa Qingdao Global 
Shipping Co. Ltd (cm. npHnoaceHne 7), npndbino ryna 19 anpena, onHaxo eMy dbino 


IllxpacJ) 6bin yCTaHOBjieH b pa3Mepe 400 000 000 mh/iohc3mhckmx pynnfi, hhh npH6nH3HTenbHO 
28 500 noun. CIIIA. 

Cm. neno l:19-cv-04210, nonaimoe Ha paccMOTpemie 9 Man 2019 rona b OKpyacHoii cyn 
CoenHHeHHtix IIlTa-roB, lOacHbrn oicpyr Htio-HopKa. 

Cm. neno Ms 682/Pid.B/2018/PN.BPP, nocTaHOBjiCHHC ot 22 Hoadpa 2019 rona, cyn nepBOH 
HHCTaHiiHH EanHKnanaHa. 




0TKa3aH0 b 3axo^e b nopx BnacTH ManaH3HH npe^ocTaBHUH Tpynne .aoicyMeHTbi, 
CBH^eTejTbCTByromHe o tom, hto rpysooTnpaBHTenb, KOMnaHHH Pt. Bara Makmur 
Sadayana 12 , KOTopaa TaioKe npHHaflae>KHT r-Hy CeraaMOKo (cm. rrpHJioaceHHe 8), 
jiohcho yKa3an, hto stot yrojTb HMeeT HH,goHe3HHCKoe npoHcxoac/ieHHe (cm. H3o6pa- 
nceHne XII) 13 . IIpoBefleHHbie TpynnoH paccne^oBaHHa caenoic c yrneM c cyaHa Wise 
Honest cBHaeTejibcrayioT o tom, hto paa BbiaaHHbix cepTnc|)HKaTOB npoHcxoacaeHna 
coaepacajin noacHyto HHtjjopMagHio (cm. npuno^Kemie 9). 

H3o6pa>KeHHe XII 

,U,OKyMeHT, B KOTOpOM lipOHC\0>K,ie[IHe yrjIH JIOVKHO yKa3aHO KaK HH^0He3HHCK0e 



27. PemeHHe oicpyacHoro cyaa BbrnycraTb stot HesaKOHHbrii yronb h oaodpnTb ero 
pesKcnopT TeM ace dpoxepoM, KOTopbiii coaencraoBan ocymecraneHHio He3aKOHHoii 
CflenKH, eme pa3 cBHaeTenbcrayeT o hbhoh HeodxoaHMocm toto, hto6m rocyaap- 
CTBa-HJieHbi yaenann npHopHTeTHoe BHHMaHne BKinoneHmo pesojirounn CoBeTa Ee3- 
onacHocTH b HauHOHanbHoe saKOHoaaTenbCTBo. OTcyTCTBne Taxon npaBOBoii 6a3bi 
no3BoaaeT KopeficicoH HapoaHo-^eMOKparanecKOH PecnydnHKe h ee nocodmiKaM 
Hcnonb30BaTb HMeroinneca npodenbi b cbohx HHTepecax. HHaoHe3na npHCTynnaa k 
o63opy cBoeft npaBOBoii 6a3bi ana odecneneHna BtinonHeHna cbohx o6a3aTenbCTB no 
3thm pe3oarounaM. KpoMe toto, 3to aeao nponnBaeT cbct Ha npnnacTHocTb noconb- 
ctb Kopencxon HapoaHo-^eMOKparanecKOH PecnydanicH n ero annaoMaTOB k aea- 
TeabHocTn no odxoay caHKunoHHbix Mep 14 . 

28. BpeMeHHbin (JipaxTOBinnK cyaHa Dong Thanh cooduina Tpynne, hto, nocxoabKy 
3to cyaHO nepeB03nao yronb c cyaHa Wise Honest, oho He cmotho bohth b nopT h 
orapaBHaocb b ByHTTay, BberaaM, b oacHaaiTHH pemeHHa 06 yTnaH3auHH CBoero 
rpy3a (pesonrouna 2397 (2017), n. 9). BberaaM noaraepaHa npHdbirae stoto cyaHa 
bo BHyTpeHHne Boabi CTpaHbi b paftoHe Ba Pna-ByHiray 6 nioHa 2019 roaa h noa- 
raepana, hto ero raMoacemioe ynpaBaeHHe nepexBaraao aaHHoe cyaHO h npoBoanT 
paccaeaoBaHHe stoto aeaa. Tpynna ycTaHOBHaa CBasb Meacay onepaTopoM cyaHa 
Dong Thanh — KOMnaHHeii Qingdao Global Shipping Co. Ltd, b HacToamee BpeMa 


S/2019/171, ripHao'/KCHHC 19, n no MaTepnanaM HH,aoHC3MHCKoro cyaa. 

T-h Cctbhmoko noaaa ancaaaiiHK) b cya ana noayacHna pa3pemeHna Ha npoaaacy yraa Ha tom 
ocHOBaHHH, hto iicua Ha yronb cHMacaerca (cTp. 3 nocTaHOBneHHa N° 682/Pid.B/2018/PN Bpp). 
KoHTpaKTHaa ctohmoctb yraa cocTaBaaaa 2 990 000 aona. CI1IA. 

IlyHKT 13 pc30JiK>HHH 2270 (2016) h nyHKT 17 pc30JiK)nnn 2321 (2016). Cm. Tai</KC S/2019/171, 
n. 36. 














n3BecTH0H no# Ha3BaHHeM Qingdao Global Shipping Group Ltd 15 , — h cygHOM Wise 
Honest. B 2018 ro^y 6bra npouaBe^eH njiaTetrc b noab3y Qingdao Global co onexa, 
Hcnoab3yeMoro j\jis rJ)HHaHcnpoBaHna onepanuri Wise Honest. KoMnaHHH Qingdao 
Global coodipHna Ipynne, hto 3tot rrjiaTe>rc 6bia npon3Be^eH b KauecTBe KOMneHca- 
Uhh 3a He/rocTaBKy yarn c cyzpia White Honest [sic] Ha npHHa/rae>Kamee eii cygHo 
Ken Orchid (HMO N» 9598153). ,H,OKyMeHTbi, npe^ocTaBaeHHbre KOMnaHHeii 
Qingdao Global, noKatbrnaroT, hto cy^Ho Ken Orchid 6brao 3at])paxT0BaH0 flna ne- 
peompaBKH yma, HaxoflHBmeroca Ha 6opTy Wise Honest, b noxaHr, PecnydaHKa Ko- 
pea (cm. npHaoaceHHe 10). H3aoaceHHbie b floxyMeHTe no/tpodHocTH eooTBeTCTByioT 
co^epacaHHio /roroBopa, b kotopom Enermax yKa3bmaeTca b KanecTBe rpy3onojiyHa- 
Teaa 16 . 

PeKOMeHflaijHH 

29. Tpynna peKOMeHayeT KoMHTeTy 1718: bhccth b caiiKmiomii.iii nepeHeHb 
KanaTana cy^Ha Wise Honest KnMa HxyH CoHa, ero BJiaaejibija, KopencKyio cy- 
aoxoflHyio KOMnaHMio «CoHrn» (HMO JV® 5607043), a Taxace KopeiicKyio reHe- 
pajibnyio ToproByio Kopnopanmo «CoHrn» 3 a nx ynacTne b HapyuieHHH caHK- 

UHH. 

SanpeureHHaH pbioo.iomiati /jeHTejibHOCTb 

30. /(Ba rocy^apcTBa-HJieHa npeflCTaBHHH rpynne HHtjjopMauHio, CBH/teTejTbCTByto- 
myio o flanbHenmeH nepe^ane npaB Ha pbidHtiii npoMbicen, BKmoHaa H iodpaaceHue 
pbidonoBHoro cyflHa TpeTbeir cTpaHbi c HOMepoM pbidonpoMbicnoBOH nHueH3HH, bli- 
/TaHHori KopeficKOH Hapo^Ho-^eMOKpaTHHecKOH PecnydiiHKOH (cm. H3o6paace- 
HHe XIII). 

H3o6paaceHHe XIII 

PbidojiOBHoe cyflHO c Ha 3 BaHneM “EsiSi}® 12122” n c HOMepoM 
pbidonpoMbicjiOBoii jiHireH 3 HH kOpeiicKoii Hapo«HO-/I,eMOKpaTHHecKOH 
PecnydjiHKH 



McmoHHUK: rocyaapcTBO-HJieH. 


KoMnaHHH Qingdao Global coo6mHJia Fpynric, hto eii 6mjio mbbcctho, hto rpy3, nepeB03HMbiii 
Ha 6opTy cyflHa Dong Thanh, 6 bin c cyflHa Wise Honest, onHasco Mor 3aKOHHO 3KcnopTHpoBaTbca 
no pemeHHK) cy/ra h «movkct CHHTaTbca rpy30M nnx 3Kcnopra H3 HH/roHC3nn, a He rpy30M 
poecHHCKoro npoHCxoiK/iCHna, h Ha tot mohcht BpeMeHH mm He pacnojiarann HHKaKoii 
HHijjopMaiiHeH, hto Taxon rpy3 no/ma/racT non nono3pcHnc icai< caHiaiHOHHbin non 
HabaroncHHCM OOH» (sic). 

3th noxyMeHTM CBn/iCTCJibCTByroT o tom, hto o6beMbi h ctohmocth ynra, kotopmh 
nnaHHpoBajiocb nepeoTnpaBHTb c cy/ma Wise Honest Ha cynHO Ken Orchid, eooTBeTCTByioT 
ycnoBHaM /roroBopa MCVK/ry KOMnaHHaMH Enermax h Hong Kong Nova International Trade 
Company (S/2019/171, nproo/KCHHC 17). 






31. 0,o;ho H3 rocyaapcxB-naeHOB cooOmnao Taicace, hto oho oGHapyxcnao ptiSonoB- 
Htie cyaa H3 TpeTteii CTpaHbi, HanpaBJiaBiimecH b npoMbicaoBbie 30hbi KopeWcKoW 
HapoaHo-^eMOKpaTHHecKOH Pecny6aHKH 6e3 HOMepoB pbi6onpoMbicaoBOH aniieH- 
3hh. B xoae o6meHH5r c sthmh cyaaMH aioinaacH otbcthhh, hto ohh yace HarrpaBHJin 
b Kopencicyio HapoaHo-^eMOKpaTHnecKyro Pecny6aHKy 3aaBKH Ha noayneHHe cbh- 
aeTeubCTB o npaBe Ha pbi6hbih npoMbicea h noaynaT paipemeHna no npuSbrTHH b 
pbiSonpoMbicaoBbie 30Hbi cTpaHbi. SicHnaacH Taicace 3aaBHJiH, hto 3th pa3pemeHHa 
6yayr nepeaaHbi hm b Mope KOMaHaHbiM cyaHOM H3 TpeTben CTpaHbi, KOTopoe 3a6aa- 
roBpeMeHHo 3a6paao HOMepHbie 3hhkh sthx pbi6onpoMbicaoBbix amieH3HH b nopTy 
BoHcaHa. Ohh Taicace 3aaBHHH, hto HHoraa naTpyabHbie xaTepa KopeilcKOH HapoaHO- 
^eMOKpaTHnecKOH Pecny6jiHKH aocTaBaaiOT pa3pemeHHa Ha pbi6oaoBCTBo Heno- 
cpeacTBeHHo Ha cyaa, bo3mo>kho ana H36e>KaHHa MeacayHapoaHoro KOHTpoaa. Ha 3a- 
npoc rpynnbi KHTaft oTBeraa: «BaacTH KnTaa sanpeTHan oiceaHHqecKHe pbi6onpo- 
MbicaoBbie onepanHH b mopckhx panoHax KH,Z(P» h 12122 He aBaaeTca pbi- 

6oaOBHbIM cyaHOM, 3HKOHHO 3apeTHCTpHpOBaHHbIM B KHTae. HaeHTHtJjHUHpOBaTb 
rocyaapcTBo (Jjaara h cyaHo hcbobmoxcho ToabKo Ha ocHOBaHHH HaiBaHna cyaHa, 
HanncaHHoro KpacxoH Ha 6opTy» (cm. npHaoaceHHe 6.2). 


3M6apro h BHeceHHbie b cnHKmioiiui>iii nepeneHb 
4>H3HHeCKHe H JOpHflHHeCKHe JIHpa 

32. Xoth Tpynna oTMenaeT, hto hhcho caynaeB bochhoto coTpyaHnnecTBa, xax 
npeacTaBaaeTca, coKpamaeTca, nocKOJibicy Bee 6oabiiie rocyaapcTB-nneHOB Bbirroa- 
hhiot peaoarouHH, oHa Taicace OTMenaeT npoaoaxcaromyroca He3aKOHHyio aeaTeab- 
HocTb rpaxcaaH KopencKoii HapoaHo-^eMOKpaTHHecKon Pecny6aHKH h oTaeabHbix 
jihii H3 TpeTbHx cTpaH b HapyuieHHe sthx pe3oarouHH. 

33. Tpynna eme He noayHHaa otbctm Ha cboh npocb6bi o npeaocTaBaeHHH HHifiop- 
MauHH o BoeHHOM coTpyaHHHecTBe ot TaKHx CTpaH, Kax ^eMOKpaTHHecKaa Pecny6- 
anica Kohto, HeMeH, JIhbhh, MbaHMa, 06beaHHeHHaa Pecny6aHica TaitsaHHa, YraHaa 
h SpHTpea. 

HcjiaMCKan Pecny6jiHKa MpaH 

34. Hto xacaeTca npoBoanMoro oaHHM H3 rocyaapcTB-HjieHOB paccaeaoBaHHa cay- 
naeB BoeHHoro coTpyaHnnecTBa c KopeftcKOH HapoaHO-^eMOKpaTHHecKoil Pecny6- 
aHKoil (S/2019/171, n. 72), to 3to rocyaapcTBo-HaeH cooSmuao rpynne, hto ase 
BHeceHHbie b caHKUHOHHbrii nepeneHb KOMnaHHH — KOMID h Saeng Pil — hmciot 
aeiicTByiouiHe oTaeaeHHa b HcaaMCKoft Pecny6aHKe HpaH h no MeHbineft Mepe Tpn 
npeacTaBHTeaa KOMID ocTaioTca b HcaaMCKon Pecny6aHKe HpaHe noa annaoMa- 
THHecKHM npHKpbiTneM . 30 Hioaa 2019 roaa HcaaMCxaa Pecny6aHKa HpaH oTBeTna 
rpynne, onpoBeprHyB aaHHyio HHifiopMannro rocyaapcTBa-HaeHa (cm. npHaoace- 
Hne 11). 



HaMiiomi 


35. 0,ziho H3 rocyflapcTB-HneHOB coo6mHjio Tpynne o bo3mo>khom BH3HTe Khm 
T oHr Hxoaa 17 , GtiBuiero npe/icTaBHTena «KOMnaHHH M.O.P. Architectural & 
Technical Service (NAMIBIA)» 18 , c uejibro npo/iaacH aKTHBOB stoh KOMnaHHH b 
HaMH6uH. HaMH6ua oTBerana Tpynne, hto nocne CBoero OTuea^a b ceHTa6pe 
2017 rofla Khm ^Baac^M B03BpamajTca b HaMnOnro no TypHcranecKHM BH3aM b hobom 
cnyaceOHOM nacnopTe h Bbiexaa H3 cTpam.i b Mae 2019 ro/ta (cm. npHnoaceHne 12). 

PeKOMeH/jaiiHH 

36. rocyaapcTBaM-HJieHaM cjieayeT ycHJiHTb KOHTpojib 3a noBTopHbiM Bbe3flOM 
Ha hx TeppHTopHH) jihij, KOTopbie paSoTajin Ha yKa3aHHbie opraHH3aunn, hc- 
nojib3yH npouiJibie 3anucH h SnoMeTpHnecKHe laiim.ie. 

PyaH/ia 

37. O^ho rocy^apcTBo-nneH yKa3ano, hto rpaac/iaHe KopehcKon Hapo^Ho-^,eMo- 
KpaTHnecKOH Pecny6nHKH npoxo^aT cneHnaabHyio no^roTOBKy b bochhom aarepe b 
Ta6npo b PyaH/ie. Tpynna 3anpocnna HircJjopMaHHro y PyaH/tbi. 

CnpHHCKaH VpaocKaa Pecny6jiHKa 

38. Bto xacaeTca npoBo^HMbix Tpynnoft paccaeflOBaHHH ^eaTeabHocTH rpaxyjaH 
KopencKOH Hapo^Ho-^eMOKpaTnuecKOH PecnyOanKH b Chphhckoh Apa6cKoii Pec- 
ny6anice, a Taicace nontiTOK chphhckhx ToproBneB opyacneM npo^aTb BoeHHyio Tex- 
HHKy ceBepoKopeiicKoro nponcxoac^eHna Ha EanacHeM BocToxe h b AcJj- 
pHKe(S/2019/171, nn. 86-92), to Tpynna npo^oaxcaeT noaynaTb ot rocy^apcTB-aae- 
hob HH(J)opMaitnio o tom, hto Taxaa zieaTeabHocTb npoflonacaeTca. B aHBape 
2019 rofla Tpynna noaynnaa ot Chphhckoh Apa6cKoii PecnySamcn ToabKO otbct o 6- 
mero xapaxrepa, ho He noaynnaa HHKaKon cymecTBeHHon HHcfiopMaunn. 

YraH,na 

39. Tocy^apcTBa-aaeHbi coo6iunan o npncyTCTBHn KOMnaHnn KOMID b CTpaHe, a 
TaKace o tom, hto b HacToamee BpeMa TaM npoBOflHTca cneunaananpoBaHHaa noflro- 
TOBKa n b CTpaHe no-npeacHeMy Haxo^aTca pa6onne H3 KopencKon Hapo^Ho-^eMO- 
KpaTnnecKOH Pecny6anKH (S/2019/171, nn. 93 n 94). Tpynna oacn^aeT ot YraH^bi 
OTBeTOB Ha MHoronncaeHHbie 3anpocbi. 

H3bHTHe KapTHH CIY7IHH «MaHcyjo» 

40. B aHBape 2019 ro^a MHHHCTepcTBo o6beflHHeHHa PecnyOanKH Kopea aaaBHao, 
hto ero TaMoaceHHaa cayacSa b aaponopTy Hhhxoh KOHt|)HCKOBaaa KapTHHbi xyaoace- 
CTBeHHOH cTyann «MaHcyzt3», npwoSpeTeHHbie HexoTopbiMH naeHaMH BceMHpHoii 
cfje.nepanHH KopeiicKon accounauHH ToproBan bo BpeMa ee pa6onero BH3HTa b Ilxe- 
HbaH b Hoa6pe 2018 ro/ta. B otbct Ha 3anpocbi Tpynnbi PecnySanKa Kopea oTBeTnaa, 
hto OHa KOHcJjncKOBaaa 10 H3 19 KapTHH, a ocTaabHbie .neBHTb KapTHH 6bian nepe- 
flaHbl B TpeTbH CTpaHbl. 


/tara poac/ieHnsi: 7 aBrycTa 1968 ro;;a. 

Ha\iH6nMCKaa aoaepHaa KOMnaraa Fpynribi KOMnaHHH «3apy6c>KHbic npocicrbi “MaHcy;o”> 
(S/2018/171, n. 108; S/2019/171, n. 79). 




S/2019/691 


Oraeji BoeHHO-npoMbiuiJieHHoro KOMnjieKca h cnennajincTbi no 
HH(J)OpMaiIHOHHMM TeXHOJIOrHHM 

41. O^ho rocy^apcTBo-nneH npoHH(J)opMHpoBaiio Ipynny o tom, hto Or/jeii bo- 
eHHo-npoMBiinjieHHoro xoMnnexca Kopencxon HapoflHO-^eMOxpaTHHecxon Pecny6- 
jihkh — opraH, ocyinecTBjTafomHH Ha/riop 3a pa3pa6oTxon nporpaMM crpaHbi b 06- 
nacTH a^epHtix n 6annHCTHnecKHx paxeT (KPe.028), — Hcnoni.3yeT noflHHHeHHtie 
eMy ToproBtie xopnopaunn (cm. npHJioaceHne 13) ,zpia pa3MemeHna 3a py6eacoM cne- 
UHaJiHCTOB no HHc[)opManHOHHbrM TexHonornaM, Taxnx xax nporpaMMHCTbi n pa3pa- 
6 othhxh nporpaMMHoro o6ecneneHna, b uenax 3apa6aTbiBaHna HHocTpaHHon Ba- 
nioTbi. 

42. IIo flaHHbiM 3toto rocynapcTBa-HJieHa, cothh cnepnanncTOB no mnjjopMauHOH- 
hmm TexHonornaM pa6oTaioT 3a py6eacoM — b EBpone, A3hh, AijipHxe n Ha EnnacHeM 
BocToxe, — 3apa6aTbiBaa b cpe^HeM ot 3000 ^o 5000 flonnapoB CILIA b Mecan n 
BbinnannBaa 3HannTenbHyio nacTb cbohx floxonoB opraHH3apnaM Kopencxon 
Hapo.THO-^eMOKpaTnnecKon Pecny6nnxn, xoHTponnpyiomHM 3thx cnepnanncTOB. 
/Jna coKpMTna cBoen HannoHaJibHocTH n nnnHbix namibix ohh ncnonb3yioT cnenyio- 
myro onepaTHBHyio Monenb: b xanecTBe HOMHHanbHoro rnaBbi KOMnaHnn BbicTynaeT 
MecTHbin rpaacnamiH, ho (jiaxTHHecxn KOMnaHnen ynpaBJiaioT pa3pa6oTHnxn H3 Ko- 
peiicKOH HapoflHo-^eMOKpaTHnecKon Pecny6nnxn, KOTopbie b cboio onepe^b nnaTaT 
Taxon KOMnaHnn 3a npnxpbiTne. 3th cneunanncTbi Taxace ncnonb3yioT HHocTpaHHbie 
Be6-caHTbi flna nonyneHna BHeniTaTHon pa6oxbi, cxpbiBaa npn 3tom cboio nnnHOCTb. 
Hapany c He3noyMbimneHHOH paOoTon b ctjiepe nmJiopMaiiHOHHbix TexHonornii, cne- 
unanncTM Kopencxon HapoflHo-^eMoxpaTnnecxon Pecny6nnxn no HHifiopMannoH- 
hmm TexHonornaM ocymecTBnaioT He3axoHHyio neaTenbHocTb, cBa3aHHyio c xnme- 
HneM axTHBOB, Taxnx xax xpnnTOBaniOTa, b no/wepncxy xnOepnpecTynHnxoB Kopen- 
cxon Hapo.THo-^eMoxpaTnnecKon Pecny6nnxn b o6xofl (JiHHaHcoBbix caHxunn (cm. 
nn. 57-68). 

3axynKH fljin n.icpiioii nporpaMMbi: aaTHHKH uib.kmihh 

43. Ipynna o6Hapyacnna, hto flaTnnxn /laBneHna, BHenmnn bh/i h HOMepa MOflenen 
xoTopbix oneHb noxoacn Ha BHeurann Bn# h HOMepa npe/iMeTOB, b othohichkh xoto- 
pbix npoBOflHiracb paccJTe^oBaHna n o xoTopbix coo6manocb b nocne/iHeM floxna^e 
Tpynnbi (S/2019/171, n. 65), pexnaMnpoBanncb npyrnMH po3HHHHbiMH ToproBHaMH. 
Kor.ua npo^yxiina He axcnoprapyeTca HanpaMyio, Mepbi xoHTpona 3a xoHenHbiMn 
nonb30BaTenaMH co ctopohm npoH3BOflHTena MoryT He npnMeHaTbca. Ipynna npo- 
^onacaer paccjre^oBaHne b oTHomeHnn B03MoacHbix uenonex 3axynox. 

IIpeflMeTbl pOCKOUIH 

44. Kopeflcxaa HaponHo-^eMoxpaTnnecxaa Pecny6jinxa npo^onacaeT HMnopTnpo- 
BaTb npe^MeTbi pocxomn b HapymeHne caHxpnn. 

45. CHanajia b nxeHbaHe, a 3aTeM b XaHoe bo BpeMa caMMHTa Coe/iHHeHHbix IIlTa- 
tob n Kopencxon HapoflHo-^eMOxpaTnnecxon Pecny6nnxn b (jieBpajre 2019 ro^a 
6bm 3aMeneH nnMy3HH Mercedes Maybach S-class. KoMnaHHa «,d,aHMJiep Ar» non- 
TBepflniia Ipynne, hto Ha CHHMxax bh^hh aBTOMo6nnn, nponaBeneHHbie xoMnaHnen, 
c H3MeHeHHaMH, BHeceHHbiMH npyron cTopoHon. KoMnaHna «^,aHMjTep» He MoaceT 
onpe^ejiHTb .nary nponsBo^cTBa nun nponaacn sthx aBTOMo6nnen 6e3 nonojiHHTejib- 
hoh HHcJjopMaHnn h 3aaBJiaeT, hto OHa co6jTKi^aeT Bee cooTBeTCTByiomne TiencTByio- 
mne 3M6apro n He Be/ieT ^en c Kopencxon HapoflHo-^eMOxpaTnnecxon Pecny6nn- 
xon. 
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46. Bto KacaeTca aBTOModHneii Mercedes-Maybach S-class, Mercedes Benz 
S-600 h no KpanHen Mepe oaHoro aBTOModnna Toyota Land Cruiser, nepeaaHHBix bo 
BbeniaM ana caMMHTa CoeanHeHHbix IIlTaTOB n KopeftcxoH HaponHo-,ZJeMoxpaTH- 
HecKoii PecnydnHKH b XaHoe, to BbeTHaM otbcthh, hto ero npocbda o tom, HTodbi 
nenerauHH KopencKon HapoaHO-,ZJeMoxpaTHqecxoH PecnydHHXH dtino pa3pemeHo 
BnexaTb Ha TeppnTopnio BteraaMa ana ynacraa b caMMHTe, dtina oaodpeHa Komh- 
TeTOM 1718. BbeTHaM yxa3an, hto oh hcckohbko pa3 3anpaiHHBan HHtJjopMauHio o 
KOJiHnecTBe h rane TpaHcnopTHbix cpeacTB, bbo3hmbix bo BbeTHaM, ho KopeiicKaa 
Hapo/iHo-^eMOKpaTHHecKaa PecnydnHxa Tax h He npeaocTaBHJia 3Ty HHtJjopMauHio, 
ccbijiaacb Ha coodpaaceHHH 6e3onacHocTH. B HeaaBHeM aoxnaae no HToraM paccne- 
^OBaHHa 19 noAnepKHBaeTca, hto aea dpoHHpoBaHHtix aBTOModnjra Mercedes- 
Maybach S600 dbuiH npoH3Be^eHbi b TepMaHHH h 6bihh oTnpaBneHM nepe3 He- 
ckojilko CTpaH nepea hx bo3mo>xhoh TpaiicnopTHpoBKoii b Kopeiicxyio HapoaHo-,ZJe- 
MOKpaTHnecKyio PecnydnHxy b oxTadpe 2018 roaa. 

47. O^ho rocynapcTBo-HjieH npoHHcJiopMHpoBaJio Tpynny 06 h3B5ithh asyx napTHH 
Boaxn, KjiaccHc|)HHHpoBaHHOH b 3tom rocyaapcTBe-HaeHe xax npe^MeT pocKonm, xo- 
Toptie npe^Ha3HaHajiHCb b xohchhom cneTe /uni KopeiicxoH HapoaHO-,ZJeMoxpaTHqe- 
ckoh PecnydiiHKH. ripeaBapHTenbHbie BtiBoati Tpynnbr cm. b npHnoaceHHH 14. 

48. Tpynna nonyHHna HHc|)opMauHK) o tom, hto yHHBepMar Taesong b TlxeHbHHe, 
KOToptift 61.111 BHOBb oTKpbiT b anpeiie 2019 roaa nociie peMOHTa h 3aHHMaeTca npo- 
aaaceft npe^MeTOB pockouih, aBHaeTca nacTbio KOMnaHHH Taesong Group, b cocTaB 
KOTopon bxo^bt TaKHe BKJnoneHHbie b caHKHHOHHbin nepeueHb lopnaHHecxHe irnua, 
xax Korea Taesong Trading Company (KPe.041) h Korea Daesong Bank (KPe.035), 
h xoTopaa Haxo^HTca noa ynpaBHeHHeM xoMnaHHH Office 39 (KPe.030) h paHee dbina 
npHuacTHa x aeaTeabHocTH KopeiicxoH Hapo^Ho-^eMoxpaTHMecxoii PecnydHHXH b 
odnacTH 3axynox ana nporpaMM pacnpocTpaHeHHa dajuiHCTHnecxHx paxex 


IV. OnHaHcoBbie Mepbi 

49. npoBe^eHHbre TpynnoH paccaeaoBaHHH noxa3tiBaioT, hto Kopeftcxaa HapoaHo - 
^eMoxpaTHHecxaa PecnydnHxa HMeeT hoctohhhbih aocTyn x MoxayHapoaHoii (Jjh- 
HaHcoBoii CHCTeMe, hto ee ccth npoaon>tcaioT yxnoHHTBca ot (JjHHaHcoBtix caHxuHH 
C nOMOHIbK) MeTOflOB, XOTOptie 3aTpy^HJTK)T BbIBBJieHHe He3aXOHHOH /leSTTejlbHOCTH, 
h hto rocyAapcTBa-HJieHBi no-npe>xHeMy He npHHHMaioT Mepti, npeaycMOTpeHHbie 
BBimeyxa3aHHi.iMH pe30JirouHJTMH, BxmoHaa Bbicbinxy npeacTaBHTeneH daHxoB Ko- 
peiicxoH Hapo^Ho-^eMoxpaTHHecxoH PecnydHHXH, aencTByiomHx 3 a pydeacoM. Bee 
donee MaciiiTadHbie h mompenubie xndepaTaxn Kopeftcxoft HapoaHo-,ZJeMoxpaTHqe- 
cxoh PecnydHHXH, uentio xoraptix XBnaeTca xnmeHHe cpeacTB y (|)HHaHCOBbix yqpe- 
>xneHHH h dHp>x xpHnTOBajiioT, Taxace no3BonaioT stoh CTpaHe HideraTb (JjHHaHcoBtix 
caHxuHH h nonyuaTb aoxoa nepe3 xaHanti, xoTopbre TpyaHee oTcneaHTb h xoToptie b 
MeHbmeii cTeneHH noaaaioTCH xoHTponio h perynnpoBaHHio co CTopoHbi rocyaap- 
CTBa. Ohho H3 rocyaapcTB-qneHOB coodmHno Tpynne o tom, hto a on a hoxohob, no- 
aynaeMbix b pe3ynbTaTe aTax xHdepnpecTynHHxoB H3 Kopeftcxoft HapoaHO-^eMoxpa- 
THHecxoii PecnydHHXH, Bbipocna no othouichhio x aone aoxoaoB, noHynaeMtix ot 
apyrnx bhhob aeaTeabHocTH. 


19 Cm. C4ADS, Lux & Loaded: Exposing North Korea’s Strategic Procurement Networks (July 
2019). 


24/143 


19-13211 











IIpeflCTaBHTejiH ohiikob k'opeiicKoii HapoflHO-,HeMOKpaTHHecKOH Pecny 6 jiHKH 3a 
py 6 e>K 0 M 

50. Tpynna npo^ojiacmia paccjre^oBaHHe b othouichhh 6onee 30 npeflCTaBHTeneH 
(JjHHaHcoBtix ynpeameHHH KopeftcKOH HapoflHo-,ZJeMOKpaTHHecKOH PecnyOnHKH, 
^eHCTByroiUHx 3 a pydeacoM, b tom HHCJie npe^cTaBHTeneH KoMMepnecKoro 6aHKa 
Tanchon, 6aHKa Korea Kumgang, BaHKa BHenmeH ToproBjin, Kpe^HTHoro 6aHKa 
Cheil, 6amca Daesong, Meac/iyHapoaHoro 6aHKa Ilsim, 6amca East Land, Kpe^HTHoro 
6aHKa Daedong, BaHKa pasBHTna Unification h KoMMepnecKoro 6aHKa Ryugyong. 
Tpynna o6HapyacHna, hto 3th 6aHKH ^eitcTByioT nepe3 cbohx npeflCTaBHTeneii b Hh- 
^OHe3HH (cm. n. 52), Knrae, JIhbhh, Odbe/iHHeHHbix ApadcKHx 3MHpaTax, Pocchh- 
ckoh Oe^epaunn h Chphhckoh ApadcKoft PecnydnHKe h (cm. npHjioaceHna 15 h 16, 
b kotopbix co^epacaTca otbctbi, noJiyneHHbre ot cooTBeTCTByrouiHx rocynapcTB-HJie- 
hob). Tpynna OTMenaeT, hto cornacHo nyHKTy 33 peaojnouHH 2321 (2016) Bee Bbirne- 
ynoMfTHyTbre rocyaapcTBa-HJieHbi flonacHbi bbi^bophtb co CBoeft TeppHTopHH Bcex 
JTHH, .UeHCTByTOLLIHX OT HMCHH (})HHaHCOBbIX yHpOK^eHHH KopeHCKOH HapOflHO-,ZJe- 
MOKpaTHnecKOH Pecny6nHKH. 

51. 3apy6eacHbie npe^cTaBHTejiH SaHKOB KopeficKOH HapoAHo-^eMOKpaTHHecKoM 
Pecny6nHKH npoflonacaiOT nrpaTb aKTHBHyio ponb b 6 poKepcKHX cerax flua opraHH- 
3apHH nepeBanKH rpy30B c cy^Ha Ha cy^Ho h coBepmeHHa flpyrnx cBfnaHHbix c sthm 
HapymeHHH c Hcnonb30BaHHeM nocpe^HHKOB H3 TpeTbnx cTpaH h flpyrnx mcto^ob 
yioioHeHHH ot (JjHHaHcoBbix caHKHHH. PaHee Tpynna yace npoBo^Hna paccneflOBaHHe 

B OTHOHieHHH OflHOTO H3 3THX npeflCTaBHTejieH B CBH3H C HC3aKO HHOH (J)HHaHCOBOH 
ToproBneft opyacneM h cBH3aHHbiMH c hhm MaTepHanbHbiMH cpe^cTBaMH 20 . 

dnmaiicoBbie h KOHTpaKTHbie aoroBopeHHOCTH o nepeaane yrjia h 
HeiJ)TenpoflyKTOB 

52. Tpynna paccne^0Bana MeTOflbi yicjiOHeHHa ot caHKHHH, Hcnonb3yeMbie b koh- 
TpaKTHbix h (JjHHaHCOBbix floroBopeHHOCTax h cnejTKax, BKJiioHaa cHynaii c nepeBan- 
koh yrna, nepeB03HMoro Ha 6opry cyzjHa Wise Honest. Pacxoflbi no nepeBanKe 6buiH 
oniiaHeHbi 3apy6eacHbiM npeflCTaBHTeneM ceBepoKopeiicKoro 6aHKa Jinmyong Joint 
Bank, KOTopbiH opraHH30Ban nepeHHcneHHe 760 000 aojiji. CIIIA nepe3 KOMnaHHio 
Huitong Minerals, KOTopbie 6binH nepeBe^eHbr nepe3 cneTa b o^hom H3 (jiHHancoBbrx 
yHpeac^eHHH CoeflHHeHHbix IIlTaTOB (cm. npHJioaceHHe 17). AHanorHHHbie MeTO/ibi 
yKJiOHeHHa 6buiH 3aMeHeHbi b cJ)HHaHC0Bbrx ^oroBopeHHocTax, cBa3aHHbix c npofla- 
aceft nepeBe3eHHoro Ha 6opTy Toro ace cyzma yrna ctohmoctbio 2 990 000 flonn. 
CIIIA, KOTopaa 6biJia npe/iMeTOM noroBopa Meac^y KOMnaHHeft Enermax H3 Pecny6- 
jihkh Kopea (b KanecTBe kohchhoto noayHaTena) h KOMnaHHeft Hong Kong Nova 
International Trade Company (b KanecTBe npoflaBpa). XoTa KOMnaHHa Enermax 3a- 
aBHJia rpynne, hto OHa floroBopHjiacb o npHo6peTeHHH «yma HHflOHe3HHCKoro npo- 
HcxoacfleHHa» y «MecTHoro HH£OHe3HHCKoro 6poKepa», OHa He cMorna no^TBep^HTb 
3th yTBepac^eHHa, 3aaBHB, hto Bca cooTBeTCTByiomaa aneKTpoHHaa nepenncKa 6biJia 
«yflaneHa» 21 . KoMnaHHa Enermax TaKace He o6HapyacHna Hnnero nofl03pHTenbHoro b 

TOM, HTO «MeCTHbIH HHflOHe3HHCKHH 6pOKep» 0(J)OpMHH BCe KOHTpaKTbl H ^OKyMeHTbl 
h Bbr^ejTHJi (JjHHaHcoBbie epeflCTBa Ha noKynxy yrna nepe3 KOMnaHHio, 6a3Hpyiomy- 
loca b ToHKOHre h cneuHanH3Hpyiomyioca b coBepuieHHO npyroir oGnacra (npo^aaca 
o6opy^oBaHHa /pia npoH3BoacTBa cnrapeT). KoMnaHHa Enermax He nonbiTaaacb 


HanpnMep, Ko Hjib XBaH H3 6aHKa Korea Daesong. S/2019/171, n. 21 h ripnno/KCHHC 32; 
S/2017/150, nn. 225, 227 h 230. 

PcHcpajibHhiH aopcKTop KOMnaHHH Enermax He otbctiiji Ha Bonpocbi Epyrmbi o tom, icai< oh 
y3HajT 06 OToil c,tcjtkc h BCTynHJi b kohtbkt c mccthbim hh;;ohc3hhckhm 6poi<cpoM (oh He 6bui b 
HHflOHe3HH MHoro JieT). Enermax HBJiseTca KpaliHC MaaoaaMCTHOH KOMriaHHcli ana c/icjikh 
Taxoro Macnrraoa. y Hee HeT CBoero BeO-caiiTa, h c 2014 roaa OHa He ny6jiHKyeT cboh ro/iOBbic 
nOKasarcjiH npoaaac. 




npoHBHTt ^on>KHyK) ocMOTpHTejibHocTb nepe/t noflnHcaHHeM KOHTpaKTa, odHtbiBaro- 
mero ee nepeHHCJiHTi, 3 mjih aojui. CIIIA (6ecnpeue^eHTHaa jinn KOMnaHHH c^enKa) 
Ha tohkohtckhh 6aHKOBCKHH cneT KOMnaHHH Nova International Trade Company, h 
H e CMoriia HatBaTb npe.ncTaBHTe.nH, KOTopbrii noAnHcan KOHTpaKT ot hmchh KOMna¬ 
HHH. 

53. Bcero jihiub ceMb MecapeB cnycTH KOMnaHHH Enermax 6biJia BHOBb yKa3aHa b 
KanecTBe rpy3ononynaTenH b KOHOcaMeHTe Ha nocTaBKy 1 Hondpa 2018 ro/ta 
2588 tohh yrjiH H3 HaxoflKH b nopT IlxoxaHa Ha dopTy cyzma DN5505, KOTopoe co- 
Bepmano odparabiH peiic nocne nepeB03KH flByx dpoHHpoBaHHbrx aBTOModniieH 
«Mepce^ec-EeHH», KOTopbre, no coodmeHHHM, 0Ka3anHCb b KopeMcKon Hapo/mo- 
^eMOKpaTHnecKOH PecnydnHKe b HapymeHHe caHKUHH 22 . rpy300TnpaBHTeneM dpo- 
HnpoBaHHbix aBTOModnneH h yrjiH, npHodpeTeHHoro Enermax, dbina o/tHa h Ta ace 
KOMnaHHH — Do Young Shipping, no^CTaBHaa KOMnaHHH MapmaJTJioBbrx OcTpo- 
bob, — KOTopaa TaKace hbhhctch BnanenbiteM h ynpaBJTarouiHM cyztHa DN5505. Nto 
KaeaeTCH npoHCxoaytemiH yma, to nopTOBbre cayacdbr PecnydnHKH Kopea aanepacann 
cyflHo DN5505 b nopTy IlxoxaHa 3a bbo3 ceBepoKopencKoro yrna H3 Haxo^KH b (jteB- 
pane, ynoMHHyB Taxace o BB03e yrjiH Ha dopTy DN5505 b Hoadpe 2018 ro,zta (cm. npn- 
HOHceHHH 18 h 19). AHajiorHHHO TOMy, Kax oHa odtHCHHeT npHodpeTeHHe «yrna hh- 
7tOHe3HHCKoro npoHCxoHCfleHHH», KOMnaHHH Enermax b o^hom h3 HHTepBbto jut a 
npeccbr 3aaBHJia, hto OHa noBepnna cnoBaM ^pyroro MecTHoro dpoxepa o tom, hto 
CTpaHOH npoHCxo>K,zteHHH 3toto yrjiH dbina PoecHHCKan Oe^epauHa 23 . Tpynna He no- 
jiynHjia ot KOMnaHHH Enermax otbctob Ha cboh nociieflHHe 3anpocbr no noBo^y ee 
ynacTHH b nenax, cBHsaHHbrx c bbo30m ceBepoKopeiicKoro yma b PecnydnHKy Kopea. 

•tMmancoBbie onepaunH BHeceHHbix b caiiKiiuoinibiii nepeneHb opraHOB h 
AHnjiOMaTOB kOpeiiekoii HapoaHO-^eMOKpaTHnecKoii Pecny6jiHKH 24 

54. Hto KacaeTca TeKymeii (JjHHaHCOBoir jteHTejibHocTH h aKTHBOB areHTOB TeHe- 
pairbHoro pa3BeflbiBaTenbHoro diopo, BKJirouaa Khmb Co TBaHa (Kim Sou Gwang, 
TaKace H3BecTHbiH KaK Kim Sou-gwang, Son-kwang KIM, KIM Son-gwang, KIM Su- 
kwang), r-acy Khm Cy TeH (Kim Su Gyong, Taxace H3BecTHaH KaK Kim Su Kyong), 
KnMa Eh HaMa (Kim Yong Nam) h hhchob hx ceMeii, to Tpynna npoBena paccne.no- 
BaHHe b oTHomeHHH BbinnaT apeH^Hoft njiaTbi 3a npHHanneacaiUHe KnMy Co TBaHy 
KBapTHpbi b Ilapnace h Phmc. Xoth noxon ot apeuabr ero KBaprapbi b Ilapnace dbia 
saMopoaceH, areHTCTBy no HenenacHMocTH dbrno pa3pemeHo nepeHHCJiaTb cyMMbr H3 
3thx nocTyniieHHH Ha ynnaTy HanoroB (ho He caMOMy KnMy Co TBaHy). lIjiaTeacH 
dbuiH nepeBe/ieHbi rpaacnaHHHy OpaHunn, npoacwBaromeMy b KuTae h padoTaromeMy 
c KHTaftcKOH KOMnaHHeii. nocnenyromaH HHcftopManHH noKa3ana, hto stot rpaac.ua- 
HHH OpaHUHH HMeeT CBH3H C KhMOM H HTO BbmjiaTbl, BepOHTHO, nponOJiaCaiOT flOXO- 
^htb no nocneflHero. OpamtHH paccnenyeT sto neno b uenax odecneHeHHH 3(J)(J)eK- 
thbhoto ocymecTBjreHHH Mep no 3aMopaacHBaHHK> aKTHBOB. 3to neno nonnepKHBaeT 
BaaCHOCTb 3BMOpa>KHBaHHH TOCyflapCTBaMH-HJieHaMH aKTHBOB Bcex (J)H3HHeCKHX H 
lopH^HHecKHx jihu, padoTatoiunx ot HMeHH BKJironeHHbix b caHKUHOHHbiii nepeneHb 
(J)H3HHeCKHX H lOpH^HHeCKHX JTHU. 


C4ADS, Lux & Loaded: Exposing North Korea's Strategic Procurement Networks (16 July 
2019, pp.41-42). 

Cm. Edward Wong and Christoph Koetti, “How North Korea’s leader gets his luxury cars”, New 
York Times, 16 July 2019. Bo BpeMH /ipyroro MHxcpBbKj no xxoMy fleny npcncxaBHTCJib 
Enermax nHTanca Bcxaxb Ha 'samu ry KOMnaHHH Do Young Shipping h DN5505, yTBcp>K;;aa, hto 
3TO CyflHO He MOHCCT nepeB03HTb TpaHCnOpTHbIC CpCyXCTBa H3-3a CBOerO CTpOeHHH H 
KOHCTpyKUHH, KOTopbie oh jihhho bhtcji. See “Vessel seized by South Korea exported armored 
limos, imported coal: report”, NK Pro, 16 July 2019. 

npc.TbiaymHC .TOKjia.Tbi rpynnbi no TroMy Bonpocy cm. b .xorcyMCHre S/2019/171, n. 126; 
S/2018/171, nn. 169-172; S/2017/742, n. 50. 




55. Hto KacaeTca KBaprapti KriMa Co TBaHa b Phmc 25 , to b mone 2018 ro^a llTajina 
cooOmHjTa Tpynne, hto exceMecaHHbiH ^oxo^ ot apeH^ti stoh KBaprapti b pa3Mepe 
850 eBpo nepeHHcnHeTCH Ha cneT Khmh Co TBaHa b o^hom h3 HTajibHHCKHx (})HHaH- 

COBblX yttpOK^eHHH H HTO OaHaHC 3TOTO CHeTa Ha TOT MOMeHT COCTaBJTBJI 

4 071,16 eBpo. HTanHa yKa3ana Taicace, hto ee Mhhhctcpctbo (J)HHaHC0B yBe^oMHno 
apeH^aTopa o tom, hto apeH^Haa nnaTa flonxcHa othbihc BtinjiaHHBaTBca He KuMy, a 
Ha3HaHeHHOMy YnpaBHeHneM rocyaapcTBeHHoro HMymecTBa a^MHHHCTpaTopy, koto- 
ptiii 6yaeT yrrpaBJiHTb stoh h6abh>khmocti.k). 

56. Khm Hxojtb Eh, .zpranoMaT H3 KopeftcKOH HapoAHo-^eMOKpaTHHecicoH Pecny6- 
jihkh, KOToptiH opraHH30Ban nonbiTKy oTnpaBHTb neTtipe reHepaTopa b KopeMcKyro 
HapoAHo-^eMOKpaTHHecKyio Pecny6nHKy nepea BocTOHHyio A3hio b 2016 ro,gy (ne- 
pexBaneHBi HHflepjiangaMH), mhoto neT pa6oTan ^hhhombtom KopeftcKOH Hapo^Ho- 
^eMOKpaTHnecKOH Pecny6nHKH bo OpaimnH h otkpbih HecKOntKO 6aHKOBCKHx cne- 
tob b EBponencKOM coio3e, Hcnoni.3ya MHoroHHCJieHHbie MeTo^ti yKJioHeHHa 
(S/2019/171, nn. 120-123). XoTa Opaituna oT^ana npHKa3 o 3aKpbiTHH ero chctob 
BM ecTe co cneTaMH ^pyrnx ^nnnoMaTOB H3 KopeftcKOH Hapo^HO-^eMOicpaTHHecKOH 
Pecny6nHKH bo HcnojiHeHHe nyHKTa 16 pe30JTfOHHH 2321 (2016), rpynne CTano H3- 
BecTHO o HeflaBHHx fleHOBBix onepaunax Khmb ot hmchh cyOueicroB KopeftcKOH 
Hapo^Ho-^,eMOKpaTHHecKOH Pecny6nHKH, h oHa c^enana 3anpoc bo OpaHunro 26 . 
KpoMe toto, ABCTpna OTBerana Ha 3anpoc rpynnti no noBo^y ee pacciieflOBaHHa no- 
ntiTOK noeoJibCTBa KopeftcKOH Hapo^Ho-^eMOKpaTHHecKoM Pecny6nHKH b BeHe bh- 
CBo6o^HTb epeflCTBa c 3aMopoaceHHoro cneTa KopeMcKoM KopnopauHH Ungum ^Jia 
BbrnjTaTbr npHUHTaromeftca 3apa6oTHoii nnaTbi Jinuy, npe^nonoacHTeiibHo pa6oTaio- 
meMy Ha 3Ty KOMnaHHio. ABCTpna no^TBep^Hjra, hto sth nonbiTKH 6mhh otrhohchm, 
hto npe^noJiaraeMbrn coTpyuHHK KOMnaHHH aBHajica aKKpeflHTOBaHHbiM b/imhhh- 
CTpaTHBHblM H TCXHHHeCKHM COTpyZJHHKOM nOCOJTbCTBa H HTO HK)6aa Taxaa ^eaTejTb- 
HocTb 3 toto coTpyziHHKa 6ygeT npeflCTaBnaTb co6oh HapymeHHe peaojirom™ h cTa- 
TbH 42 BeHCKOH KOHBeHHHH O KOHCyjTbCKHX CHOHieHHaX (CM. npHJTO/KeHHe 20). 

YKJIOHeHHe OT (|)HHaHCOBbIX CaHKl|HH C nOMOUJblO KH6epCpe^CTB 

57. Tpynna npo^onacHiia paccne^oBaHHe cJiynaeB yioioHeHHa KopeHCKoft Hapo^Ho - 
/(eMOKpaTHHecKOH Pecny6jiHKH ot (JjHHaHcoBbix caHKgHH c noMombro Kn6epcpe,acTB 
b uejTax He3aKOHHoro npHHyayieHHa (JjHHaHCOBbix ynpexyiemiH h Snpac KpHnTOBa- 
jiiot k nepeBo^y cpe^cTB, oTMbiBaHHa noxHmeHHbix cpe^cTB h noHyneHna ^oxo^ob b 
(J jnaTHOH hjih KpHnTOBamoTe 27 . Ha ochobc nHt|)opManHn, npeflocTaBHeHHOH rocyaap- 
CTBaMH-HJieHaMH, h coo6meHHH H3 OTKpbiTbix hctohhhkob rpynna npoBoauT paccne- 
aoBaHne no MeHbmeH Mepe 35 aaperncTpHpoBaHHbix cnynaeB HanaaeHHH cySbeKTOB 


Aapec: Via Mar della Cina 179/ Viale della Grande Muraglia Cinese 484, Rome. 3Ta KBaprapa 
c/iacTca b apCH/(y c 15 Hosdps 2016 roaa. 

Tpynna npMBCTCTBycT npe/TCTaBjiCHHyio OpaHuncii MH(|)opMaiimo o tom, hto OHa npoBo;inT co 
CBOHMH (]jH HaHCOBhiM H y L lpC/K/lCHHMMH paibHCHHTCJIbHy Kj padOTy OTHOCHTeJIBHO pHCKOB, 
CBa3aHHbix c a h nao m ara mh H3 KopencKon HapoaHO-/leMOKpaTHMCCKOH PecnydnnKH, BKjiKiaaa 
odMeH cnncKaMH aKK'pc/THTOBaHHhix annnoMaTOB KopencKoii Hapo;THO-/lcMOKpaTHMCCKOH 
PccnydjiHKH bo OpaHiinn n ppyrux CTpaHax EBponencKoro coi03a b cootb6tctbhh c 
pCKOMCH/rannen rpynnbi, aapecoBaHHon rocypapCTBaM-HjiCHaM b stoh CBa3H (S/2019/171, 
n. 161). 

Art nojiywcHHa /ioxo.hob c noMomtio KHdcpcpcpcTB, a Taioicc ianyThiBaHHH cjic/iob CBoeii 
/ICaTCJlhHOCTH H OTMbIBaHHa PCHCT C nOMOIIlhK) KHOCpCpCaCTB npCaCTaBJTaCT codon yKJIOHCHIIC 

ot caHKUHH. llpcahiayinHC /lOKaaphi Tpynnbi BKCneproB cm. b aoicyMCHTC S/2019/171, nn. 109- 
118. IIo MHeHnio o/THoro H3 rocyaapcTB- L iacHOB, ncnojib30BaHne cydbCicraMH n3 KopencKon 
Hapoano-/lcMoKparir hccko il PecnydnnRH Rn6epnpocTpaHCTBa npc/TCTaBjiacT codoii ee 
acHMMeTpuHHbiH otbct, HanpaBJieHHbiH Ha xhihchhc BoeHHbix TexHOJiorHH b HapymeHHe 
opy>KCHHoro 3Mdapro; coBepmeHne oncpaiiHH c poxoaaMH; npoBcaCHHC RaMnaHHH maHTaaca h 
BbiMoraTeabCTBa c HcnojTbiOBaHHCM icHdcpepeaCTB, a raioKC ocymcc i BjiCHHC xaxepcRHx aTaR b 
HCjiax nonyneHna onaaTbi h ncpCMCmCHHa cpc/TCTB. 




Kopencxon Hapo^Ho-^eMOKpaTHqecKOH PecnySnnxn Ha (JjHHaHcoBBie ynpoKfleraui, 
o6MeHa KpHnTOBajiioT h coBepmeHna onepaunn no «ManHHHry» b penax nojiyneHna 
HHocTpaHHOH BamoTM, b tom HHcne b cjTe^yromHx rocyaapcTBax-njTeHax: EaHma^em 
(2 cnynaa), BteraaM (1 cjiynan), raMSna (1 cnynan), TBaTeMana (1 cnynan), Hh^hh 
(3 cnynaa), KocTa-Ptixa (1 cnynan), KyBeMT (1 cnynan), JIn6epna (1 cnynan), Ma- 
jiaft3HH (1 cnynan), Manina (1 cnynan), Hnrepna (1 cnynan), IIoni>nia (1 cnynan), 
Pecny6nnxa Kopea (10 cnynaeB), CnoBemia (1 cnynan), TyHHC (1 cnynan), Hnnn (2 
cnynan) n lOncHan Aijtpnxa (1 cnynan) (cm. npnnonceHne 21) 28 . Tpynna paccnenyeT 
TaKne HananeHnn KaK nom>rrxn HapymeHna xn6epnpecTynHnxaMn H3 Kopencxon 
HaponHo-^eMoxpaTnnecxon Pecny6nnxn caHKitnit, npenycMOTpeHHbrx b 
nyHKTe 8 d) pe3omopnn 1718 (2006), nyHKTax 8 h 11 peaomopnn 2094 (2013) h 
nyHKTe 32 pe3omopnn 2270 (2016). PeaynbTaTbi npoBeneHHbix rpynnon paccneno- 
BaHHH cBH^eTeJibCTByroT o 3aMeTHOM pacmHpeHHH MacniTa6oB h pacTymeii naom- 
peHHocTH TieaTejTbHocTH cySneKTOB KH/(P b Kn6epnpocTpaHCTBe, Bxnionan Hanane- 
HHa b HapymeHne (JjHHaHcoBBix caHKHnii. CornacHo HexoTopMM oueHKaM, oOneM He- 
3aKOHHo npnoSpeTeHHbrx Kopencxon HapoflHo-^eMoxpaTnnecxon Pecny6nnxon 
cpe^cTB flocraraeT pByx MnnnnappoB nonnapoB. 

58. K ochobhbim BHflaM nenTenbHocTH cyOneKTOB Kopencxon Hapo^Ho-^eMOKpa- 
Tnnecxon Pecny6nnxn b Kn6epnpocTpaHCTBe oTHOcaTca aTaxn nepe3 ceTb OOmecTBa 
no MeacflyHapoAHtiM Menc6aHxoBcxHM anexTpoHHBiM nepeBonaM cfiHHaHCOBbrx 
cpeflCTB (CBHOT) (c ncnoni.30BaHHeM xoMntioTepoB n HHcjtpacTpyxTypbr 6aHxoB- 
ckhx cjiy/Kamnx nna ompaBKH MomeHHnnecKHx coo6meHnn n yHnnTonceHna ynnx), 
xnuieHne xpnnTOBamoTti (nocpe/icTBOM araic xax Ha 6np>xn, Tax n Ha noni.30BaTe- 
nen) h «MaHHHHr» KpHnTOBajiioTBi b xanecTBe ncTOHHHKa cpe^cTB tut a npocjteccno- 
HajibHoro cexTopa BoopyaceHHbix cnn. Otihhm h 3 apxnx npHMepoB cTan cnynan, xo- 
rpa KH6epnpecTynHHKH Kopencxon HaponHo-,fl,eMOKpaTHnecKOH Pecny6nnxn nony- 
hhjih pocryn k HH(J)pacTpyKType ynpaBneHnn bccmh 6aHX0MaTHi.iMH ceTaMH ophoto 
H3 rocyaapcTB-HjieHOB b nennx ycTaHOBKH BpepoHocHbix nporpaMM, MOflmjjHpnpyio- 
ipnx o6pa6oTKy TpaHaaxnnH, b peaynbTaTe nero 3a nan. nacoB 6tino nponaBeneHo 
10 000 onepauHH no Bbrnane HannnHBix cpepcTB jranaM, pa6oTarouinx Ha KH,H,P nun 
ot ee HMeHn b 6onee neM 20 CTpaHax 29 . CoBepmeHne stoh onepapnn noTpe6oBano 
6oni>moro xonnnecTBa mopeS Ha MecTax, hto CBn/teTenbCTByeT o MacniTa6Hon xoop- 
AHHaunn fleiicTBHH c rpancpaHaMH Kopencxon Hapo^Ho-^eMOKpaTnnecKOH Pecny6- 
jihkh, pa6oTaiomHMH 3a pyOeacoM, h bo3mo>xhom coTpypHnnecTBe c opraHH30BaHHOH 
npecTynHocTbro. 

59. Hto xacaeTcn ncnoni.30BaHHn HHocTpaHHOH BamoTM, nonyneHHon b pesyabTaTe 
KHGepaTax, to, no mhchhio o^hoto H3 rocyaapcTB-nneHOB, «poxoni>i ot stoh nenTenb- 
hocth cnoco6cTByioT pa3BHTHK> nporpaMMM Kopencxon HapoflHo-^eMOKpaTHne- 
ckoh PecnySnHKH no opyncnio MaccoBoro yHHMToaceHHa». CoBepmeHne tbkhx aTax 
conpaaceHO c MHHHMajibHbiM pncxoM, npn 3tom npnHOCHT Bbrcoxyro OT^any 30 n 


HMeiomHeca Ha ;iaHHbiK momcht otbcthi rocy/iapcTR-MjTCHOB Ha 3anpocbi rpynribi coaepacaTca b 
npHjiO/K'CHHHx 20 h 23. Tpyrina sanpoCHna y Bcex cooTBCTCTByKjiuHx rocy;;apcTB-MjTCHOB 
HH(j)opMaiiHK) o pe3yjn.TaTax hx paccjic/iOBaHnii, BicnoHaa tc x hh L rccKy kj HHijjopMaqHK) o 
TaKTHKaX, npHMCHBCMBIX 3JIOyMBIIIlJICHHHKaMH, CXeMaX HanaqCHHH H HX aBTOpCTBe, CBC.lCHHa o 
/ipyrnx KH6epaTaxax, npHUHChiRacMhix KopeHCxoii Hapo.iHO-/lcMOK'paTHqccKOH Pecny6jiHxe 
hjih ocymecTBJiaeMBix aHanorHHHBiM o6pa30M, a raioicc o JiKjObix Mepax, ripHHaxbix qua 
npoTHBoqGHCTBHa 3 thm HariaqcHHaM h ripcaoTBpamCHHa Taxnx Hana.xCHMH b OyxymCM. 

Cm. “FASTCash: Flow the Lazarus Group is emptying millions from ATMs”, Symantec, 

2 OKTa6pa 2018 ro/ia. URL: www.symantec.com/blogs/threat-intelligence/fastcash-lazarus-atm- 
malware. 

UlaHCBi 6mtb o6Hapy>i<CHHbiMH h HaKaxaHHbiMH HeBejiHKH, npn 3tom nore h u h ajib h aa Bbiroqa 
BBicoxa. Flpoucccbi paccaeaoBaHHa h ycTaHOBJieHHa otbctctbchhocth aBJiaroTca cjio>KHbi\in, a 
pHCx B03MC3/IHH HC3Ha i iHTCjiCH, nocKOJibxy KopeHCxaa FlapoflHO-TleMOKpaTHHecKaa Pecny6aHKa 
HMeeT orpaHHHeHHbiii /lOCTyn k HHTepHeTy. 




3anacTyio Tpe6yeT MHHHMajiBHtix pecypcoB (Taxnx xax HoyT6yK h nocTyrr b Hnrep- 
hct). 3to rocyflapcTBo-HneH yxa3ano, hto Bee 6oni.maa n30iupeHH0CTb aTax b cone- 

TaHHH C HOBeHHIHMH TeXHHHeCXHMH ^OCTH>KeHHHMH BO BCeM MHpe H nepeXOflOM Ha 
L[HC|)pOBbie TeXHOHOrHH npHBO^HT K yBeJIHHeHHK) MaCHITa6oB aTaK H paCHIHpeHHK) 
BbiSopa uejTeii jut ft sthx cyGnexTOB, b pe3yni>TaTe Hero yBenHHHBaeTca hhcjio yasBH- 
mbix cTpaH h cexTopoB, nocxojibxy 3amnTa xH6epnpocTpaHCTBa Huxopaa He SbiBaeT 
a6cOHIOTHOH. 

60. Tpynna paHee yace ycTaHOBHJia pout TeHepajibHoro paaBe^biBaTejTbHoro 6iopo 
b xn6epaTaxax KopeiicxoH HapoflHo-^eMoxpaTHHecxoH Pecny6nHXH (S/2019/171, 
nn. 109-118), hto Omjto .uonojTHHTejTbHo noflTBepayjeHO otihhm h3 rocynapcTB-HJie- 
hob, 3axBHBuiHM, hto MHorHe xH6epnpecTynHHXH Kopencxon Hapo^HO-^eMOxpaTH- 
necxoH Pecny6nHXH noAHHHaioTca Biopo. IIo CHOBaM 3Toro rocynapcTBa-nneHa, b 
Kopencxon HapoAHO-^eMoxpaTHHecxoH Pecny6nHxe cymecTByeT TmaTejTbHo pa3pa- 
6oTaHHbiH npouecc OT6opa flna cbohx xH6epno^pa3^eneHHH, b paMxax xoToporo 
npH3biBHHXH oTGnpaioTca b oneHb paHHeM B03pacTe h npoxo^aT cneunajibHyro nofl- 
roTOBxy, maBHbiM o6pa30M b BoeHHbrx h cexperabix cny>x6ax. Tpynna oTMenaeT, hto 
pa3JiHHHbie rocy^apcTBa-HjTeHbi h xoMnaHHH Hcnoni.3yioT coOcTBeHHbre cornameHHa 
O npHCBOeHHH HMeH B OTHOHieHHH CBa3aHHbIX C KopeHCXOH HapOflHO-^eMOXpaTHHe- 
cxoh Pecny6nHX0H nocToaHHtix H3ompeHHtix xn6epyrpo3 31 . 

61. O^ho H3 rocy^apcTB-HJieHOB noflHepxHyjio, hto Harra/teHi-ia, coBepuiaeMtie 
cyGnexTaMH Kopencxon HapoflHo-.ZJeMoxpaTHHecxoH Pecny6jiHXH, cBH/ieTeJib- 
CTByioT TaK>xe o Bee 6om.meH H3ompeHHo cth hx mcto^ob conHaubHOH HHaceHepHH. 
Bo BpeMa aTaxn Ha HHJiHHcxyio Meac6aHxoBcxyio ceTb Redbanc xaxepLi H3 Kopen- 
cxoh HapoflHo-^eMoxpaTHHecxoii Pecny6jiHXH oSpaTHJincb x coTpy^HHxy, xoToporo 
ohh xoTeira Hcnojii.30BaTi,, nepe3 ceTb Linkedln c rrpe.it JioaceHneM o pa6oTe, nocne 
nero ohh npoBejiH c hhm HHTepBtio no Skype Ha ncnaHcxoM a3tixe, hto6m taBoeBaTb 
ero /tOBeprre, npeayte neM nonpocHTt ero 3arpy3HTb Bpe^OHOCHyro nporpaMMy 32 . Hh- 
(JjopMapHa o cxeMax h MeTo/tax aTax co^epacHTca b npHJioaceHHH 22. 

62. KH6epnpecTynHHXH H3 Kopencxon HapoflHO-fleMOxparaHecxoH Pecny6nHXH 
noxHuiaroT xpHnTOBanioTy, Hcnoni.3yioT ee jut ft oTMtiBaHHa epeflCTB b o6xoa rjtHHaH- 
coBbix caHXHHH h flo6i>iBaioT ee c rroMombto «xpnnTO,zpxexHHra» b ueiiax nonyHeHHa 
^oxoflOB. Ilo MHeHHio OflHoro H3 rocyztapcTB-HjieHOB, aTaxn Ha xpnnTOBajiioTHbie ch- 
CTeMbi no3BonxioT Kopencxon HapoflHo-^eMOxpaTHHecxoH Pecny6nHxe Herne hc- 
noni.30BaTi. nojiyneHHbie floxo^bi 3a py6eacoM. J\n ft Toro HTo6br cxpbiTt cne/ibr cBoeii 
fleaTem.HOCTH, 3jroyMbruiJieHHHXH Hcnoni.3yioT itHrjrpoByro Bepcmo «HacnoeHHa», b 
XOTOpOH OHH C03HafOT TbICaHH TpaH3aXL[HH B pe>KHMe peanbHOrO BpeMeHH, HCnOJIB- 
3ya OHHopa30Bbie «xomeni.xH» xpHnTOBaraoTi.i. no cnoBaM 3Toro rocyztapcTBa- 
nireHa, cpe^cTBa, noxHuieHHbie b pe3yjTbTaTe o^Horo HananeHHa b 2018 rony, 6mjih 
nepeBefleHti nepe3 no MeHtnien Mepe 5000 omeiii.Hi.ix onepapHH, a 3aTeM HanpaB- 
jreHbr b paaHbre CTpaHbr h b xohchhom cneTe KormepTHpoBairbr b cJntaTHyro BanioTy, 
HTO CymeCTBeHHO SaTpyHHHJTO HX OTCJTe'/KHBaHHe. 

63. ^pyroe rocyztapcTBo-HneH npoHHrjtopMHpoBano Tpynny o tom, hto «KH,fl,P b 
ochobhom coBepmaeT Hana^eHHa Ha 6hp>xh xpnnTorpaiJjHHecxHx BamoT Pecny6jiHXH 
Kopea co CBoeii TeppHTopHH». XoTa xohkhcctbo, HsompeHHocTb h MacuiTa6 xn6e- 
paTax Kopeftcxon Hapo^Ho-^eMoxpaTHnecxoH Pecny6nHXH Ha penn b Pecny6nHxe 
Kopea c 2008 ro^a yBeHHHHBaioTca 33 , b nacTHocTH b 2016 rony npoH3omeji aBHbiil 


K hhm OTHOcaTca APT 37, APT 38, Hidden Cobra, the Lazarus Group, the Reaper Group, 
Labyrinth Chollima, Stardust Chollima, Velvet Chollima, the Kimsuky Group, Lab 110 h Bureau 
121. 

Cm. Asi fue El intento de ciberataque a Redbanc en diciembre”, TrendTIC. 10 aHBapa 2019 ro/ia. 
B nepnofl c 2008 rona KHSepnpecTynHHKH H3 KopeiicKOH Hapo,THo-/lcMOKpaTHMecKOH 
Pecny6nHKH coBepurajiH nccancH Hana/iCHHii Ha paaJiHMHbic oOiiCKTbi Pecny6jiHKH Kopea, 




cflBHr b cTopoHy aTaK, HanpaBJieHHbix Ha nojiyHeHite tjjHHaHcoBOH rrpn6bijiH. B 
2019 ro/iy xn6epnpecTynHHxn H3 KopeiicxoH Hapo^Ho-^eMOKpaTHHecKoii Pecny6- 
jihkh nepeKJiioHHJiH cBoe BHHMaHHe Ha 6hp>kh KpHnTOBamoT. HexoTopbie 6hp>kh He- 
OAHOKpaTHo CTaHOBHjiHCb oObeKTaMH HanafleHHH. CornacHo HMeromeiictr HHtJjopMa- 
Uhh, 6np>Ka Bithumb no^Bepranacb Hana^eHHHM co cTopoHbi KH6epnpecTynHHKOB 
KopeiicKOH Hapo^Ho-^eMOKpaTHuecKOH PecnyOnHKH no MeHbuieii Mepe ueTbipe 
pa3a. Ka>K^ajr H3 nepBbix jmyx aTax, coBepmeHHbix b tjjeBpajie h Hioiie 2017 ro/ia, 
npHBeiia k ncrrepaM b pa3Mepe okojio comh mjih aojiji. CIIIA, a noTepn b pe3yjibTaTe 
Ka>K^oft H3 nocjie^yrouiHx aTax, coBepmeHHbix b hioho 2018 ro^a h MapTe 2019 roaa, 
COCTaBHJIH 3 1 MJIH flOJIJI. CIIIA H 20 MJIH JIOJIJI. CIIIA, COOTBOTCTBCHHO, HTO CBHfle- 
TejibCTByeT o B03pocmeM noTeHUHajie h Bee OoJibmeii HacToiiHHBo cth KnOepnpe- 
CTynHHKOB H3 KopeiicKOH Hapo^Ho-^eMOKpaTHHecKoii PecnyOjiHKH. AHajiorHHHbiM 
o6pa30M, Onpuca Youbit (paHee Yapizon) HecKOJibKo pa3 no^Beprajiacb aTaxaM, koto- 
pbie noBJieKJiH 3a co6oh noTepn b pa3Mepe 4,8 mjih aojiji. CIIIA b anpejie 2017 ro^a, 
a TaioKe noTepio 17 npoueHTOB Bcex axTHBOB 6hp>kh b aexa6pe 2017 roaa, b pe3ynb- 
TaTe nero OHa 6buia BbrayameHa 3axpbiTbca. B xo/ie sthx aTax, Hapa^y c aTaxoii Ha 
Onpacy UpBit 28 Maa 2019 ro/ia, Hcnojib30BanHCb Te ace HHCTpyMeHTbi, xo^bi h Bex- 
Topbi (BKJiioHaa uejieBoe tJjHHiHHr-MouieHHHHecTBo h xaKepcKHe aTaxn Ha npe^npH- 
aTHe hjih oTpacnb), hto h b xo/ie npe^bi^ymHx xnOepaTax Ha uenn b cexTopax 6e3- 
onacHocTH h oOopoHbi, npHnncbiBaeMbix KopeiicKOH HapoAHo-^eMoxpaTHHecxoii 
PecnyOnHKe 34 . Ipynna npoBena paccjie^oBaHHe Hana^eHHH KopeiicKOH Hapo/mo- 
^eMOKpaTHnecKOH PecnyOjiHKH Ha Onpacn KpHnTOBaJiiOT b nara /ipyrnx cTpaHax, no- 
mhmo PecnyOjiHKH Kopea (cm. npnjioaceHHe 21 B). 

64. Bto xacaeTca oTMbiBaHHa nojiyneHHbix b pe3yjibTaTe sthx aTax ^oxo^ob c no- 
MombK) KpHnTOBajiiOTbi, to KH6epnpecTynHHKH, coBepumBume b Mae 2017 ro/ia 
aTaxH no BceMy Mnpy c Hcnojib30BaHHeM BHpyca-BbiMoraTejia WannaCry, 3arpoHyB- 
uine 6ojiee 200 000 KOMnbioTepoB b 150 CTpaHax, noTpeOoBajiH ynjiaTbi Bbrxyna b 
KpnnTOBajiioTe 6htkohh. IIccjie^oBaHHe, npoBe/ieHHoe o^hhm h3 rocynapcTB-Hjie- 
hob, noKa3ajio, hto KpnnTOBajiiOTa, nojiyHeHHaa c noMombto Bpe^oHocHon npo- 
rpaMMbi WannaCry, oTMbiBanacb nepe3 HecKOJibKo BHpTyanbHbix BajiioT h jophctihk- 
Uhh c uejibio 3anyTaTb TpaH3aKunn. 

65. EHTKoiiHbi, nepeHHCJieHHbie nocTpa^aBuiHMH ot BHpyca WannaCry b nopa^xe 
ynnaTbi Bbixyna, 6biJiH nepeBe^eHbi c «6HTKOHH-KomejibKOB» nepei 6npacn KpnnTo- 
BamoT h b KOHeHHOM cneTe KOHBepTnpoBaHbi b Monero, apyryro KpnnTOBajiioTy, c 
Hcnojib30BaHneM HiBeiiuapcKOH 6npacH KpnnTOBajiioT no,a Ha3BaHneM ShapeShift 35 . 
Monero npe^cTaBjiaeT co6oh BHpTyajibHyio BamoTy c noBbimeHHOH cTeneHbio aHo- 
HHMHOCTH, B CBH3H C HCM ee TpyZJHee OTCJie^HTb, HeM CTaH^apTHbie KpHnTOBajiiOTbi, 
TaKne xax 6htkohh, jiaiiTxoiiH hjih atJjHpnyM, hto npo^JieBaeT npouecc ycTaHOBjie- 
hhh oTBeTCTBeHHocTH. ^oxo^bi, nojiyneHHbie b pe3yjibTaTe TpeTbeii aTaxn Ha 
Bithumb b HioHe 2018 roaa, 6buin nepeBe^eHbi nepei 6npacy YoBit 36 . K aBrycTy 


BKJiioHaa 6 aHKH, npaBHTejibCTBeHHbie h BoeHHbie o 6 i,CKTbi, ojicicrpocTaminH, KopnopaTHBHbie 
CTpyKTypH H CpeflCTBa MaCCOBOH HH(j)OpMaUHH. 

K hum othochtcb onepapHa Fake Striker* coBcpnicHHaa paHee b Mae, a Taioicc HariapcHHC 
7 aHBapa 2019 ro/ja Ha 77 penopTepoB, KOTopBie paHee KOHTaKTHpoBajiH c Mhhhctcpctbom 
o 6 tiC/ihhchhh. 

Cm. Thomas Brewster. “WannaCry hackers are using this Swiss company to launder 
$142,000 Bitcoin ransoms,” Forbes, 3 aBrycTa 2017 ro/ja. 

llcjibio xaxepoB, cyjja no BceMy, 6biJia KOHBcpTauMfl h o6Ha,iHinBaHMC Been oojThinoH cyMMbi 
yicpapCHHoil xp hhto Baji k>t hi, a He pacxo/iOBaHne npnoopeTCHHoii KpHnTOBajiiOTbi 
HcnocpepCTBCHHO Ha TOBapti h ycjiyrn. See David Carlisle and Kayla Izenman, “Closing the 
crypto gap”, RUSI Occasional Papers, 14 April 2019. See also Thomas Brewster. “WannaCry 
hackers are using this Swiss company to launder $142,000 Bitcoin ransoms”, Forbes. 3 aBrycTa 
2017 ro/;a. floxoflu, noayiCHHbic b pe3ynBTaTe Hcnojib30BaHHa Wanna Cry, 6 bijih raioKC 
nepcBC/jCHbi Mcpci ShapeShift (LIlBeHuapHa). 







2018 ro,zia, MeHee neM qepe3 £Ba Mecapa nocne stoh aTaKH, cpepcTBa 6bijih HanpaB- 
jieHbi b YoBit b BH^e cnoacHOH cepHH H3 cotch TpaHtaKUHti b uejiax KOHBepTanuu h 
oOHanHqHBaHHa Been yKpajteHHou KpHiiTOBanioTBi (bmccto pacxoaoBaHHa nptioGpe- 
TeHHoft KpHiTTOBanioTBi Henocpe,ucTBeHHo Ha TOBapbi h ycnyrn). B1.1meyKa3aHHi.1e 
cjiynan yKa3BiBaioT Ha OHeBupHoe H3MeHeHHe CHTyanHH no cpaBHeHHio c npepBmy- 
meft KnOepaTaKOH KopencKOH Hapo^HO-^eMOKpaTHHecKOH PecnyOnHKH Ha khhchtob 
HHTepHeT-Mara3HHa Interpark Pecny6nHKH Kopea, nejibio KOTopon 6bi.ho npHo6peTe- 
HHe HHOCTpaHHOH BaJIIOTBI. 

66. Tpynna OTMenaeT, hto KH6epnpecTynHHKH H3 KopeftcKOH HapopHo-^eMoicpa- 
THnecKOH Pecny6nHKH He tojibko coBepmaioT Kn6epaTaKH Ha 6np5KH KpHnTOBamoT h 
OTHeHBHBIX n0HB30BaTeiieH, HO H 3aHHMaiOTCa «MaHHHHrOM» KpHnTOBajIIOTBI. Ohho 
H 3 rocy/iapcTB-HjTeHOB npoHH(J)opMHpoBaiio Tpynny o tom, hto «MaHHHHTOM» Kpun- 
TOBamoTBi 3aHHMaeTca ohho h 3 npocfieccuoHajibHbrx no/ipa3/iejieHHH BoopyaceHHBix 
chji KopeftcKOH HapoHHO-^eMOKpaTHHecKOH Pecny6nHKH. B ohhom H3 otkpbitbix hc- 
TOHHHKOB 6bIJI OTMCHeH 3HaHHTejIBHBIH pOCT MaCmTa6oB JieaTejIbHOCTH no H06bIHe 

6htkohhob h Monero b KopeftcKOH HaponHO-^eMOKpaTHHecKOH Pecny6nHKe, koto- 
paa npnnHCBiBaeTca snHTe CTpaHBi h ppyrHM jruuaM, hmcioiuhx pocTyn k HHTep- 
HeT y 37 . yHHTBIBaa B03p0CmyK) aHOHHMHOCTB KpHnTOBajIIOT, He/iaBHO HoObITaa Kpnn- 
TOBamoTa MoaceT HcnonB30BaTBca pna oSnerHeHHa jieaTejibHocTH no yioioHeHHio ot 

CaHKUHH. 

67. Tpynna paccnepoBajia Taxace npepnonaraeMbie ciiyqaH «KpHnTo.aaceKHHra», ko- 
rpa BpenoHocHoe nporpaMMHoe o6ecneHeHHe HcnonB3yeTca pna 3apaaceHHa komhb- 
lOTepa b uejiax He3aKOHHoro ncnojiB30BaHHa ero pecypcoB pna co3HaHna KpnnTOBa- 
jiiotbi. B ohhom H3 noKJianoB paccMaTpHBajiacB BpenoHocHaa nporpaMMa, npepHa- 
3HaneHHaa pna «MaHHHHra» Monero h oTnpaBKH Been ho6bitoh KpnnTOBajiioTBi Ha 
cepBepbi YHHBepcHTeTa hm. Khm Hp CeHa b IlxeHBaHe 38 . KpoMe toto, cornacHo ppy- 
roMy HOKjiany, HHCTHTyT (JjHHaHcoBOH 6e3onacHocTH Pecny6nHKH Kopea npHnncaii 
aHanorHHHyio KpHnrorpaijmqecKyio aTaxy Ha KOMnBioTep ohhoh H3 KOMnaHHH Pec- 
ny6nHKH Kopea hmchho xaxepaM H3 KopeftcKOH HaponHO-^eMOKpaTHHecKOH Pec- 
ny6nHKH 39 . CoraacHo 3TOMy ,uoxjia,uy, xaxepaM, HcnonB30BaBmHM 3Ty BpepoHocHyio 
nporpaMMy, yuajiocb ho6bitb Monero ctohmoctbio okojio 25 000 hojiji. CIUA. Yhh- 
TBiBaa B03pocmyio aHOHHMHOCTB 3toh BamoTbi, TpyztHo onpejteJiuTb o6myio cyMMy 
Hoxohob, KOTopbie KopeftcKaa HaponHO-^eMOKpaTHHecKaa Pecny6nHKa MoaceT nony- 
qaTB ot TaKHx Hana/teHuft. BMecTe c TeM stot cjiyuaft «KpHnTo,naceKHHra» CBu/ie- 
TejibCTByeT o tom, hto Kopeftcxaa HaponHo-^eMOKpaTHHecKaa Pecny6nHxa npHMe- 
HaeT Bee 6onee H3ompeHHBie mctohbi «KpHnTonaceKHHra» h roTOBa ncnojiB30BaTB 
BpenoHocHBie nporpaMMBi b uejiax «MaftHHHra» KpunTOBamoTBi b HHTepecax pe- 
acHMa. 

68. Tpynna c y/joBjreTBopeHHeM npnHHMaeT k cBeneHHio npe/iocTaBjieHHyio rocy- 
HapcTBaMH-qjieHaMH HHtJjopMapHio o neftcTBHax, npennpHHaTBix hmh pita KOMneHca- 
Uhh noTepn b pe3ynBTaTe HanapeHHft KH6epnpecTynHHKOB H3 Kopeftcxoft Hapo/iHo- 
^eMOKpaTHnecKOH Pecny6nHKH (cm. npHjioaceHHe 23). 


Cm. Priscilla Moriuchi, “North Korea’s ruling elite adapt Internet behavior to foreign scrutiny”, 
Recorded Future, 25 April 2018. 

Cm. Chris Doman, “A North Korean Monero cryptocurrency miner”, AlienVault, 8 January 2018. 
Cm. Sam Kim, “North Korean hackers hijack computers to mine cryptocurrencies”, Bloomberg, 

1 January 2018. 






OSecneneHHaH aKTHBaMH KpunTOBajiroTHan KOMnauHa, Hcnojib3yiomaH 
TexHOJiormo 6jiokhchh ^jih nojiyneHHH iipiioi.i in 

69. KoMrraHHjr Marine Chain Platform Limited 40 , 3aperrrcTprrpoBaHHaa b roHKOHre 
12 anpejia 2018 ro^a, dbijra co3^aHa b KanecTBe nnaTtJjopMti c no^AepacKOH dnoKHeiiH 
Ana npoBe^eHHa cyaoBbix onepapHH, KOTopaa npe/tocTaBjiaeT nacraHHoe Bna^eHne 
MOpCKHMH CyflaMH B 06MeH Ha L[HC|jpOBbre TOKeHBI 41 . IIo CJIOBaM OflHOTO H3 rocy- 
flapcTB-nneHOB, 3Ta KOMnaHHa HMeeT CBa3H c KopeMcKoM Hapo^Ho-^eMOKpaTHne- 
ckoh PecnydnHKOH h no MeHtmeir Mepe o^hh H3 ee coTpyuHHKOB CBa3aH c KHdepnpe- 
CTynHHKaMH H3 KopeiicKOH HapoflHo-^eMOKpaTnnecKon PecnydiiHKH, KOToptie bbi- 
MorajTH 6htkohhm y oHJiaHHOBtix KOMnaHHH. 3to rocy^apcTBo-njTeH yKa3ano /ranee, 
hto HanajibHbiH KanHTaji Marine Chain, no Been BepoaTHocTH, noaBnnca b pe3ym>- 
TaTe BtiMoraTentcTBa Kn6epBainoT. Tpynna paccneflOBana /reaTenbHocTb Marine 
Chain Ha rrpe/iMeT yKnoHeHna ot c[)HHaHC0Bbrx caHKiinn n codmofleHna 3anpeTa Ha 
(JjyHKpHOHHpoBaHHe coBMecTHbrx npe^npHaTHH b cootbctctbhh c nyHKTOM 18 pe30- 
jhouhh 2375 (2017). 

70. B xo,ae pacciieflOBaHHa, npoBe^eHHoro Tpynnoft, 6lijio odHapyaceHo, hto, b to 
BpeMa Kax b xanecTBe reHepaabHoro anpeKTopa Marine Chain Platform Limited (pe- 
ecTpoBbiii HOMep roHKOHrcKHx KOMnaHHH: 2679578) 6bra ocfumnaabHo 3aperHCTpH- 
poBaH KannTaH ^(acoHaTaH OyH Ka Koh 42 , b /reitcTBHTenbHocTH ^(acyarraH Khm 6bia 
BaafleatpeM, e/tHHCTBeHHbiM HHBecTopoM h tjraKTHHecKHM reHepaabHbiM anpeKTo- 
poM, ynpaBaaBiiiHM Bceir aeaTeabHocTbro KOMnaHHH nepe3 npHKarbr, KOTopbie oh ot- 
aaBaa OyHy h apyrHM KOHcyabTaHTaM. Bee aoKyMeHTbr h coodmeHna Khm BbinycKaa 
noa cbohm aabTepHaTHBHbiM hmchcm «Tohh YoKep», 3a HCKaroaeHneM cnncKa BHyT- 
peHHHx TeaeiJ)OHOB KOMnaHHH, b kotopom «^(acyaHaH Khm, Taxace H3BecTHbiH KaK 
Tohh YoKep» Ha3BaH «reHHeM h ochobhhm HHBecTopoM», h KOHTpaKTa Ha OKa3aHHe 
KOHcyabTauHOHHbrx ycayr, KOTopbiii 6bia noanncaH Khmom c OyHOM 18 aHBapa 
2018 roaa; b 3tom KOHTpaKTe H3aoaceHbr o6a3aHHocTH nocaeaHero b KanecTBe BHern- 
Hero KOHTaKTHoro anna h KoopanHaTopa Khmb, KOTopoMy nopyneH paa 3aaan, cbk- 
3aHHbIX C OTKpbITHeM KOMnaHHH H daHKOBCKOTO CHeTa H noanHCaHHeM Bcex 0(J)HUH- 
aabHbix aoKyMeHTOB (cm. npnaoaceHHH 25-28). 

71. Bto KacaeTca c})HHaHC0Bbrx onepapHH KOMnaHHH, to OyH npoH3Bea HecKoabKo 
nepeBoaoB ot hmchh Khmh co cneTa cBoen KOMnaHHH b oaHOM H3 CHHranypcKHx (jrn- 
HaHcoBbix yapeacaeHHH. OyH raaBHn: «H ncnoabTOBaa cneT CBoeft KOMnaHHH 
Singclass (xoTopaa aBaaeTca mohm 6h3hccom, He cBH3aHHbiM c Marine Chain) ana 
nepenHcaeHHa HeKOTopbrx H3 sthx naaTeaceii nocae noayaeHHa naaTeaceii ot Tohh h 
no yKa3aHHio Tohh npoH3BecTH 3th naaTeacn. 3to 6brao CBaaaHo c TeM, hto cneT 
KOMnaHHH Singclass 6bra eanHCTBeHHbiM chctom b aonnapax CIIIA, KOTopbrrr y mchh 
6bia». Bee nepeBoati Ha stot cneT ot KnMa (Ha cyMMbi ot 30 000 aoaa. CIIIA ao 
150 000 aoaa. CIIIA) ocymecTBjiajiHCB nepe3 roHKOHTCKHe noacTaBHbre KOMnaHHH, 


KoMnaHHa Marine Chain Platform Limited 6r>uia aaKpbixa 17 ceHTaSpa 2018 roaa. HmjropMairHa 
H3 KpaTKoii npciCHxanHH ana HHBecTopoB n apyrne aoKyMCHXbi KOMnamin, b KOTopux 
H3JiaraiOTca ee 6n3Hec-njiaH h /(CHTcabHOCTb, coaepacaTca b rTpHjio>KCHnn 24. 

LIo MHeHHio o/(Horo H3 rocyaapcTB-M.xcHOB, xairaa noxynKa h npoaaaca mopckhx cyaoB c 
rrOMOinbK) HHcJjpORblX TOKeHOB M0>KCT o6jTCr L IHTh OTHOCHTCabHO aHOHHMHOe BaaaCHHC H 
ynpaBneHne cyaaMH h no3BOJiHTb HHBecTopaM KOHBcpxxipoRaTb cboio aomo b /rpyrnc 
KpnnTOBajiiOTHbie ruiaxcjropMbi. 

OyH Ha iipoTa>KCHHH aecaraneTHH aKTHBHO pa6oTaeT b MopcKoii OTpacriH Crmranypa, h ero 
KOMnaHHa Singclass aBJiac rca KnaccH(|)HKairHOHHbiM o6ihcctbom ana anyx cyaoB noa (JjnaroM 
KopeHCKoii Hapoa h o-/Ic mok parxiqc cko ii Pecny6nHKH — Hung Tae 1 (HMO No 8604541) h 
PyongHua (HMO Ne 8510518). BnepBbie Khm o6paTHJica k OyHy b OKTa6pe 2017 roaa, 
npeacTaBHBiHHCb 3KcnepTOM no OjioKMciiHy, kotopbih, no CJIOBaM OyHa, «Hyacaaaca b mohx 
3HaHHax no BonpocaM mopckhx nepeB030K ana oGecricaCHHa ycnexa aroro CTapTana». 




npn 3 tom ana kh'/K/ioh onepaiiHi-i Hcnoni.30Banaci> oTaenbHaa KOMnaHna. HeKOToptie 
H3 nnaTOKeft, KOToptie 6lijih npoHjBeaeHbi OyHOM qepe3 Singclass International Pte 
Ltd, npe^cTaBnaioTca BecbMa noA03pHTeni.Hi.iMH (cm. npHJioaceHHe 29). Pe3K)Me 
AajibHeHHiHx BbiBoaoB no 3TOMy nejiy coaepacHTca b npHaoaceHHH 27. 

PeKOMeHAaiiHH 

72. Tpynna peKOMeHayeT CoBeTy Ee3onacHOCTH npa pa3pa6oTKe 6yaymnx 
caHKijHOHHbix Mep o6paujaTb oco6oe bhhmuhhc Ha cepbe3H0CTb KnSepaTaK, co- 
BepuiaeMbix KDpeiicKoii HapoaHO-fleMOKpaTHnecKOH Pecny6jiHKOH c uejibio 
yKJIOHHTbCH OT BbinOJIHeHHH pe30JH0I]HH nyTCM He33K0HH0r0 nOJiyneHHH AOXO- 
AOB AJIH CBOeH CTpaHbl. 

73. rocyaapcTBaM-njieHaM cjieayeT o6ecnenHTb, htoSm hx HopMaTHBHo-npa- 
BOBbie nojioaceHHH pacnpocTpaHHJiHCb Ha BHpTyajibHbie Ba.non.i h neSaHKOB- 
ckh£ (J)HHaHCOBbie ynpeacaeHHH, a TaKHte npeanpHATHH ccjiepbi aeHeacHbix ycjiyr, 
BKJiiOHaH 6 hp>kh KpHnTOBajiH)T. TaM, rae 3to uejiecoo6pa3HO, rocyaapcTBaM- 
HJieHaM CJieayeT npHHHMaTb Mepw peryjinpoBaHHH b othouichhh (|)ini;mc'OBi.i\ 
ynpeacaeHHH (BKJnonaH nocTaBiHHKOB KpimiOBa.iiOTHbix ycjiyr), c tcm hto6m 
coaeucTBOBaTb noBbiuieHHio ceTeBOH 6e3onacHOCTH b uejiax chhvkchhh pncna 
noTeHHHajibHbix KndepaTaK co ctopohm cy6beKTOB KDpeiicKoii HapoaHO-,U,eMO- 
KpaTHnecKOH Pecny6jiHKH b 6yaymeM. 

74. rocyaapcTBaM-njieHaM cjieayeT o 6 ecnenHTb, hto6m hx (J)HHaHCOBbie ynpe- 
>KaeHHH, BK.im'iaa oaiiKii h onpa.n KpnnTOBajiiOT, npeanpHHHMajiH caMOCTOH- 
TejibHbie uiarn ajin 3aimiibi ot 3JioHaMepeHHoii aenTejibHOCTH KopeucKOH 
HapoaHO-^eMOKpaTHnecKOH Pecny 6 jiHKH b KH 6 epnpocTpaHCTBe. 3th uiarn 
bkjik»h aiOT ynacTHe b o 6 MeHe HHijjopMauHeii 06 yrpo3ax c apyrHMH cjiiiHaiico- 
bmmh ynpeHcaeHHHMH nepe3 T3Kne opraHH3aiiHH, ksk I(eHTp ooMena nmJiopMa- 
UHeii h aiia.nua (|)iiiiancoBbix ycjiyr, pa3pa6oTKy H30JiHpoBaHiibix KOMnbiOTep- 
Hbix CHCTeM a-jiH .lOKajiinamm Jiro 6 bix aTaK, peryjiHpHoe C03aaHne pe3epBHbix 
KonHii cbohx aaHHbix, npoBeaeHHe ynedHbix 33hhthh no pacnpocTpaHeHHbiM 
T3KTHK3M con 11 a.i i.ii oii HHHceHepHH, ocymecTBJieHHe nojiHTHKH, peryjinpyiomeH 
o6mch nii([)opManiieii h aocTyn k CHCTeMaM, a TaKace pa3pa6oTKy njiaHOB pearn- 
poBaHHH Ha CJiynan aTaKH. 

75. rocyaapcTBaM-njieHaM cjieayeT o 6 ecnenHTb, hto6m 6 np,Kii KpnnTOBajiiOT 
HecjiH Te ace o 6 H 3 aTejibCTBa, hto h oaiiKii, no npeaoTBpameHHio oTMbiBanHH ao- 

xoaoB, TaKHe KaK MOHHTopHHr noao3pHTejibHbix onepaijHH, npeaocTaBJieHHe 
npaBHTejibCTBaM 1111 (|x»p>m 111111 0 coctohhhh ciciob nocjie aTaK, 33Mopa^KHB3- 
HHe aKTHBOB iiaxoniimixcsi noa hx KOHTpojieM opiamnamiii, KOTopwe noana- 
lami noa a^HCTBHe c3hkhhh, h SjioKHponaHHe oiiepamiii, KOTopwe, KaK chht 3- 
eTCH, ocymecTBJiHiOTCH co cneTOB, KOHTpojinpyeMbix 3JioHaMepeHHbiMH cy6beK- 
T3MH HJ1H CBH33HHbIX C HHMH. 

76. rocyaapcTBaM-njieHaM cjieayeT pacumpHTb cboh bo3mo>khocth no coaen- 
CTBHIO aKTHBHOMy 06 MCHy II ll(|)(>pMa Illicii KaK Ha HailHOHajIbHOM ypOBHe (Ha oc- 

HOBe ycneuiHoro MeacBeaoMCTBeHHoro coTpyaHHnecTBa), TaK h Ha MeacayHapoa- 
hom ypoBHe (Ha ocHOBe hhhuh3thb no o6MeHy nii(|)opManiK‘ii h coTpyaHHnecTBa 
b 6opb6e c yrpo3aMH aJin (|)iiiiancoBoio ceKTopa), c tcm hto6m BbisiB.mn, h 
npeaoTBpamaTb nonbiTKH K’opeiicKoii HapoaHO-^eMOKpaTHnecKOH Pecny6- 
JIHKH HCn0Jlb30BaTb CBOH KH6epnOTeHI]HajI aJIH yKJIOHCHHH OT CaHKIIHH. npa¬ 
BHTejibCTBaM Heo6xoaHMO o6MeHHBaTbCH nepeaoBbiM onbiTOM h nepeaaBaTb ero 
cooTBeTCTByiomHM nacTHbiM CTpyKTypaM. 
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V. HeaaBHHH aeHTejibHocTb, CBinan nan c naepHon 

nporpaMMoii h nporpaMMoii no 6ajijincTHHecKHM paiceTaM 

flflepHaa aeaTejibHOCTb 

77. .HflepHaa nporpaMMa Kopencxon HapoflHo-^eMOKpaTHqecKoft PecnySjinxn 
npoflonacaeT (JjyHKpHOHHpoBaTb, HecMOTpa Ha oTcyrcTBHe a^epHbix HcnbiTaH hh h 3a- 
KptiTHe HcnbiTaTejibHoro nonHroHa b IlyHrepH. 3a othcthlih rrepno,n He 6lijio otmc- 
neHo HHKaKHx npH3HaKOB 3Kcnj7yaTaHHH peaKTopa MomHocTbio 5 MBt b HoH6eHe. 
Hecxonbxo rocyaapcTB-HjreHOB coo6uihjth rpynne, hto ohh He cMornn onpeflennTb, 
6buiH hh TonjiHBHbie cTep>KHH rrepeMemeHbr Ha nepepaOaTbiBaiomHH 3aBo/i. Opon- 
TeHbCTBo JierKOBOHHoro peaxTopa nponoji>KaeTC5r. B.tojib pexn KopeH Heo/iHoxpaTHo 
Ha6jiro,aaJiHCb flHoyrny6HTenbHbie pa6oTbi. B pa^HoxHMHHecKOH jia6opaTopHH 6bma 
saMeaeHa nepHOflHHecKaa aKTHBHocTb, xoTopaa, no cnoBaM o^Horo H3 rocyaapcTB- 
HireHOB, Moraa 6biTb cBH3aHa c TexHHHecxnM o6cny>KHBaHHeM. IIo oueHKaM eme oh- 
Horo H3 rocyaapcTB-HJieHOB, ycTaHOBKa no o6orameHwo ypaHa b HoH6eHe npoflOH- 
>KaeT (JjyHKpHOHHpOBaTb. 

78. IlepBoe rocyflapcTBO-HneH coo6ihhjto, hto KOMnjieKC no o6orameHmo ypaHa h 
ypaHOBbie pyaHnxn b IlxeHcaHe Bee eme HaxonaTca b pa6oneM coctoshhh. Tpynna 
nponoJi/KaeT ocymecTBjniTb Ha6jiKmeHHe 3a .zjpyrnMn oGneKTaMH, CBa3aHHbiMH c 
a^epHOH nporpaMMOH. 

79. KpoMe toto, Tpynna npononacaeT npoBonaTb cBoe o6cJieHOBaHne Heo6xoflH- 
mhx /ijih a^epHoft nporpaMMbi npe^MeTOB (S/2019/171, n. 66) (cm. npnjio>xeHne 31). 

YKpenjieHHe noTeminajia nporpaMMbi no 6ajiJincTHHecKHM panei aM b njiaHe 
o6ecneHeHHH aBTOHOMnn, miTerpaunn n eiep/KiiBamisi 

80. 3anycK 4 h 9 Maa 2019 ro.ua hobofo Kiiacca 6amiHCTHHecKHx paxeT Manon narib- 
hocth 43 (S/2019/171, npHJio>KeHHe 84-4), a Taxvxe 3anycx 24 Hioiia 2019 ro^a flByx 
paxeT, Ha3BaHHbix I)eHTpanbHbiM TejierpacjnrbrM areHTCTBOM KopeH «TaxTHnecxHM 
ynpaBiiaeMbiM opyacneM hobofo THna» 44 , CBHfleTeiibCTByioT o choco6hocth KopeM- 
cxoh HapoAHO-^eMOxpaTHHecxoii Pecny6jinxn ocBaHBaTb xmoneBbie xoMnoHeHTbi 
cncTeM 6amiHCTHHecxHx paxeT, BXJiioHaa npoH3Bo,ncTBo TBepfloro paxeraoro Ton- 
jiHBa, o6ecneneHHe moGhhbhocth 3a cneT Hcnojib30BaHns pa3HHHHbix ranoB no- 
^BnacHbix nycxoBbix ycTaHOBox h enoeo6HOCTb npoHHxaTb b cncTeMbi npoTHBopa- 
xeTHoil o6opoHbi 45 . B nioHe 2019 ro/ia rocyziapcTBa-HJieHbi npe/icTaBHJiH rpynne 
cboh oueHxn, xacaiomneca Bceo6beMniomero h aBTOHOMHoro xapaxTepa xoMnnexc- 
hoh nporpaMMbi Kopencxon HapoAHo-^eMoxpaTHHecxoii Pecny6nHXH no SamiHCTH- 
necxHM paxeTaM, b paMxax xoTopoii ^ocTHaceHHa nporpaMMbi no 6annncTHHecxHM 
paxeTaM Manon .aanbHocTn noBbimaioT 3(J)(J)exTHBH0CTb Been nporpaMMbi no 6ajuin- 
CTHHeexHM paxeTaM. HecMOTpa Ha caHxnnH, Kopencxaa HapoAHO-^eMoxpaTnqecxaa 
Pecny6nnxa cyMeiia pa3MecTHTb y ce6a bcio nenonxy paxeTHoro npon3BOflCTBa (npn- 
HoaceHne 32, n. 4, n S/2019/171, npnjioaceHne 84.5). Ilpn 3tom Kopencxaa Hapo^Ho- 
/(eMoxpaTHHecxaa Pecny6nnxa npo^ojiacaeT cboio .neaTejibHocTb 3a pyOeacoM, b tom 


43 HcKOTopbic axcnepTM BbicKaaajiH mhchhc o tom, hto CHapa/ibi, BbinymeHHbie 4 a 9 Maa 
2019 ro/ia, aBJiaiOTCH «xaKTHHcCKHM ynpaBiiaeMbiM opy>KMCM», a He GaaJTHCTHMCCKHMH 
paicexaMH Majioii nanbHOCTH, h aHanorHHHu CHapa/iaM, BbinymeHHBiM 24 HMJia 2019 rona. 

44 HeHTpajibHoc Tejierpaij)Hoe areHTCTBO Kopew, 26 Hioiia 2019 ro^a. 

45 lTpnao>KCHHC 32, nn. 1-3. HoBaa no/mo/maa noflxa, o Koropoil 22 Hiona coo6mn.no 
llcHxpajibHOC TenerpatJiHoe areHTCTBO Kopen, mokct cayacHTb nnoma/iKOH ana 3anycxa 
6aji;iHcxM L iccKMx paxeT Manon aajiBHOCTH. 
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HHcne npo^aacy, 3aKynKH h TexHHHecxoe coTpyammecTBo, b penax pa3BHTHa cbohx 
nporpaMM no OanjiHCTHHeexHM paxeTaM n nojiyneHHH (JjHHaHCOBon BBiro^ti (npnno- 
aceHHe 32, n. 6). 

81. KopencKaa HapoflHO-,ZJeMOxpaTHHecxas PecnyOjiHxa HenpeptiBHO coBepuieH- 
CTByeT paccpeflOToneHHyio n cxpbrryio no/rteMHyro HHtjipacTpyxTypy /yia cBoen npo- 
rpaMMti 6annHCTHnecKHx paxeT, b tom nncne acene3Ho,ziopoacHyio ceTb, ot xoTopon 
OHa 3aBHCHT (npnnoaceHHe 32, n. 5, n S/2019/171, npHnoaceHHe 84.3). 

H3o6paaceHHe XIV 

3anycK 6ajiJiHCTHHecKOH paxeTbi Ma.ioii najibHocTH c nojiyocTpoBa Xoao 
b paiione ropoae BoHcaH 3 4 Maa 2019 roaa 



McmoHHUK: Hcmpa.ibHOC TejierpaijjHoe areHTCTBO Kopea (cjicea); Planet Labs, Inc (cnpaBa). 
a MecTO nycxa bajuiHCTHaecKoil paxeTbi Manofi aajitHOCTH (39°24'32.25" N 127°31'53.63" E) 
4 Maa 2019 rona a cjieabi atiMa b 01:54:39 BCB. 

VI. HenpeaHaMepeHHbie nocjieacTBHH caiiKumi 

82. CornacHo nyHXTy 25 pe30JTtonnn 2397 (2017), npe^ycMOTpeHHbre caHxpnaMH 
Mepbi He npH3BaHBi hmctb HeraTHBHbie ryMaHHTapHbie nocneflCTBna nna rpaacnaH- 
cxoro HaceneHna Kopeitcxon HapoflHo-^eMoxpaTnnecxoH PecnySnnxH hjih OTpana- 
TenbHo BJiwaTb Ha paOoTy Meac^yHapo^Hbrx h HenpaBHTeJibCTBeHHbix opraHH3auHH, 
3aHHMaiomHxca oxa3aHHeM noMomH, BxmoHaa apetBbiHaHHyro noMomb, b stoh 
CT paHe Ha 6naro ee rpaayjaHcxoro HaceneHna. B noxnane o noTpeOHocTax h npno- 
pHTeTax Kopencxon HaponHo-/l,eMoxpaTHHecxoH PecnyOjiHXH 3a 2019 ron xoopnn- 
HaTop-pe3HfleHT OpraHinanHH OSbenHHeHHbix Hanna 3aaBHn, hto «nonoaceHHe 
mhjijihohob moneH b KH/JP ocTaeTca TaacenbiM. HanOonee ya3BHMbie rpynnbr Hace- 
neHHa b stoh CTpaHe CTpanaioT ot oTcyrcTBHa nponoBOJTbCTBeHHOH 6e3onacHocTH, 
HenoCTaTOHHoro nHTaHHa h orpaHHHeHHoro nocTyna x ochobhmm ycnyraM. B pe- 
syjibTaTe stoto oxojio 10,9 MHjuiHOHa nenoBex no-npeacHeMy HyayjaioTca b ryMaHH- 
TapHoil noMoujH flna yaoBjieTBopeHna cbohx noTpeOHocTea b npo/tOBOJibCTBUH, nn- 
tbhhh, 3npaBooxpaHeHHH h BO/TOCHa6>xeHHH, a Taxace caHHTapHH h ththcho) 46 . 
rpynne h3bcctho o npononacaromax nocTynaTb cooOmeHaax o tom, hto caHxpHH 
OpraHH3apHH OObeflHHeHHbix Hanna BJiexyr 3a co6oh Henpe/iHaMepeHHbie HeraTHB¬ 
Hbie ryMaHHTapHbie nocnencTBaa (HanpHMep, b oOnacTH 3npaBooxpaHeHHa, Bono- 
CHaSaceHHH h caHHTapHH, a Taxace oOecneneHHa nHTaHHeM ya3BHMbix rpynn Hacene- 
HHa). 


46 Cm. noxjiaa Koop/inHaTopa-pc3n;;cHTa Opramnaunn OGi.e/inHCHHhix Hanna no KopeHCxon 
H ap on ho -/I cm o KpaTH wccko h Pecny6jiHKe «IIoTpe6HocTH h npnopHTeTM KH/JP b 2019 roay» 
(MapT 2019 ro/ia). 
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83. B cBoeM npe^tiflymeM 3 axinoHHTe:ibHOM ^OKjia^e Ipynna onpeflennna niecTb 
ochobhbix npo 6 neM, xoTopbie cBH3am.i c HenpeflBH^eHHBiMH nocneACTBHHMH caHx- 
pnn n, no cnoBaM yqpe>KfleHHH n ryMaHHTapHtix onepannii OpraHnsaunn Ofibe/iH- 
HeHHBix Hamiti, HeraraBHo cKa3tiBaioTCH Ha ocymecTBJieHHH nx ryMarnTrapHtix npo- 
rpaMM b Kopencxoft HapoflHo-^eMoxpaTHnecxoH Pecny 6 nnxe (S/2019/171, n. 176). 
/)ByMH rjiaBHtiMH npoSneMaMH hbuhiotch 3a,aep>xxH b nonyneHHH H3ba thh ot Komh- 
TeTa n saKpbiTne 6 aHKOBCKoro xaHana. 6 aBrycTa 2018 ro^a Komhtct npHHaii «YBe- 
^OMjTeHne 06 oxa3aHnn noMomn b ocymecTBjieHHH N° 7: pyxoBo/iCTBo no nojiyneHHio 
H 3 baTHH H 3 pe>KHMa caHKnnn flux flocTaBXH ryMaHHTapHon noMouiK b KopeiicKyio 
HapoAHo-^eMOKparanecKyio Pecny 6 nnKy» 47 . Xotx cpeflHee BpeMx MeJK^y nojiyne- 
HneM n yTBep>K^eHHeM npocbfi o npeflocTaBjieHHH H3bXTHH 3HanHTem.Ho coxpaTH- 
nocb 48 , 6 aHKOBCKHH KaHan bo ccTaHOBjieH He 6 biji. 3tot (jiaxT, Hapxfly c npaxTHxon 
OTKa3a (JjHHaHcoBBix ynpoxfleHHH ot coBepmeHHx nio 6 bix onepannii, cBaiattHbix c 
lopncflnxflHXMH c BbicoKon CTeneHbro pncxa, npoflonxcaeT npenaTCTBOBaTb ocy- 
mecTBJieHHio nporpaMM ynpeacfleHnn n ryMaHHTapHbix opraHH3annH OpramnannH 
OObe^HHeHHbix Hannil, hto npiiBOflHT k HeraTHBHbiM nocneflCTBHXM fljia rpaxcflaH- 
ckoto HaceneHna KopencKon HapoflHo-,ZJeMoxpaTHHecxoH Pecny 6 jiHXH. 

PeKOMeHflauHH 

84. Tpynna peKOMeHflyeT, hto6m cooTBeTCTByiomiie ynpoKfleHHH OpraHH3a- 
Uhh 06teflHHeHHbix Hamiii flBasxflbi b toa HH(J)opMHpoBajiH Komhtct o Henpefl- 
BHfleHHblX nOCJieflCTBHHX CaHKUHH flJIH TpajKflaHCKOTO HaCeJieHHH h hx onepa- 
Uhh b KopeiiCKOH HapoflHO-/l,eMOKpaTHHecKOH Pecny6jiHKe. 


VII. OTHeTHocTb rocyaapcTB-HJieHOB 

85. CTaTHCTnnecKne flaHHbie o nocneflHnx floxnaflax rocyflapcTB-nneHOB o Bbinon- 
HeHHH pe30J7K)HHH cm. b npHJioJxeHHH 33. Ipynna OTMenaeT, hto xojihhcctbo n xane- 
ctbo floxnaflOB rocy^apcTB-nneHOB HyxcflaioTCx b ynynmeHnn no BceM HanpaBJie- 
HnaM. Ipynna HanoMHHaeT Taxxce o xpaimeM cpoxe npeflCTaBjieHHa bccmh rocynap- 
CTBaMH-nneHaMH cpe^HecponHbix floxnaflOB o penarpHaunn Tpy^auinxca H3 Kopen- 
cxon HapoflHO-^eMOxpaTnnecxon Pecny6nnxn b cooTBeTCTBnn c nyHXTOM 8 pe3o- 
jttohhh 2397 (2017). KpoMe toto, ynnTbiBax pa3nnnna b ypoBHe xanecTBa cpe/me- 
cponHbix floxnaflOB, xoTopbix nocTynnno nnnib 37, Ipynna BHOBb noflnepxHBaeT 
BaacHOCTb toto, hto6m rocyflapcTBa-HJieHbr BxnionajiH b cboh floxnaflbi bcio Heo6xo- 
AHMyio noflpo6Hyio HttcJiopManHio. 


47 URL: www.un.org/securitycouncil/sites/www.un.org.securitycouncil/ 
files/1718_implementation_assistance_notice_7.pdf. 

48 3a ncpno;; c (JieBpana 2019 rona no MOMeHTa coCTaBjiCHna HacToaincro floxnafla Komhtct 
yTBcp/iHji 16 npocb6 o npc/iocraBjiCHHH H3T>aTHH. lfH(|)opManna 06 yTBepxc/iCHHhix Komhtctom 
H 3r>aTHax paiMCiuCHa Ha Be6-cafn-e no anpccy: 

www.un. org/sc/suborg/en/sanctions/1718/exemptions -measures/humanitarian-exemption- 
requests. 
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VIII. PeKOMeH^auHH 

1. rocyaapcTBa-HJieHbi aoJiacHbi aoK.iaibiBaib KoMHTeTy o jnoSbix H3BecT- 
hmx hm nepeaanax 3anpemeHHbix npeaMeTOB, Kax Toro Tpe6yiOT pesojiHiiuni. 

2. rocyaapcTBa-HJieHbi io.ivkhi.i coaeiicTBOBaTb o6MeHy nii(|)opMauni‘ii 
Meamy m e>K,iy ii apoui i»im n KOMnanHHMH no ToproBJie cbipbeBbiMH TOBapaxin, 
B.ia ie.ibnaMii n onepaTopaMH TaHKepHoro t|).ioi a n CTpaxoBiHHKaMH cv iob b ne- 
jihx npoBepKn (JjaKTnnecKoro nyHKTa Ha3HaneHHH TamcepoB, c tcm hto6m 
npe^OTBpaTHTb yKJiOHeHne ot caiiKiniii c noMonibio MaHnnyjiHunii c nepeaaT- 

HHKaMH aBTOMaTHMeCKOH CMCTOMbI OII0311 a B3 II IllI. 

3. Tpynna peKOMeHayeT KoMHTeTy 1718 BKJiiOHHTb b caiiKniioiiin>iii nepe- 
neHb cjieayK»mne cyaa 3a He3aKOHHyio nepeaany He<}>TenpoayKTOB b HapymeHne 
nyHKTa 5 pe30JiioiiHH 2397 (2017): 

a) Un Pha 2 (HMO JV® 8966535), njiaBaiomee noa <J>jiaroM Kopeiickoii 
HapoaHO-fl,eMOKpaTHHecKOH Pecny6jinKn, 3a nepeaany He^TenpoayKTOB c 
cyaHa Ha cyaHO c Hen3BecTHbiM TaHKepoM 27 MapTa 2019 roaa; 

b) Mu Bong 1 (HMO JV® 8610461), njiaBaiomee noa iJ)JiaroM KopencKon 
HapoaHO-fl,eMOKpaTHHecKOH Pecny6jinKn, 3a nepeaany He<}>TenpoayKTOB c 
cyaHa Ha cyaHO c HeH3BecTHbiM TaHKepoM 15 anpejia 2019 roaa. 

4. YaHTbiBaa, hto cyaa KopencKon HapoaHO-^eMOKpaTHnecKOH Pecny6jiHKH 
HcnoJib3yH)T jiHXTepbi, hto6m H36e>KaTb 3axoaa b nopTbi, aaMHHHCTpauHH nop- 
tob cjieayeT npoBoauTb 6ojiee TmaTejibHbiii aocMOTp tbkhx cyaos nyTeM npo- 
BepKH aoKyMeHTauHH, BKJiHJHaa cepTH^HKaTbi npoHcxoacaeHHH, HaKJiaaHbie h 
KOHOCBMCHTbl, a TaKVKe H3bIMaTb, aOCMaTpHB3Tb H KOH(|)HCKOBbIBaTb JlH)6bie 
cyaa, noao3peBaeMbie b nepeB03Ke 3anpeuieHHbix npeaMeTOB. 

5. Tpynna peKOMeHayeT KoMHTeTy 1718 BKJiiOHHTb b caHKUHOHHbin nepe- 
neHb cjieayrouiHe cyaa KopeftcKoii HapoaHO-,3,eMOKpaTHHecKOH Pecny6jiHKH 3a 
HapyuieHne nyHKTa 8 pe30JiioiiHH 2371 (2017): 

a) Paek Yang San (HMO JV® 9020534) 3a nepeaany 3anpeuieHHbix MaTe- 
pnajiOB c oaHoro cyaHa Ha apyroe 5 ceHTnOpn 2018 roaa; 

b) Ka Rim Chon (HMO JV® 8314811) 3a nepeaany 3anpeuieHHbix MaTepn- 
ajiOB c oaHoro cyaHa Ha apyroe 21 ceHTa6pn 2018 roaa; 

c) Pho Phyong (HMO JV® 8417962) 3a nepeaany 3anpeuieHHbix MaTepna- 
jiob c oaHoro cyaHa Ha apyroe 24 okth6ph 2018 roaa; 

d) Tae Yang (HMO JV® 8306929) 3a nepeaany 3anpeuieHHbix MaTepnajioB 
c oaHoro cyaHa Ha apyroe 25 okthOph 2018 roaa. 

6. Tpynna peKOMeHayeT KoMHTeTy bkjhohhtb b caHKUHOHHbin nepeneHb: 

KanHTana cyaHa Wise Honest Khms HoHa CoHa, a TaKace BJiaaejibija 3Toro 
cyaHa, KOMnaHHio Korea Songi Shipping Company (HMO JV® 5607043), h Kopno- 
pauiiio Korea Songi General Trading Corporation 3a hx npnnacTHOCTb k Hapy- 

HieHHIO CaHKUHH 

7. rocyaapcTBaM-njieHaM cjieayeT ycnjiHTb KOHTpojib 3a noBTopHbiM Bbe3aoM 
Ha hx TeppuTopnio jihh, KOTopue paSoTajin Ha BKjnoneHHbie b nepeneHb opra- 
iiiuaiiiiii. HcnoJib3yn npomjibie 3anncH h SnoMeTpHHecKHe aaHHbie. 

8 . Tpynna peKOMeHayeT CoBeTy Be3onacHocTH npn pa3pa6oTKe 6yaymHx 
caHKUHOHHbix Mep o6pamaTb oco6oe minMaimc Ha cepbe3HOCTb KiioepaiaK, co- 
BepmaeMbix KopeiicKoii HapoaHO-,3,eMOKpaTHHecKOH Pecny6jiHKH c uejibio 
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yKJlOHHTbCH OT BbHIOJlHeHHH pe30JH0I]HH nyTCM He33K0HH0r0 nOJiyneHHH flOXO- 
iob ;i.:ia CBoen cTpaHbi. 

9. rocyaapcTBaM-HJieHaM c-JieayeT o6ecne*iHTb, hto6m hx HopMaTHBHo-npa- 
BOBbie nojioaceHHH pacnpocTpaHHJiHCb Ha BnpTyajibHbie BajiiOTbi h HedaHKOB- 
CKne (JjniiaHcoBbie ynpeacaeiiHH, a Tanace npeanpnHTHH c(|)cpi,i aeHeacHbix ycjiyr, 
BKJiHjnaH diip,Kii KpHnTOBajiiOT. TaM, rae 3to uejiecoo6pa3HO, rocyaapcTBaM- 
HJieHaM cjieayeT npuHHMaTb Mepw peryjinpoBaHHH b othoihchhh (|)iiii;hicobi,i\ 
ynpeacaeHHH (BKJiioHaH nocTaBiuHKOB KpunTOBajiioTHbix ycjiyr), c tcm hto6m 
coaeftcTBOBaTb noBbiuieHHio ceTeBOH 6e3onacHOCTH b uejinx cHnaceHHH pncKa 
noTeHunajibHbix KnSepaTaK co ctopohm cy6beKTOB k’opeiicKoii HapoaHO-,3,eMO- 
KpaTHnecKOH Pecny6jiHKH b 6yaymeM. 

10. rocyaapcTBaM-HJieHaM c-JieayeT o 6 ecneHHTb, hto 6 m hx <{>HHaHCOBbie ynpe- 
VK^eHHH, BKJIIOHafl 6 aHKH H OUp'/KlI KpHnTOBajlHJT, npe/jnpHHHMajlH CaMOCTOH- 
TejibHbie uiarn ^jih 3aimiibi ot 3JioHaiviepeHHOH aenTe-JibHOCTH KopencKoii 
HapoflHO-/I,eMOKpaTHHecKOH Pecny 6 jiHKH b KHSepnpocTpaHCTBe. 3 th uiarn 
BKJiiOHaiOT yuacTne b o 6 MeHe HiicjiopMaiiHeH 06 yrpo3ax c apyrHMH cjniHaHco- 
BbiMH yupeac/ieHHHMH 'icpcs TaKHe opraimiaiiim. KaK I]eHTp oftMciia Hii(|)opMa- 
micii h aiia.iiua (|)imaiicoBbi\ ycjiyi. pa3pa6oTKy H30JiHpoBaHHbix KOMnbioTep- 
Hbix chctcm ajiH .lOK-ajiinaniiii .iiodbix aTaK, peryjinpHoe C03a aiine pe3epBHbix 
Konnif cbohx taniibi\. npoBe/jeHHe yicdm.ix 33HHTHH no pacnpocTpaHeHHbiM 
TaKTHKaM comia.ibiioii HHaceHepHH, ocymecTBJieHne hojihthkh, peryjinpyiomeH 
o 6 mch HHcfiopMaiiHen h aocTyn k CHCTCMaM, a Tanace pa3pa6oTKy njiaHOB pearn- 
poBaHim b cjiynae aTaKH. 

11. rocyaapcTBaM-njieHaM c-JieayeT o6ecneHHTb, hto 6 m dnp,kii KpnnTOBajiiOT 
HecjiH Te ace o6H3aTejibCTBa, hto h daiiKii, no npeaoTBpameHHio OTMbiBaHHH ao- 
xoaoB, TaKHe nan MOHHTopHHr noao3pHTejibHbix onepaijHH, npeaocTaBJieHHe 
npaBHTejibCTBaM iiii(|)opMamiii o coctohhhh chctob nocjie aTaK, 3aMopaa<HBa- 
Hne aKTHBOB Haxounmixcsi noa hx KOHTpoaeM opraHH3ai]HH, KOTopwe noana- 
aaiOT noa aencTBHe caHKijHH, h SjioKHponaHHe oiiepauiiii, KOTopbie, KaK CHHTa- 
eTCH, ocymecTBJiniOTCH co cneTOB, KOHTpojinpyeMbix 3JioHaMepeHHbiMH cy6beK- 
T3MH HJIH CBH3aHHbIX C HHMH. 

12. rocyaapcTBaM-njieHaM cjieayeT pacumpHTb cboh bosmohchocth no coaen- 
CTBHH) aKTHBHOMy OOMeilY HH(|)Op]ViaiIHeH KaK Ha HailHOHajIbHOM ypOBHe (Ha oc- 
HOBe ycneuiHoro MeacBeaoMCTBemioro coTpyaHHnecTBa), TaK h Ha MeacayHapoa- 
hom ypoBHe (Ha ocHOBe HHHunaTHB no o6MeHy nii(|)opxinmieii h coTpyaHnnecTBa 
b 6opb6e c yrpo3aMH a-ua 4 )HHaHC0B0r0 ceKTopa), c tcm hto 6 m BbisiB.mib h 
npeaoTBpamaTb nonbiTKH KopeiicKoii HapoaHO-fl,eMOKpaTHHecKOH Pecny6- 
JIHKH HCn0JIb30BaTb CBOH KH6epnOTeHI]HajI I.Ia yKJIOHeHHH OT eaHKIJHH. Ilpa- 
BHTejibCTBaM Heo6xoaHMO oSMeHHBaTbcn nepeaoBbiM onbiTOM h nepeaaBaTb ero 
cooTBeTCTByiomHM nacTHbiM CTpyKTypaM. 

13. Tpynna peKOMeHayeT, hto6m cooTBeTCTByiomHe ynpeacaeHHH OpraHH3a- 
hhh 06beaHHeHHbix Hamiii a»aacabi b roa HHijiopMHpoBajiH Komhtct o Henpea- 
BHaeHHbix nocjieacTBHHx caHKUHH aJiH rpaacaaHCKoro HacejieHHH h hx onepa- 
hhh b KopencKOH HapoaHO-fl,eMOKpaTHHecKOH Pecny6jiHKe. 
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npilJlO/KeHHH 

Annex 1: United States submission to the 1718 Committee of 11 June 2019 


June 11.2019 


Dear Ambassador Christoph Hens gen. 

On behalf of Australia. Austria. Belgium. Canada, the Czech Republic. 
Dominican Republic. France. Germany. Hungary. Italy. Japan. Latvia. Lithuania. 
Republic of Malta. Marshall Islands. Federated States of Micronesia. Kingdom of the 
Netherlands. New Zealand. Poland. Peru. Spain. Slovak Republic. Ukraine, and the 
United States. I have the honor to submit to the 1718 Committee a request for the 
Committee Secretary to take the actions described in paragraph 5 of UNSCR 2397 
because the DPRK has breached the 2019 annual cap for refined petroleum products. 
Anached. please find a report detailing observations of illicit North Korean refined 
petroleum imports. When these observed illicit refined petroleum imports and the 
reported imports are combined, die aggregate amount of refined petroleum imported into 
the DPRK is in excess of the 500.000 refined petroleum cap set m UNSCR 2397. 
Specifically, we request the 1718 Committee Secretary take the following actions: 

• We request the 1718 Committee Secretary issue a public note verbale to all UN 
Member States, and for die Chau to issue a Committee press release to inform the 
general public that the DPRK has breached the UNSCR 2397 OP5 refined 
petroleum product quota for 2019 and order an immediate halt to all transfers of 
refined petroleum products to the DPRK until the end of the year 

• We further request the 1718 Committee Secretary update the website to mclude 
the illicit refined petroleum imports and show that the 2019 quota has been 
breached. 

• We further request the 1718 Committee to include in this note verbale and press 
release a call on all member states to immediately exercise enhanced vigdance 
against the DPRK attempting to procure additional refined petroleum products 
and to prevent illicit ship-to-ship transfers of refined petroleum products to 
vessels owned, controlled, or acting on behalf of or working in cooperation with 
the DPRK 

We request the Chair circulate our report to the 1718 Committee and our 
proposals for Committee action by today. June 11, 2018 under the regular 5-day NOP 
process We thank you m advance for your assistance. 


Sincerely. 




Philipp Charwath 

Minister Plenipotentiary 

Deputy Permanent Representative 


David Yardlcy 
Political Coordinator 


Permanent Mission of Australia to the United Nations Permanent Mission of Austria to the United Nations 
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is Uogaert 
Political Coordinator 

Permanent Mission of Belgium to the United Nations 


1“ Committee Expert 

Permanent Mission of the Czech Republic 

to the United Nations 



the t Inited Nations 



Jos6 Singer 

Special Envoy of the Dominican Republic 
to the Security Council 

Permanent Mission of the Dominican Republic 
to the United Nations 


Antoine Michon 
Minister Counsellor 

Permanent Mission of France to the United Nations 

A'Uv 

Mr. Zoltan Varga 

Minister Plenipotentiary 

Deputy Permanent Representative 

Permanent Mission of Hungary to the United Nations 

Kosuke Amiya ' 

Counsellor/ Alternate Political Coordinator 
Permanent Mission of Japan to the United Nations 



Christoph Heusgen 

Permanent Mission of the Federal Republic 
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REPORT TO THE I N 1718 C OMMITTEE: 

NORTH KOREA'S BREACH OF THE UNSCR 239~ REFINED PETROLEUM CAP 

(UNCLASSIFIED) The United States and its partners remain gravely concerned about the 
degree of UN Security Council resolution (UNSCR) violations that are occurring in relation to 
North Korea 's (DPRK) import of refined petroleum products. UNSCR 2397 operative paragraph 
5 restricts the DPRK to 500.000 barrels of refined petroleum imports per year subject to a 
mandatory reporting requirement. Any Member State supplying, selling, or transferring refined 
petroleum volumes to the DPRK is required to submit reports to the UNSC 1718 Committee 
informing it of these transfers within 30 days of the transfer m order to allow the Committee to 
maintain an accurate accounting of the DPRK s imports. 

(UNCLASSIFIED) UNSCR 2375 operative paragraph 11 requires that UN Member States 
prohibit their nationals, entities and individuals subject to their jurisdiction, and their flag vessels 
from engaging in ship-to-ship (STS) transfers of goods or items being transferred to or from the 
DPRK with DPRK-flagged vessels. Nevertheless, the DPRK continues to conduct STS transfers 
as its primary means of importing refined petroleum. This report finds that the DPRK has 
exceeded the UNSCR 2397 500,000 barrel quota for 2019. 

(UNCLASSIFIED) As STS transfers to DPRK-flagged vessels are explicitly prohibited by 
UNSCR 2375. the perpetrators involved m supplying refined petroleum products to DPRK- 
flagged tankers fail to report these volumes to the relevant UN Member State to avoid self¬ 
incrimination. Separately, there are observed deliveries occurring in select cases from non 
DPRK-flagged tankers. These deliveries are made by vessels likely under the control of the 
DPRK and whose associated volumes are not reported to the UN 1718 Committee by any 
Member State These vessels include the NEW REGENT (IMO 8312497). the SEN LIN 01 
(IMO 8910378). and the VIET TIN 01 (IMO 8508838) - see Table 1 The cumulative effect of 
these deliveries is that the UN 1718 Committee's official accounting of the DPRK's imports 
vastly underrepresents the volume of refined petroleum products that actually enter the DPRK 
via its fleet of oil tankers and other associated vessels. UNSCR 2397’s provision limiting the 
DPRK's ability to import refined petroleum products is intended to tighten sanctions in response 
to the DPRK's development of nuclear weapons and ballistic missiles that threaten international 
peace and security and are prohibited by numerous UNSCRs. The restriction on the DPRK's 
refined petroleum imports is critical to maintaining pressure on the DPRK. including those 
parties responsible for its WMD program, to achieve the final, fully verified denuclearization of 
the DPRK As long as the DPRK continues to import refined petroleum products with no 
accountability at the UN, UNSCR 2397 operative paragraph 5 does not have its intended effect. 

(UNCLASSIFIED) In order to ensure the full and effective implementation of UNSCR 2397. 
there must be an established methodology to evaluate the volume of illicit refined petroleum 
products that enter the DPRK as a result of its UN-prohibited STS transfers with DPRK-flagged 
vessels or deliveries by non DPRK-flagged tankers that Member States fail to report to the UN 
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1718 Committee. As stated, the responsible Member States supplying this refined petroleum to 
DPRK-flagged tankers and vessels working on behalf of the DPRK via STS transfers are failing 
to report these volumes to the 1718 Committee, so an alternative methodology must be 
established. UN Member States now have one full calendar year of evidence that these volumes 
are not integrated into the 1718 Committee's official accounting of the DPRK's refined 
petroleum product import volumes. 

(UNCLASSIFIED) This report seeks to once again establish the best possible methodology for 
an official accounting of the DPRK's refined product imports procured via illicit STS transfers 
with DPRK-flagged vessels and other delivery volumes that are not reported to the UN 1718 
Committee. The DPRK imports refined petroleum products primarily via STS transfers. The 
DPRK operates a fleet of oil tankers capable of carrying and transiting petroleum and engaging 
in STS transfers This tanker fleet is identified in a series of U.S. government maritime 
advisories released by the Departments of State and Treasury, and the U.S. Coast Guard. These 
tankers are constantly in transit seeking counterparties with which to conduct STS transfers m 
order to procure refined products to deliver to the DPRK. These tachcs and patterns of behavior 
are well documented in the aforementioned U S. government advisories. 

(UNCLASSIFIED) Following the procurement of refined petroleum products via STS transfer, 
DPRK-flagged tankers and tankers working on behalf of the DPRK return to ports located in the 
DPRK that are equipped with oil unloading infrastructure in order to lift the refined petroleum 
products from the tankers so that they can enter circulation into the DPRK for consumption The 
Nampo port in the Taedong River is the primary port used for tanker deliveries as it is outfitted 
with the necessary tanker unloading infrastructure, maintains substantial refined petroleum 
product storage facilities, and is serviced by rail lines that enable the transit of refined petroleum 
products to petroleum demand centers throughout the DPRK. It can be confidently assessed that 
this infrastructure, and the tankers utilizing it, carry only refined petroleum products given that 
any contamination of petroleum poses significant risk of damage to end use equipment of 
petroleum such as vehicles, electricity generators, and other machinery. As a result, this 
infrastructure is not utilized to transit other substances as it would pose a significant risk of 
contamination The United States provided images of this infrastructure to the 1718 Committee 
and Panel of Experts on September 17, 2018 as part of a previous report on this matter. Those 
images are being resubmitted to accompany this report. 

• The first image (Report Image 1) shows an overhead view of the Nampo port, the 
DPRK’s largest marine import terminal, and the associated onshore refined petroleum 
product storage infrastructure. In the image. Nampo's offloading infrastructure can be 
seen clearly. On the right side of the image, a DPRK-flagged tanker can be seen 
anchored at Nampo's offloading buoy that connects to subsea pipelines to bring the 
refined petroleum products from tankers into Nampo's storage infrastructure prior to 
distribution. On the left side of the image. Nampo's piers can be seen where tankers also 
have the ability to unload directly into onshore pipelines feeding additional storage 
facilities for refined petroleum products. 
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• The second image (Report Image 2) shows the DPRK-flagged M/T YU JONG 2 
anchored at an offloading buoy at the Nampo petroleum products storage west port 
facility in the Taedong River on July 21. 2018 in the process of delivering refined 
petroleum products procured via illicit STS transfer. 

• The third image (Report Image 3) shows the DPRK-flagged M/T AN SAN 1 anchored at 
an offloading buoy at the Nampo petroleum products storage west port facility in the 
Taedong River on August 17, 2018 in the process of delivering refined petroleum 
products procured via illicit STS transfer. 

• As with all STS transfers, the YU JONG 2 and AN SAN 1 shipments were not reported 
to the 1718 Committee as UNSCR 2397 requires. 

(UNCLASSIFIED) This report submits additional imagery and data that thoroughly document 
the activities of the DPRK-flagged tanker fleet and tankers working on behalf of the DPRK in 
their pattern of sailing from the DPRK's territorial sea to areas of commercial vessel traffic to 
conduct STS transfers, and subsequently delivering the illicitly procured refined petroleum 
products to DPRK ports to unload. These images and maps demonstrating DPRK-flagged tanker 
movements clearly establish that the DPRK is undertaking these activities on a vast basis. 

(UNCLASSIFIED) The United States and Japan have documented at least eight instances of STS 
transfers this sear m which DPRK-flagged tankers received refined petroleum products from 
feeder tankers that have not been reported to the 1718 Committee for its official accounting of 
the DPRK’s imports. Each of these STS transfers is described below. 

1. (UNCLASSIFIED) On 2 January 2019, the North Korean-flagged tanker JI SONG 6 
(TMO: 8898740) was observed moored alongside Siena Leone-flagged TIANYOU 
(IMO: 8817007) in the Korea Bay (38-27N 124-22E) to conduct an STS transfer (Report 
Images 4-5). Following the STS transfer, the JI SONG 6 returned to Nampo for delivery; 
its transit path is demonstrated on the map in Report Image 4. On 7 January 2019, JI 
SONG 6 returned to Nampo and unloaded its refined product cargo. 

2. (UNCLASSIFIED) On 18 January 2019. the North Korean-flagged tanker AN SAN 1 
(IMO; 7303803) was observed moored alongside an unidentified tanker of unknown 
nationality conducting an STS transfer of refined petroleum products (Report Images 6- 
7). On 11 February 2019, AN SAN 1 was observed at the Nampo offloading buoy- 
discharging its refined product cargo into Nampo's storage facilities (Report Image 8). 

3. (UNCLASSIFIED) On 24 January 2019. the North Korean-flagged tanker KUM JIN 
GANG 2 (IMO; 8708684) was observed moored alongside Cook Islands-flagged HONG 
MAN (IMO: 9170949) m the East China Sea conducting an STS transfer (Report Images 
9-11). Following the STS transfer, the KUM JIN GANG 2 returned to for Nampo for 
delivery; its overall transit path is demonstrated on the map in Report Image 9. On 13 
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February 2019. KUM JIN GANG 2 was observed at the Nampo Buoy dtschargmg refined 
petroleum (Report Image 12). 


4 (UNCLASSIFIED) On 2 March 2019. the North Korean-flagged tanker SAEBYOL 
(IMO: 8916293) was observed moored alongside an unidentified tanker of unknown 
nationality conducting an STS transfer of refined petroleum products (Report Image 13). 
Following the STS transfer, the SAEBYOL returned to Nampo for delivery. On 8 March 
2019. SAEBYOL was observed at the Nampo offloading buoy to lifi its refined product 
cargo into Nampo’s storage facilities (Report Image 14). 

5. (UNCLASSIFIED) On 20 March 2019. the North Korean-flagged tanker YU SON (IMO: 
8691702) was observed moored alongside an unidentified tanker of unknown nationality 
conducting an STS transfer of refined petroleum products (Report Images 15-17). 
Following the STS transfer, the YU SON returned to Nampo for delivery of its refined 
product cargo by 29 March (Report Image 18). 

6. (UNCLASSIFIED) On 27 March 2019. North Korean-flagged UN PHA 2 (aka KUM 
GANG 3, IMO: 8660313) was observed moored alongside an unidentified tanker at 
coordinates 43-02N 131-54E conducting an STS transfer of refined petroleum products 
(Report Images 19-20). Followmg the STS transfer, the UN PHA 2 returned to Wonsan 
for delivery: its overall transit path is demonstrated on the map in Report Image 19. On 2 
April 2019, KUM JIN GANG 2 was observed anchored at the Wonsan port to deliver its 
refined petroleum cargo (Report Image 21). 

7 (UNCLASSIFIED) On 31 March 2019, North Korean-flagged CHON MA SAN (IMO 
8660313) was observed moored alongside Sierra Leone-flagged TIANYOU (IMO: 
8817007) in the Korea Bay (38-28N 124-24E) conducting an STS transfer of refined 
petroleum products (Report Images 22-23). Following the STS transfer, the CHON MA 
SAN returned to Nampo for delivery; its transit path is demonstrated on the map in 
Report Image 22. On 3 Apnl 2019. North Korean-flagged CHON MA SAN was 
observed at a pier in Nampo discharging its refined petroleum cargo (Report Image 24). 

8. (UNCLASSIFIED) On 15 April 2019. North Korean-flagged MU BONG 1 (IMO: 
8610461) was observed moored alongside an unidentified tanker in the Korea Bay (38- 
19N 124-19E) conducting an STS transfer of refined petroleum products (Report Images 
25-26). Following the STS transfer, the MU BONG 1 returned to Nampo for delivers’, its 
transit path is demonstrated on the map in Report Image 25. On 23 Apnl 2019. North 
Korean-flagged MU BONG 1 w as anchored in Nampo waitmg to discharge its refined 
petroleum cargo (Report Image 27). 

9 (UNCLASSIFIED) The DPRK also continues to evolve its tactics in order to maintain a 
consistent flow of illicit volumes of refined petroleum products mto its ports Report 
Image 28 depicts the formerly Panama-flagged and UN-sanctioned STS feeder vessel 
NEW REGENT (IMO 8312497: imagery of NEW REGENT - KUM UN SAN 3 STS 
transfer on June 7. 2018 previously shared with the Panel of Experts and 1718 
Committee) docked in Nampo. As of April 23. the vessel delivered petroleum to Nampo 
on two occasions (March 28 and April 10) as listed in Table 1. The addition of the tanker 
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Table 1: 2019 DPRK and Other Tanker Deliveries and Associated Volumes (in barrels) 

Port 

Ship Name 

Arrival 

Date 

Dead 

Weight 

Tonnage 

Delivery 

V olume if 
33% 
Laden 

Delivery 
Volume if 
50% 

Volume if 
90% Laden 

Nampo 

Sen Lrn 01 

l-Jan-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Mu Bong 1 (Rvong Bong 

1) 

4-Jan-19 

1.998 00 

659.00 

999 00 

1.798.20 

Nampo 

Ji Song 6 

7-Jan-19 

1.250.00 

413.00 

625.00 

1,125.00 

Nampo 

Chong Ryong San 

S-Jan-19 

1,665.00 

549.00 

832.50 

1,498.50 

Nampo 

Yu Phyong 5 

8-Jan-19 

1.966.00 

649.00 

983.00 

1.769.40 

Nampo 

Kum Jin Gang 2 

1 l-Jan-19 

2.100.00 

693.00 

1.050.00 

1.890 00 

Nampo 

Ji Song 6 

12-Jan-19 

1.250.00 

41300 

625.00 

1.125.00 

Nampo 

Sen Lrn 01 

12-Jan-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Chong Ryong San 

14-Jan-19 

1.665.00 

549.00 

832.50 

1.498.50 

Nampo 

Sam Jong 2 

14-Jan-19 

2.507.00 

827.00 

1.253.50 

2.256.30 

Najin 

Song Won 

16-Jan-19 

2,101.00 

69300 

1,050.50 

1,890 90 

Nampo 

Nam San 8 

17-Jan-19 

3,150.00 

1,040.00 

1.575.00 

2,835.00 

Nampo 

Sen Lin 01 

18-Jan-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Rye Song Gang 1 

19-Jan-19 

3.003.00 

991.00 

1.501.S0 

2.702.70 

Nampo 

Kum Un San 

19-Jan-19 

2,070.00 

683.00 

1,035.00 

1,863.00 

Nampo 

Pu Rvong (Kum Un San 

3) 

22-Jan-19 

3.279.00 

1.082.00 

1.639.50 

2.951.10 

Nampo 

Chon Ma San 

23-Jan-19 

3.565.00 

1.176.00 

1.782.50 

3.208.50 

Nampo 

An San 1 

23-Jan-19 

3.003.00 

991 00 

1.501.50 

2.702.70 

Nampo 

Mu Bong 1 (Ryong Bong 

1) 

23-Jan-19 

1.998.00 

659.00 

999 00 

1.798.20 

Nampo 

Mvong Rvu 1 

24-Jan-19 

817.00 

270.00 

408.50 

735.30 

Nampo 

Rye Song Gang 1 

25-Jan-19 

3.003.00 

991.00 

1.501.50 

2.702.70 

Songnim 

Yu Phyong 5 

26-Jan-19 
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1,966.00 

649.00 

983 00 

1,769.40 

Nampo 

Chong Ryong San 

28-Jan-19 

1.665 00 

549.00 

832 50 

1.498.50 

Songnim 

Yu Phvong 5 

30-Jan-19 

1,966.00 

649 00 

98300 

1,769 40 

Namoo 

Yu Son 

4-Feb-19 

3.398.00 

1.121.00 

1.699.00 

3.058.20 

NamDO 

Kum Jm Gang 2 

4-Feb-19 

2.100.00 

693.00 

1.050.00 

1.890.00 

Namoo 

Pu Ryong (Kum Un San 

3) 

S-Feb-19 

3.279 00 

1.082 00 

1.639 50 

2.951.10 

Najin 

Song Won 

S-Feb-19 

2,101.00 

693.00 

1,050.50 

1,890.90 

Chong] in 

Nam San 8 

6-Feb-19 

3.150.00 

1.040.00 

1,575.00 

2.835.00 

Najin 

Kum Un San 

7-Feb-19 

2.070.00 

683.00 

1.035.00 

1.863.00 

Nanico 

Saebvol 

9-Feb-19 

1,150.00 

380.00 

575.00 

1.035.00 

Namoo 

Sen Lin 01 

22-Feb-19 

1.159.00 

382.00 

579.50 

1.043.10 

Namoo 

Myong Ryu 1 

25-Feb-19 

817.00 

270.00 

408.50 

735.30 

Nampo 

VielTinOl 

25-Feb-19 

5.453.00 

1.799.49 

2.726.50 

4.907.70 

Narnpo 

Yu Phyong 5 

4-Mar-19 

1.966 00 

649 00 

98300 

1,769.40 

Namoo 

Sen Lm 01 

6-Mar-19 

1.159.00 

382.00 

579.50 

1.043.10 

Namoo 

Saebvol 

8-Mai-19 

1.150.00 

380.00 

575.00 

1.035.00 

Namoo 

Kum Jin Gang 2 

10-Mar-19 

2.100.00 

693.00 

1.050.00 

1.890.00 

Nampo 

Myong Ryu 1 

ll-Mar-19 

817.00 

270.00 

408 SO 

735.30 

Namoo 

Sen Lin 01 

1 l-Mar-19 

1,159.00 

382.00 

579.50 

1,043.10 

Nampo 

Yu Phyong5 

12-Mar-19 

1.966.00 

649.00 

983.00 

1.769.40 

Namoo 

C'lion Ma San 

16-Mar-19 

3.565.00 

1.176.00 

1.782.50 

3.208.50 

Namoo 

Mu Bong 1 (Ryong Bong 

1) 

19-Mar-19 

1,998 00 

659.00 

999.00 

1,798.20 

Chongjin 

An San 1 

20-Mar-19 

3.003.00 

991.00 

1.501.50 

2,702.70 

Namoo 

Nam San 8 

22-Mar-19 

3.150.00 

1.040 00 

1.575.00 

2.835.00 

Nampo 

Sam Jong 2 

22-Mar-19 

2.507.00 

827.00 

1.253.SO 

2.256.30 

Nampo 

Chong Ryong San 

23-Mar-19 
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1,665.00 

549.00 

83250 

1,498.50 

Nampo 

Son Lm 01 

23-Mar-19 

1.159.00 

382.00 

579.50 

1.043.10 

Chong] in 

Kum Jin Gang 3 (aka 

Wan Heng 11) 

25-Mar-19 

4,983 00 

1,644.00 

2.491 SO 

4,484.70 

Chong] in 

Kum Jin Gang 3 (aka 

Wan Hong 11) 

27-Mar-19 

4.983.00 

1.644.00 

2.491.50 

4.484.70 

Nampo 

New Regent 

28-Mar-19 

4.999.00 

1.649.67 

2.499.50 

4.499.10 

Nainpo 

Yu Son 

29-Mar-19 

3.398.00 

1,121.00 

1.699 00 

3.058 20 

Nampo 

Kum Jin Gang 2 

29-Mar-19 

2,100.00 

693.00 

1,050.00 

1,890.00 

Wonsan 

UnPha 2 

2-Apr-19 

1.205.00 

398.00 

602.50 

1,084.50 

Nampo 

Myong Ryu 1 

3-Apr-19 

817.00 

270.00 

408.50 

735.30 

Nampo 

Chon Ma San 

3-Apr-19 

3,565.00 

1,176.00 

1,782.50 

3.208.50 

Nampo 

Kum Un San 

3-Apr-19 

2,070.00 

683.00 

1.035.00 

1.863.00 

Nampo 

SenLmOl 

6-Apr-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Saebyol 

8-Apr-19 

1.150.00 

380.00 

575.00 

1.035.00 

Nampo 

Sam Jong 1 

8-Apr-19 

1.665 00 

549.45 

832.50 

1.498.50 

Nampo 

Chon Ma San 

8-Apr-19 

3.565.00 

1.176.00 

1.782.50 

3.208.50 

Nampo 

New Regent 

10-Apr-19 

4.999.00 

1.649.67 

2.499.50 

4.499.10 

Nampo 

Pu Rvong (Kum Un San 

3) 

10-Apr-19 

3.279.00 

1.082.00 

1.639.50 

2.951.10 

Chongj in 

Sam Jong 2 

11-Apr-19 

2.S07.00 

827.00 

1253.50 

2256.30 

Chong] in 

Nam San S 

17-Apr-19 

3,150.00 

1.040.00 

1,575.00 

2,835.00 

Nampo 

SenLmOl 

17-Apr-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Mu Bong 1 (Ryong Bong 

1) 

18-Apr-19 

1.998 00 

659.00 

999 00 

1.798.20 

Nampo 

Kum Jm Gang 3 (aka 
WanHeng 11) 

18-Apr-19 

4,983 00 

1,644.00 

2,491.50 

4,484.70 

Nampo 

Chong Ryong San 

19-Apr-19 

1.665.00 

549.00 

832.50 

1.498.50 

Nampo 

SenLmOl 

23-Apr-19 

1.159.00 

382.00 

579.50 

1.043.10 
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(UNCLASSIFIED) In the scenario in which all of the 70 deliveries included folly laden tankers, 
the DPRK has more than doubled the UNSCR 2397 import quota as of April 23 with 1.093 
million barrels of imports. If all the DPRK deliveries included only half-laden tankers - a rather 
unlikely scenario - the DPRK is still already in breach of the UNSCR 2397 import quota with 
illicit import volumes of more than 607,000 barrels. Finally, even in the highly unlikely scenario 
that every single tanker delivery that has taken place in 2019 only included a one-third laden 
vessel (a scenario in which DPRK imports constitute over 400.000 barrels), the DPRK would 
still be in breach of the UNSCR 2397 import quota when the year-to-date UN reported volumes 
are combined with the DPRK's illicit imports - see Table 2. As of submission of this report. 
China and Russia collectively have reported 92.229.66 barrels of refined petroleum product 
transfers to the UN 1718 Committee for the months of January and February, which would bring 
the DPRK's overall total of refined product imports in 2019 to over 493.000. When China and 
Russia report transfers for March and April, the one-third laden scenario would suipass the 
500,000 barrel quota presuming these reports are within even a fraction of monthly averages 
from the prior 14 months or reporting. 
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Table 2: North Korea's Total Refined Petroleum 
Import Volume 



JANUARY FEBRUARY MARCH 

Delivery Volume at 33% Laden 
Delivery Volume at 50% Laden 
Delivery Volume at 90% Laden 
UN Reported Volumes 

-^—Cumulative Total (33% Laden. UN-reported Volumes) 
—Cumulative Total (50% Laden. UN-repotted Volumes) 
^—Cumulative Total (90% Laden. UN-reported Volumes) 
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(UNCLASS1HLD) Given the evidence prodded herein, and that all three scenarios of illicit 
import volumes demonstrate that the DPRK has breached the UNSCR 2397 import cap. we ask 
for the support of the Panel, the 1718 Committee, and Member States in seeking the 1718 
Committee's immediate determination that the cap has been breached, and to subsequently notify 
UN Member States of the breach and confirm that all subsequent transfers of refined petroleum 
to the DPRK must immediately halt. Similarly, the Panel of Experts is requested to review this 
report’s analysis and underlying evidence in order to include this assessment m the 2019 mid¬ 
term report on the volumes of imports to the DPRK and the associated implications for the 
implementation of UNSCR 2397's refined product import quota. 


Source : Member State 
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Annex 2: Communication of the Russian Federation to the 1718 Committee of 
18 June 2019 


On the issue of refined petroleum cap Russia would like to recall the provisions of 
UNSCR 2397, which stipulates that the Committee notifies all Member States when 
an aggregate amount of refined petroleum products sold, supplied, or transferred to the 
DPRK of 75,90 and 95 per cent of the aggregate yearly amounts of 500 000 barrels 
have been reached, and only in the latter case (95 per cent), such notification is 
accompanied by an information about the requirement to immediately cease further 
deliveries of refined petroleum products to the DPRK for the remainder of the year. 

In the absence of the aforementioned notification of the Committee, export of 
refined petroleum products to the DPRK is fully in line with the requirements of the 1718 
sanctions regime 

We are still considering the information provided by the US regarding the cases of 
alleged ship-to-ship transfers of refined petroleum products to the DPRK, as well as the 
results of the computer modeling. We've also noticed that out of 79 cases of alleged 
STS transfers only 9 imagery sets were provided. We believe that at the current stage it 
is premature for the Committee to make a conclusive decision regarding the US 
proposal and to cease refined petroleum export to the DPRK 

It is with this understanding we suggest the US provide the 1718 Panel of Experts with 
appropriate information regarding reported cases of STS transfers and with the 
methodology of petroleum calculations to study it thoroughly and impartially 

Upon receiving the results of such a study we are ready to return to the consideration of 
this issue with a view to eventually making an objective decision. 

In the meantime Russia would like to put the US proposal on hold 

Alexey 


Source : Member State 
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Annex 4: Manifest of cargo loaded onto the Viet Tin 01 



CONSIGNEE: TO THE ORDER OF TO 1 


Vopak 

MANIFEST 
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Annex 5: Vessels documented through imagery conducting ship-to-ship transfers of coal off 
the Gulf of Tonkin and offloaded at Qisha 


# 

STS Transfer 

Date 

Vessel 

Offload Date 

1 

5 September 
2018 

Pack Yang San 

IMO: 9020534 
DPRK-flagged 

By 23 December 
2018 

2 

21 September 
2018 

Ka Rim Chon 

IMO: 8314811 
DPRK-flagged 

3 

23 September 
2018 

Pho Phyong 

IMO: 8417962 
DPRK-flagged 

4 

24 October 
2018 

Pho Phyong 

IMO: 8417962 
DPRK-flagged 

By 27 December 
2018 

5 

25 October 
2018 

Tae Yang 

IMO: 8306929 
DPRK-flagged 

6 

15 February 
2019 

Asia Honor 

IMO: 8405220 
Unknown-flagged 
(formerly Comoros-flagged) 

By 7 March 

2019 


Source : Member State 




Annex 6.1: Response from the People’s Republic of China to the queries from 
the Panel 


S/2019/691 


1. S/AC.49/2019/PE/OC. 26 

China attaches great importance to the ship-to-ship transfers and 
smuggling issue. The competent Chinese authorities including the 
Coastal Guard has taken a series of measures to strength the patrolling 
and monitoring in relevant sea areas and fully implement the Security 
Council resolutions. The information provided by the Panel lacks 
timeliness and cannot lead to on-site investigation. The information of 
relevant vessels is ambiguous and lacks accuracy, which does not 
constitute a full evidence chain or basis for further investigation. 

Based on China’s investigation, all of the coal vessels berthed at 
Qisha port have legal importing documents, and the origin of the coal 
is not the DPRK. In fact, most of the bulk cargo ships are very similar 
in shape, and it is imprudent to make association between the vessels 
involved in the ship-to-ship transfers with the ones berthed at Qisha 
port merely based on the satellite images. 


Source : Member State 
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Annex 6.2: Response from the People’s Republic of China to the queries from 
the Panel 


2. S/AC.49/2019/PE/OC. 49 

China has seriously implemented relevant provision of the 
Security Council resolutions that prohibits procuring fishing rights 
from the DPRK. The competent Chinese authorities have prohibited 
ocean fishing operations in the DPRK sea areas, strengthened control 
and law-enforcement on illegal fishing activities in the sea areas 
between China and the DPRK, and urged fishing companies to conduct 
fishing operations in accordance with relevant laws and regulations. 
According to our investigation, 12122” is not a fishing vessel 

legally registered in China. The flag state and vessel identification 
could not be verified simply based on the painted ship name. We hope 
the Panel does not include such fragmented information in the report. 


Source : Member State 
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Annex 7: Document showing Qingdao Global Shipping Co Ltd as Dong 
Thanh’s vessel operator 


FM: METRO OCEAN LIMITED 


MV. CAPTAIN GEORGE K - VOYAGE INSTRUCTION DO 3 rd APRIL 2019 


DEAR CAPTAIN: 


WE ARE QINGDAO GLOBAL SHIPPING CO., LIMITED AS THE APPOINTED/AUTHORISED 
OPERATOR FOR AND ON BEHALF OF THE CHTRS/METRO OCEAN LIMITED AND WELCOME 
YOU AND YOUR CREW TO THIS FIXTURE. 

PLS NOTE THAT YR GOOD VSL WL BE DELIVERED TO CHTRS/ METRO OCEAN LIMITED ON 
DLOSP DAVAO PORT WITHIN LAYCAN 0001LT 3 rd ~ 2359LT 4™ APRIL 2019. 

PLS INFORM THE BUNKER ROB ON DELIVERY. 


CHTRS: 

METRO OCEAN LIMITED 

ADD: FLAT/RM A20/F KIU FU COMMERCIAL BLDG 300 LOCKHART ROAD, WAN CHAI, HONG 
KONG. 


CHTRS VSL OPERATOR: 

QINGDAO GLOBAL SHIPPING CO., LIMITED 

ATTENTION: MR. LIMAO ZHANG MBL: +86-18866421365 E-MAIL: 


VOYAGE INSTRUCTIONS: 

AA: TCT MAIN TERMS: 

01. DELY: DLOSP DAVAO PORT ATDNHINC 

02. LAYCAN: 0001LT 3 rd - 2359LT 4 th APRIL. 2019. 

03. 1 TCT VIA SP(S), SB(S), SA(S), AAAA,AWIWL WITH HARMLESS, LAWFUL CARGO ALWAYS 
W/I INL (INTERNATIONAL NAVIGATIONAL LIMITS). TRADING FIRM INTENTION: VIA 
INDONESIA WITH LAWFUL & HARMLESS COAL TO MALAYSIA. 

DURATION AST 17 DAYS WOG. 

04. REDEL: DLOSP ISP MALAYSIA, INT. KUANTAN PORT. 

05. BUNKER CL: 

B.O.D.: IFO/380CST AND MGO, PLS ADVISE: 


Note: Metro Ocean is the sub-charterer of the Dong Thanh, and is located in the same building as Qingdao Global 
Shipping Group Ltd (former Qingdao Global Shipping Co, Ltd). 
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Annex 8: Eko Setyamoko and Pt. Bara Makmur Sadayana company 

I Qfficial Translation ! 

[logo] 

PT. BARA MAKMUR SADAYANA 

COAL & MINERALS TRADING COMPANY 

Number : 268/BMS-MBSS/IV/2019 

Enclosure : - 

Re : Request for the Replacement of the Coal Carrier 

for Ship-to-Ship Transshipment 

Head, the Office of Customs and Excise Supervision and Service, 
Customs-B Mid-level Type (KPPBC TMP B), Balikpapan 
in Balikpapan 

In reference to the letter from the Head of KPPBC TMP B 
Balikpapan under number: S-624/WBC.16/KPP.MP.01/2019 dated 02 
April 2019 re: Approval of the Supervision of the Ship-to-Ship 
Transshipment, we would like to convey that the motor vessel 
MV. First Bridge has cancelled its departure for Indonesia 
because of cancellation by the ship owner. Accordingly, we 

would like to notify you of the replacement of the motor 
vessel that will be conducting the Ship-to-Ship Transshipment 
with the following data: 


No. 

Data 

Previously 

Replaced with 

1 . 

CARRIER 




a. Name 

MV. WISE HONEST 

MV. WISE HONEST 
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b. Ship-to-ship Unloading 

MV. FIRST BRIDGE 

MV. DONG THANH 

2. 

ESTIMATED DATE OF SHIP- 

TO-SHIP UNLOADING 

02 April 2019 

06 April 2019 


This request has, therefore, been submitted truthfully. 

We declare our willingness to comply with prevailing laws and 
regulations. 


Jakarta, 02 April 2019 
PT. BARA MAKMUR SADAYANA 
(signed] 

Eko Setyamoko 


id authorized translator, by virtue of Jakarta Capital 
ee No. 2228/2001, practicing in Jakarta, do solemnly and sincerely 
declare that the foregoing document is a true and faithful translation from Indonesian into 
English of the original version. „ 2 - 



Scanned by CamScanner 
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Annex 9: Certificates of origin containing false information 


Certificate of origin for coal on board the Wise Honest 



Source : The Panel 
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Reply from the Russian Federation on the Certificate of origin for coal on hoard the Wise Honest 


n«crnaHHoe npe.ieiaiuiir.it.r 
npw OpiaHHiauHH 

Phvnr. (212) 86! 49(H) 


Permanent Minion 
of the Russian Fedt-raliun 
to the United Nations 



No. /n 


The Permanenl Mission of the Russian Federation to the United 
Nations presents its compliments to the Panel of Experts established 
pursuant to Security Council resolution 1874 (2009) and referring 
to the inquiry by the Panel dated 24 June 2019 
(S/AC.49/20I9/PE/OC.45) has the honour to transmit the following. 

The Chamber of Commerce and Industry of the city 
of Nakhodka has never issued the Certificate of Origin # 7001014541. 
mentioned in your inquiry. Moreover, the copy of the document 
attached to your letter contains definitive signs of forgery and lacks 
a form number for the Certificate. 

The Russian Federation has no information on the submission 
of applications by “OPT-I GOL" to Federal agencies for the issuance 
of any Certificates of Origin, as well as of the participation 
of this company in the transportation (export) of coal from the territory 
of the Russian Federation onboard of the “Wise Honest”. Russian 
competent authorities also do not have any information on the issuance 
of any Certificates of Origin with the mentioning of this ship in line 3 
(“Means of transport and route”). 


Panel of Experts established pursuant 
to Security Council resolution 1874 (2009) 
United Nations 
New York 
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Given the above the Russian Federation has no information 
on the contact details of the ind.viduals in “OPT-I GOE” or any other 
company that have requested a Certificate for the purposes 
of transporting coal onboard of the "Wise Honestthe ship itself 
from 1 January 2018 until June this year has no; entered the region 
of activity of the Nakhodka customs authorities or of die Far East 
Customs Diteciuralc, 

The Pcmiarent Mission of the Russian Federation takes 
this opportunity to convey tc the Panel of Experts estab.ished pursuant 
to Security Council resolution 1874 ( 2009) the renewed assurances 
of its highest consideration. 
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Certificate of origin carried for coal transshipped from the Wise Honest on board the Dong Thanh 


JIANLONG (HONGKONG) INTERNATIONAL TRADE CO., LIMITED 

ADD.: ROOM 1201,12/F., SHANGHAI INDUSTRIAL INVESTMENT BUILDING. 

48 62 HENNESSY ROAD, WANCHAI, HONG KONG 


CERTIFICATE OF ORIGIN 


TO WHOM MAY CONCERNS 


DESCRIPTION OF GOODS: 
LOADING PORT: 
DISCHARGING PORT: 
VESSEL NAME: 

BILL OF LADING DATE: 
BILL OF LADING WEIGHT: 


^NDONESIANCOA^^ 

TKLL'K BA1.IKPAPAN. INDONESIA 
KEMAMAN PORT, MALAYSIA 
MV.DONG THANH VOY.03-19 
12 APRIL, 2019 
26,400 MTS 


WE HEREBY CERTIFY THAT ON BOARD THE MV.DONG THANH VOY.03-19 
WHICH SALED FROM TF.I.UK BALIKPAPAN, INDONESIA ON 12 APRIL, 
2019 THERE WERE SHIPPED 26,400 MTS OF INDONESIAN COAL WHOLLY 
ORIGINATED FROM TELUK BALIKPAPAN, INDONESIA. 


For and on behalf of: 

JIANLONG (HONG KONG) INTERNATIONAL TRADE CO., LIMITED 



_. 

Authorized Si gnature(i) 
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Explanation from Jianlong (Hong Kong) International on the certificate of origin issued for the coal 
on board the Dong Thanh. The company had issued its certificate of origin based on and in addition 
to a certificate of origin issued by Eko Setyamoko’s company Pt Bara Makmur Sadayana for the 
coal on board the Dong Thanh. 


JIANLONG (HONG KONG) INTERNATIONAL TRADE CO- LIMITED 

boom iMi. tyr. smwo-uj industrri invEsrMEvt build mi laaiHEwtssynoAfi how none 


The Panel of Experts established 
Puxiianltn Security Pnnni-il Resohrion 1872 


12 July 2019 


Dear Sirs, 

Enquiry Regarding Coal ()n -Ihuii d Vl/V DONG THANH (the “Vessel") 

We refer to your letter dated 2 1 June 2019 in relation to this mattei and write it order to reply 
and address the issues raised therein. 

Jianlong (Hong Kong) Iniematicnal Trade Co., Limited is a trading company which jades 
commodities (mainly iron ore, coke, coal and steel} en an international basis. 

Ill diis instance, wc were in the middle of a scries of sale contracts. The coal which was 
altimatsly carried on board the Vessel was sold to us by a company called Well Fortune (HK) 
Industrial Ltd ( "hellers '). We, in turn, had a contract to sell the cargn on to Eastern Sin- 
Sdn. Bhd (“Buyers”}. Wc aic a procurement urn of ll.e Buyers. Hie full contact details of 
those parties as gleaned from our correspondence and contracts with them, are as follows: 

Sellers 


Company name: 

Well Fortune (HK) Industr.a. Ltd (fltA <«#) SSkfl «'/3trJ) 

<«,< «« behalf , 

ifitnosttunMim 
:&(<• it i ts m 

Address: 

Room 5008, Sports Science and Technology Center. Naijing 
Olympics Sports Centre, Nanjing. China 

Telephone: 

(86)025877812*5 

Contact persons: 

Mr. Shen C-aoman - Managing Director* CEO 

(Mobile. (86) 1391382348*, Email: slKiigm@wfvrlunc-nj.coin) h, 

Ms. Li Bo. Helen - Business Manager 

(Mobile. (86) 15051630742, Email, lb@wrorlur.e-nj.com) 

Ms. Wang Mengting. Olivia - business Assistant 

(Mobile: 186; 18602570797, Email. vs&i^utiSv>foituiie-uj.coiii) 





Company name - 

Eastern Steel Sdn. Bhd ( 

Address: 

1 or 6793 ft 6394, KawfsanPerindustrianTelrk Kalong. MukimTeluk 

Kalong, 240CO Kemaman, Terengganu Damllman. Mala' s a 

Telephone: 

(6C9)8604000 

Fax: 

(6C9)*604065 

Contact persons: 

Mr. Yarg Mateo- Procurement Fxecnt ve, Iron Ore Division 
(Email: vangmdUWgtiianlong.com) 
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JIANLONG (HONG KONG) INTERNATIONAL TRADE CO., LIMITED 


ROOM 1201, I2.f. SHANGHAI INDUSTRIAL INVESTMENT BUILDING. 4t-M HENNESSV ROAD. WANCUAt HOMO HOMO 


Our understanding at the time we entered into the contracts referred to above was that the 
cargo was of Indonesian origin. That remained our understanding until 22 April 2019, as 
further detailed below. That understanding was based on several documents provided to us 
by the Sellers, notably the following: 

• The Sellers’ initial Offer; 

• The sale contract we concluded with the Sellers; 

• The Bills of Lading; 

• The Certificate of Origin provided by the Sellers; and 

• The Certificate of Sampling & Analysis at the Load Port provided by the Sellers. 
Copies of all of those documents are enclosed for your reference. 

It was on the basis of those documents and that understanding that our company issued the 
Certificate of Origin and related documents refereed to in your letter. 

We trust you can see that our understanding of the position was a genuine one, based on a 
number of documents provided to us by our counterparty. It was only on 22 April 2019 that 
we became aware of any suggestion that the cargo was not of Indonesian origin. We 
immediately investigated the position and subsequently cancelled our contract with the 
Sellers in view of this development. 

We hope it is clear ftom the above / enclosed that our company never had any intention of 
becoming involved in any activity which might expose our company to the risk of being in 
breach of the sanctions imposed on the DPRK. Rather, our company was, in this instance, 
misled by our counterparty and took immediate steps to reverse the situation once that came 
to light. 

We trust this is helpful. If there is anything further we can do to assist, please do not hesitate 
to contact us and we should be glad to oblige. 


Yours faithfully, 



K HUM 



•Hied Signatured) 
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Well FortimeCHK) Industrial Limited. 


IKS 


1, commodity: Indonesian coal origin 

2, QUANTITY: 11,OOOMT, more or css 10°/. 
ftS: 11000 »fef/-10% 


3. SPECIFICATION: NET CALORIFIC VALUE GOOD KCAL/ KG 

ift# : «£&£&£ so<kHHJ/+£ 


PARTICULARS JtSlfc 

Total Moistjre(ARB) '£*'»■ 

Ash Content (ADB) Af5) (❖T®) 
volatile Matter (aub) ISXf It (5LF®) 
lotal sulphur (ajb) 6S (SFFil) 

Nel Calorific Value (ARB) CttK&fl: 0|fcSI*> 
Sice of Coal (0-50 mm) ti/5 (0-5C 3M1) 


TYPICAL REJECTION 

10% 2 14% 

^9% 

= 9% 

<0.5% 5 0.8% 

^ 6000 kcal/kg ^ 5600 kcal/kg: 
>90% 


Hard Grove Index (points) 


4 DISCHARGE PORT: KUANTAN port, MALAYSIA 


S. PRICE: The unit price forthe Indonesian Coal purchased hereunder is USD 118.00 
/MT (SAY ONE HUNDRED AND EIGHTEEN DOLLARS ONLY) CFR KUANTAN port, 
MALAYSIA, basis Net Calorific Value GOOO Kca/kg (ARB), Total Moisture (ARB) 10%. 

W#: IfeSJfftjfefliiSnS:®. 

iR^is«tts?a*6ooo^F-^/^}£. ibc?ijs^*» io»y.?3S*. 

CFH118 USSltfi. 

6% QUANTITY and QUALITY ADJUSTMENT: »&, /ifi&lSl# 

A. local Moisture (as received), 

If the otal Moisture on an as received basis 9f a shipment of ccal belows or exceeds 
10%, tner the price for invoicing shell be adjusted as Fellows: 

1/2 


72/143 


19-13211 





S/2019/691 



■VELL FOHTUNE 

Weight shown i 


Well FoitiiueCHK) Industrial Limited. 


Invoice = BL Weight k [(100%- Actual TM (ARB);] / (100% 10%) 


HUSHKefrafflPTW#: 

- HtfMi* (100%. / (100%-10%) 


D. Net Calorific Value (as received) 


The Price shall be USD118/ VT div DED by socokcal/kg and multiplying the 
ACTlIAI net Calorific Value(ARR) RFSIIITS AS STATF0 ON THF RF ATIVF CFRTIFICA - F 


b. ttfcatfci. coca*) 


7. PAYMENT: 100% irrevocable, documentary LC at sight 

Within 3 days after contract signed Buyer issue an operative irrevocable at sight 
documentary Letter of Credit in favor of Seller covering 100% of tie shipment value 
by Sw.fi to the Seller. 

90% shipment value should be paid by LC against receiving the hill set of B/L 
documents. 

Balance payment based on C.C.TC at discharging port 

i-.SOTX: 100%^Mr«tB1, VSfiffilE 

^EI2£iJM3 W£7j\*rgMANKl« 

fsfflitE. 

90%f£&. 

ul'ic a *^*13*. 


This offer is valid before the cargo is sold, subject to the final confirmation of the 
sclfci. 


WF.T.T. FORTIJNF. (HK) TbTDTTSTRTAT. 1 JMTTF.D 
2019.3.19 

2/2 


19-13211 


73/143 




S/2019/691 


P%e2 

B/LNo. FPN/KTNO 

cooe N*ME iww BILL OF LADIN G 

TO BE USED WITH CMARITK Pit'll tS 
SUiu»" Rtfrvnr* N». 

FT. BA RA MAKMIIR SADAVANA 


Con»kMvC 

TO ORDtK OFWELL FORTUNE (UK) INDUSTRIAL LIMITED 


PASTERN STEEL SDN. BHD.LOT 6293 AND 6294. NON NEGOTIABLE COPY 

KAWASAN PERINDLSTRI.AN TELUK KALONC, 

MUKIMTELl'KKALONG. 

24000 KEMaMAN TERENGGANU DARLIL IMAN„ MALAYSIA 


Vrml Port of o.dinj 

MV. DONG THANH VOY.63-19 1ELUK BALK.PAPAN, INDONESIA 


Port of tlisdiarte 

KEMAMAN PORT, MALAYSIA 

Shaper’s d-'ser.plloo >f goods G™K "cigllt 

SAIP TO WEILH1 

26,400 MTS 

FREIGHT PAYABLE AS PER CHARTER PARTY 


lofwlich on CMS a Shtco'J ri*; Die Csswr noboni rapoKlik far los i 


owicn-rAnvdotod.... 


Tisic used for losdag ... 








TELUK BALKPAPAN, INDONESIA 
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CARSURIN Laboratory 


Coal, Mineral, Petrochemical 


190922.0382 


CERTIFICATE OF SAMPLING AND ANALYSIS 

Description of Goods : 26,400 WT INDONESIAN COAL 


Shipper 
Port of Loading 
Port of Discharge 


: 26.400 Ml 

: MV, DONG THANH V0Y.03 19 
: PT. BARA NIAKMUR 5ADAYANA 

: TCLUK 3AUKPAPAN, INDONESIA 
: KEMAMAN PORT, MALAY5IA 

: TO ORDER 

: EASTERN STEEL SDN.BHD.LOT 6293 AND 6294 

KAWASAN PEP1NDUSTTUAN TELUK KALCNG, 
MJKIMTELL'KKALONG, 

24030 KEMAMAM TERENGGANU DARUL 1MAN,, MALAYSIA 


Date of Attendance : April 07 up iq 12,2019 


The following results were otxanec 


Total Moisture 
Inherent Moisture 
Asti Content 
Volatie Natter 
Pined Gabon 
Total Sulfur 
Gross Calorific Value 
Gross Calorific value 
Net Calorific Value 
HG1 

5i» C-50 MM 

APT (IDT) 

NiuO in Ash 
KaOin Ash 


ASTM D 3302M-2017 
ASTM D 3173M-17a 
ASTM D 3174-12 
ASTM D 3175-17 
ASTM D 3172-13 
ASTM D 4239-17 
ASTM D 5865 13 
ASTM D 5865-13 
ASTM D 5865-13 
ASTM D 409 / D40H-16 
ASTM D 4749-87 
ASTM D 1857/ D1857M 17 
ASTM D 3582-13 
ASTM D 3582-13 


(As Received Basis) 
(Air Dried Basis) 
(Air Dried Basis) 
(Air Dried Basis) 
(Air Dried Basis) 
(Air Dried Basis) 
(Air Dried Basis) 
(As Realized Basis) 
(As Recsiued Basis) 


6,355 

5,972 

5,810 


Laboratory Manager 



I Wltnn 77- Tower 2, 19ri hcor, J. letlen «, Carman Kav.77 - Shot. Jakarta 11110, INDONESIA I 

I 7 : *42 21.2967 S868 I F : t62.21.2967 5816/18 I E : CMlWa-nin. OTi : n-aloYicefiairrurtnerrr I wwcirsjrti.rai 

19077651 



rsrasasss'.s 
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Annex 10: Cargo documents prepared for Ken Orchid for the original 
transshipment of coal onboard the Wise Honest in April 2018 
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REQ Vessel for 26,500 MT Coal ex. Indonesia to Korea 

*ttA : WAHYU KUSDIANTORO 
«r#A : JOE YU 

l.* fis : chartering : wahyu.lcusdiantoro 
m |Bj, 2018-04-07 11:34 


To : Global Qingdao Shipping Co Ltd 
Fm : Wahyu Kusdiantaro/PT Karana Line 

Subj: REQ Vessel for 26,500 MT Coal ex. Indonesia to Korea 
Dd : 07/04/2018 


Dear Mr Joe Yu and team, 

Can you assist in providing vsl for following firm? 


Shipper: PT Bara Makrour Sadayana 
Charterer! To be nominated 
Commodity! Steamed coal in bulk 
Quantity: 26,500 MT 

Loading port: ISA Teluk Ballkpapan Kalimantan Indonesia 
Discharging port: ISA 1SB Pohang Korea 

Loading/dl j ' cWglng rate: Perday - 

Laycan: Prompt 

Freight! OSD14.SO/MT FIOST Bss 1/1 

Grabber vols is preferable 

Other as per gencon ep 

Subj to further details 

Substem to be lifted 24 hrs working day 

END 


Kind regards, 

Hahyu Kusdlantoro 
Marketing Staff PI Karana Line 

Mob: +62612-132-8025 E: wahyu ■ kusdlantoroilcarana ■ co■ id Web: 
Sent from my mobile 
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QINGDAO GLOBAL SHIPPING CO., LIMITED 

f ® W Si ffi E S ffi a 5l 


FREIGHT DEPOSIT INVOICE - MV KEN ORCHID CP 09 APRIL 2018 

INV NO. QGS-180418-1 DATE: 18™ APRIL 2018 

TO : PT. KARANA LINE 

JL MELATT NO 123 KOJATANJUNG PRIOK JAKARTA 14230 INDONESIA 
FM : QINGDAO GLOBAL SHIPPING CO., UMrTED 


CGO/QTY: MIN/MAX: 26500MT BLK COAL 

ISAP BAUKPAPAN / 1SBP POHANG LAYCAN 21-22 APRIL 2018 

FRT RATE: USD 1S.75/PMT FIOST1/1 

FREIGHT DEPOSIT AMOUNT: (26500MT X USD 1S.7S) X 20PCT = USD 83475.00 


KINDLY PLS REMIT THE SAID AMOUNT IN USD 83475.00 TO THE OWNERS BANK A/C ASF: 

BENEFICIARY'S BANK: 



INTERMEDIATIARY BANK: 

USD: CITIBANK, NEW YORK 
SWIFT: CITIUS33 

IN FAVOUR OF: QINGDAO GLOBAL SHIPPING CO., LIMITED 

ROOM 2105 QD TREND CENTRE 29-31 CHEONG LEE STREET CHAI WAN, HK 
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IKAR0S SHIPPING & BROKERAGE LTD ■ l'-l .'l-TSTM 





This is to advise you that MV "KEN ORCHID" under my command arrived Port of BALIKPAPAN 
On 22 April 2018 at 15:42 hours local time / 07:42 h ours UTC 

and she is ready in all' respects to load her cargo in accordance with all terms conditions, 
provisions and exemptions of the governing Charter Party. 


Please consider this as a Notice of Readiness and notify all parties concerned accordingly. 



Nor Accepted by (For and behalf of the Charterers) 


On Date. Time.Hrs (LT) 


Source : The Panel 
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Annex 11: Iran’s reply to the Panel 



Permanent Mission of the Islamic Republic of Iran to the United Nations 

Mi Thru Ave Mew Vork. NY 10017 www.lran-UN.0r9 TelM(212)iaa7-2Q2tl Fax-1(212)8«7-70e6 E-mall: lran@un ini 


In the name of God, the most Compassionate, the most Merciful 


No. 110731 30 July 2019 


Dear Sir, 

1 am writing in response to your letter dated 1 July 2019 (S/AC.49/2019/PE/OC.50) with 
regard to the implementation of the measures imposed by Security Council resolutions 1718 
(2006). 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and 2356 (2017), 
2371 (2017), 2375 (2017) and 2397 (2017) for the situation in the Democratic People’s Republic 
of Korea (DPRK). 

Having carefully reviewed your letter, Iranian authorities affirmed once again that the 
Islamic Republic of Iran has no military-related cooperation with the DPRK. 

In our letter dated 19 December 2018 (No.106192), it was stated that “no entity or 
individual, designated pursuant to the relevant resolutions of the Security Council on the DPRK, 
is present or active in the Islamic Republic of Iran”. The latest available data confirms the very 
same fact for the period of the past seven months. 

Consistently, the Korea Mining Development Technology Corporation and Saeng Pi’l 
(aka Green Pine Associated Corporation) do not maintain offices in Iran and have no activity 
therein. 


Moreover, no “representatives of the Korea Mining Development Technology 
Corporation” were in Iran “under cover of diplomatic assignments” in the past seven months, 
contrary to a claim by “a Member State". 

The diplomatic activities of the DPRK in the Islamic Republic of Iran have so far been in 
line with the relevant conventions or resolutions, and the Iranian authorities have not observed 
any illicit activities. Additionally, the activities of the DPRK diplomats accredited to the Islamic 
Republic of Iran have been in conformity with the relevant applicable rules and international 
obligations. 

It shall be further reiterated that there are no DPRK nationals registered to be residing in 
the Islamic Republic of Iran other than its diplomats. 

The Islamic Republic of Iran is committed to constructive engagement and full 
cooperation with the Panel and Experts established pursuant to Security Council Resolution 1874 
(2009) and would review any viable evidence and credible information with regard to alleged 
actions in violation of the relevant Security Council sanctions. 
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Permanent Mission of the Islamic Republic of Iran to the United Nations 

M2 Third Ay Nw, York, NY 10017 wwwJrw-LIN org TM:.1(212)M7.2020 F«:-M{212)867-7066 E-mtf lw>8un * 


I he United Nations mechanisms, especially those related to Security Council sanctions 
shall not allow any misuse for provocative political aims, but rather need to act in an objective’ 
impartial and professional manner. Hence, the Panel is advised to avoid inclusion in its reports of 
such claims that arc evidently transmitted based <, n political motivations. 


Please accept the assurances of my highest consideration. 

/f> - - 7~ ./S. -- 

Majid Takht Ravanchi 
Ambassador 

Permanent Representative 


Alastair Morgan 

Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 


Source : Member State 
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Annex 12: Passport information and recent entry/exit record of Kim Tong 
Choi to Namibia 


Date 

Entry/exit to/from 
Namibia 

Passport number 

Passport type 

23/09/2017 

Exit 

927234267 

Ordinary 

24/08/2018 

Entry 

108120258 

Service 

30/04/2019 

Exit 

108120258 

Service 

07/05/2019 

Entry 

108120258 

Service 

17/05/2019 

Exit 

108120258 

Service 


Source: The Panel, Member State 
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Annex 13: List of DPRK Trading Corporations subordinate to the Munitions Industry 
Department (KPe.028) reported by a Member State 

Kuryonggang Trading Corporation (x L # ; £j'-x < ^£|A|-) 

Ryungseng Trading Corporation (-§-c>x-x ^1 -M") 

Tangun Trading Corporation ( EI'tE'-x- x ^1 A|-) 

Hangryon Trading Corporation (?)^Tn£| A|-) 

Ryonbong General Corporation ( A|-) 

5 Trading Corporation (5 -x x ^1 A|-) 

Pugang Trading Corporation (t^th ^1 A|-) 

Mirae Trading Corporation ( n | £>| A|-) 

Ryonhap Trading Corporation ( £! EJ'-x x A|-) 

Advanced Technology Trading Corporation (£] 71 ^ iz| A|-) 

Jinhung Joint Production Corporation (£! x"^1 A|-) 

Sobaeksu United Corporation (4: x 1 £! ^ ^1 A|-) 

Pihosan Trading Corporation (U| ^-fd-x^ A|-) 

Sinhung IT Trading Corporation M?1 # ° 2* 2 ] A|-) 

Chonryong Trading General Corporation (^lUx- x A|-) 

Taesong Trading Corporation (^£1 E H c> -x x ^1 A|-) 

Peace Motors Corporation (-^s|-A|"§-A|-s| A|-) 

Taeryonggang Trading Corporation A|-) 


Source : Member State 
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Annex 14: Vodka seizures 

1. A Member State informed the Panel that it seized two shipments of vodka, which it classified 
as luxury goods, on the grounds of being destined for the DPRK. 

2. The first seizure on 20 November 2018 was of 15,600 bottles of Belarusian vodka ac¬ 
quired for USD 14,160. The producer was the same as in a previous vodka seizure inves¬ 
tigated by the Panel in 2018. 1 Documents accompanying the shipment identified the con¬ 
signee as Hongkong Jieming Industrial Co. Limited 2 . An addendum dated 28 September 
2018 to the contract signed six months earlier on 28 March added a Singaporean company, 
Aspen Resources Pte Ltd 3 , a human resource agency, as a payer. The owner of the com¬ 
pany, Sai Keong Cheang, a.k.a. Jordan Cheang 4 , replied to the Panel that the USD 14,160 
payment had been made at the request of an acquaintance, known to him only as “Ms. Li”, 
for the purchase of red wine. However, the amount of payment and payment reference 
number listed on the payment confirmation is the same as for the vodka shipment contract. 
Furthermore, an e-mail address on this payment confirmation indicated that one of his 
other companies, Mekong International Pte Ltd, 5 had been used to make this payment on 
behalf of Cheang (Figure). The Panel has yet to receive a reply from Hongkong Jieming 
Industrial Co. Limited. 


1 S/2019/171j)aras 105 and 106. 

2 Address listed on Hong Kong Companies Registry acquired in May 2019: 
Room 1506, 15/F, Loon Kee Building. No. 267-275, Des Voeux Road Central, Hongkong, China. 
This company has frequently changed its registered address and management. 

3 Address: 190 Macpherson Road, #07-01, Singapore 348548 

4 Singaporean citizen, horn in 1972. 

5 This company shares an address with Aspen Resources and his seven other companies; Aspen 

Corporation Pte ltd, Aspen Incorporation Pte Ltd, Baron & Baron Pte Ltd, Galaxy Energy Service 
Pte Ltd., Le Tong Resources Pte Ltd, Xtrada Pacific Pte Ltd. Autech Pte Ltd. 
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Figure: Payment confirmation 



Outgoing Payment Confirmation 


Confirmation Number 


SOTR3639262 


Account Number: 

Order Commit Date & Time: 


01-10-2018 14:59:66 


ASP EN RESOURCES PTE LTD 

l)AD UNIT 07-01 WISMA GlILAB 


Email address of "Mekong 


EMAIL CLIENT _ 

^ fgmtkongmll 


International Pte Ltd" 



Source: The Panel 

3. In a second case, a shipment of 90,000 bottles of Russian vodka for a total of USD 
27,125 was seized on 21 February 2019. The consignee was a company in Inner Mongolia, 
Manzhouli Kesheng Trade Co., Ltd. 6 , which promotes itself as a Russian food importer. 
To the Panel’s inquiry on the shipping company of this vodka, China replied that “Based 
on the information obtained by the Chinese side, DPRK-related factors are not found in 
this case. China proposes that the Panel request relevant Member State to provide solid 
evidence to show that the DPRK is the final destination of the goods. Besides, vodka is 
not clearly specified as prohibited item by the Security Council, and the Panel’s investiga¬ 
tion on this case lacks sufficient legal basis.” The Panel has yet to receive replies to its 
inquiries from the consignee 7 . Investigation continues. 


6 Room 170, No. 17 Building, The North Port, Gemini West Tower, 
Manzohuli City, China. 

7 On 29 July 2019, the Russian Federation replied to the Panel’s inquiry to an entity which is the producer and sender of the 

vodka. 
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Annex 15 : DPRK bank representatives subject to expulsion under paragraph 33 of resolution 2321 (2016) 


1 


Names 

Title and activities 

Location 

DOB / Passport number / expiry 

UN Security Council designations where 
applicable 

Jang Bom Su (aka 

Jang Pom Su, Jang 

Hyon U) 

394* 

Tanchon Commercial Bank (hereafter TCB) Representative. Also oper¬ 
ates in and travels to Lebanon under various aliases 

Syria 

22 Feb 1958; Dip PP no. 836110034, 
exp 1 Jan 2020 

UN res 2270 (2016) designated him as 
“Tanchon Commercial Bank Representa¬ 
tive in Syria” on 2 March 2016 
(amended 5 Aug. 2017) KPi.016 

Jon Myung Guk (a.k.a. 
Cho’n Myo’ng-kuk, 

Jon Yong Sang) 

39^(393) 

Tanchon Commercial Bank (hereafter TCB) Representative in Syria. Also 
travels to and operates in Lebanon under various aliases. 

Syria 

25 Aug. 1976 with dip PP number 
836110035, expires 1 January 2020 

Ryom Huibong (aka 
Ryo’M Hu’I-Pong) 

Representative of Korea Kumgang Group Bank (aka KKG bank, 

□3■03 Kumgang Export and Import Bank, lizBIlfMfj) 

Dubai, 

UAE 

18 September 1961 PPNo.: 745120026 
(expires 20 January 2020) 

Ri Sun Choi (Aka Ri 
Song Choi) 

a|33(BI93) 

Representative of Korea Kumgang Group Bank 

Transported money of DPRK laborers in the Middle East to the DPRK 

Dubai, 

UAE 

28 March 1964 PP No.:836132137 

Kwak Chongchol 
(Aka Kwak Jong- 
Chol) 

333 

Deputy Representative of Korea Kumgang Group Bank 

Dubai, 

UAE 

1 January 1975 PP No.: 563220533 

Ro 11 Gwang 

Korea Kumgang Group Bank 

UAE 

26May 1983 PPNo.: 836434467 

Kim Kyong 11 (Aka 

Kim Kyo'ng-il 

Foreign Trade Bank Representative. The office opened at least 5 accounts 
at Banque International Arabe Tunisie (BIAT) in Tunisia. Two of them 
are in the name of a front company, Kartos. Kim Kyong 11 has also been 
involved in transactions undertaken by Daedong Credit Bank in China. 

Libya 

1 August 1979; PP No. 836210029 

Res 2397 (2017) designated him as 
“FTB deputy chief representative in 

Libya” on 22 December (KPi.067) 

Choe, Un Hyok 
£|.£LoJ 

Unification Development Bank (or Korea Unification Development Bank, 
UDB or KUDB) representative. Replaced Ri Un’So’ng. Choe Un Hyok’s 
KUDB business card with his title of “Representative of KUDB, Moscow 
Russia” with the same address as the Embassy in Moscow is available in 
the Panel’s 2017 Final Report, S/2017/150 p. 251. 

Moscow, 

Russia 

19 October 1985 

PP No.: 83612287 (expires March 2021) 
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Russia replied in a letter of 25 January 2018, “We will inform you ac¬ 
cordingly in case we receive additional information on the whereabouts of 
Choe Un Hyok. ” The Panel has not received any additional information in 
reply to its two follow-up letters. 



Chu Hyo’k (Aka Ju 
Hyok) 

Foreign Trade Bank Representative 

Russia replied Chu Hyo ’k is not currently residing in Russia, (see below) 


23 Nov. 1986; PP No. 836420186, is¬ 
sued 28 Oct. 2016 (expires 28 Oct 2021) 
Res 2397 (2017) designated him as an 
“overseas FTB Representative” on 22 
December (KPi.065) 

Ri U’n-so’ng (aka Ri 
Eun Song; Ri Un 

Song) 

Korea Unification Development Bank representative 

Russia replied that Ri U’n-so ’ng is not currently residing in Russia. 


23 July 1969 

Res 2397 (2017) designated him as 
“overseas Korean Unification Develop¬ 
ment Bank representative” on 22 De¬ 
cember (KPi.078) 

Han Jang Su 
(aka Chang-Su Han) 

Chief Representative of the Foreign Trade Bank 

The Russian Federation replied, Mr. Han Jang Su is the Third Secretary of 
the Commercial Counsellor’s Section of the Embassy of the Democratic 
People’s Republic of Korea to the Russian Federation and has been offi¬ 
cially accredited by the Russian Ministry of Foreign Affairs. He entered 
the Russian Federation on 23 June 2017 and is staying in the country le¬ 
gally. No information is available concerning activities that are incon¬ 
sistent with his official status. 

Russian 

Federation 

8 Nov. 1969; PP No.: 745420176 (ex¬ 
pires 19 Oct 2020 

Designated by Resolution 2371 (2017) 
as “Chief Representative of the Foreign 
Trade Bank” 

Ku Ja Hyong (aka Ku 
Cha-hyo'ng) 

Foreign Trade Bank Representative 

Libya (also 
travelled to 
Tunisia, 
UAE, and 
Saudi Ara¬ 
bia 2015- 
2017) 

8 September 1957; PP No.: 563220533; 
Another PP No.: 654210218 (expires 27 
June 2019 - used in July 2016) 

Res 2397 (2017) designated him as 
“FTB chief representative in Libya” on 

22 December 2017 (Kpi.070) 

Ch’oe So’k-min 

ah ei 

Foreign Trade Bank Representative. In 2016, Ch’oe So’k-min was the 
deputy representative at the FTB branch office in Shenyang. He has been 
associated with cash transfers from that FTB office to banks affiliated with 
DPRK special organizations and RGB located overseas. 

China stated, “China has closed all the representative offices of the 

DPRK financial institutions in China, and all the relevant representatives 
in China have left China. ” 

Shenyang 

China 

25 July 1978 

Res 2397(2017) designated him as 
“overseas FTB Representative” on 22 
December (KPi.064) 

Kim Tong Choi (aka: 
Kim Tong-ch'o'l) 

U51 

Foreign Trade Bank Representative 

China stated, “China has closed all the representative offices of the 

DPRK financial institutions in China, and all the relevant representatives 
in China have left China. ” 

Shenyang, 

China 

28 Jan 1966; PP No.: 381337404 (ex¬ 
pires 26 Sept 2016) 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 De¬ 
cember (KPi.068) 













Ko Choi Man (aka Ko 
Ch'o'l-man) TL*! St 

Foreign Trade Bank Representative 

China stated, “China has closed all the representative offices of the 

DPRK financial institutions in China, and all the relevant representatives 
in China have left China. ” 

Shenyang, 

China 

30 September 1967; PP No. 472420180 
Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 De¬ 
cember (KPi.069) 

Mun Kyong Hwan 
(aka Mun Kyo'ng- 
hwan) 

Bank of East Land Representative 

China stated, “China has closed all the representative offices of the 

DPRKfinancial institutions in China, and all the relevant representatives 
in China have left China. ” 

Dandong, 

China 

22 August 1967; PP No. 381120660 exp. 
25 March 2016 

Res 2397 (2017) designated him as 
“overseas Bank of East Land representa¬ 
tive” on 22 December (KPi.071) 

Pae Won Uk (aka Pae 
Wo'n-uk) 

Korea Daesong Bank Representative 

China stated, “China has closed all the representative offices of the 

DPRK financial institutions in China, and all the relevant representatives 
in China have left China. ” 

Beijing, 

China 

22 August 1969; PP No.: 472120208 exp 
22 Feb 2017 

Res 2397 (2017) designated him as 
“overseas Daesong Bank representative” 
on 22 December (KPi.072) 

Pak Bong Nam (aka 

Lui Wai Ming; Pak 
Pong Nam; Pak Pong- 
nam) 

Ilsim International Bank representative 

China stated, “China has closed all the representative offices of the 

DPRK financial institutions in China, and all the relevant representatives 
in China have left China. ” 

Shenyang, 

China 

06 May 1969 

Res 2397 (2017) designated him as 
“overseas Ilsim International Bank repre¬ 
sentative” on 22 December 2017 
(KPi.073) 

Pak Mun 11 

Korea Daesong Bank Representative 

Yanji, 

China 

1 January 1965; PPNo.: 563335509 (ex¬ 
pires 27/8/2018) 


China stated, “China has closed all the representative offices of the 

DPRK financial institutions in China, and all the relevant representatives 
in China have left China. ” 


Res 2397 (2017) designated him as 
“overseas official of Korea Daesong 

Bank” on 22 December 2017 (KPi.079) 

Ri Chun Hwan (Aka 

Ri Ch'un-hwan) 

Foreign Trade Bank Representative 

China stated, “China has closed all the representative offices of the 

DPRK financial institutions in China, and all the relevant representatives 
in China have left China. ” 

Zhuhai, 

China 

21 August 1957’ PPNo: 563233049 (ex¬ 
pires 9 May 2018); PP No.: 563233049 
(expires 9 May 2018) 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 De¬ 
cember (KPi.074) 

Ri Chun Song (Aka Ri 
Ch'un-so'ng) 

Foreign Trade Bank Representative. Opened a Euro account at Interna¬ 
tional Arab Bank of Tunisia (BAIT) on 18 July 2012 in the name of “Sec¬ 
retary’s Delegate of the DPRK’s Mission to Tripoli” (closed on 22 August 
2013. 

China stated, “China has closed all the representative offices of the 

DPRK financial institutions in China, and all the relevant representatives 
in China have left China. ” 

Beijing, 

China 

30 October 1965; PP No. 654133553 
(expires 11 March 2019) 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 De¬ 
cember (KPi.075) 
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Ri Song-hyok (Aka Li 
Cheng He) 

Representative for Koryo Bank and Koryo Credit Development Bank. Re¬ 
portedly established front companies to procure items and conduct finan¬ 
cial transactions on behalf of DPRK 

China stated, “China has closed all the representative offices of the 

DPRK financial institutions in China, and all the relevant representatives 
in China have left China. ” 

Beijing, 

China 

19 March 1965 PP No. 654234735 (ex¬ 
pires 19 May 2019) Res 2397 (2017) 
designated him as “overseas representa¬ 
tive for Koryo Bank and Koryo Credit 
Development Bank” on 22 December 
(KPi.077) 

Pang Su Nam (Aka 
Pang So-Nam, Pang 
Sunam) 

Ilsim (ILSIM) International Bank Representative 

China replied, “The other DPRK individuals mentioned in the Panel's re¬ 
port are neither included in the sanction list of the Security Council reso¬ 
lutions nor registered in China as the representatives of the DPRK finan¬ 
cial institutions. China cannot verify and confirm whether they have rela¬ 
tionship with the DPRK financial institutions. ” 

Zhuhai, 

China 

1 October 1964; PP No.: 472110138 

Cha Sung Jun (Aka 

Ch’a Su’ng-chun) 

Korea Kumgang Group Bank Representative. Has held several accounts 
in his name at Chinese banks and is suspected of operating a cover com¬ 
pany. 

China replied, “The other DPRK individuals mentioned in the Panel's re¬ 
port are neither included in the sanction list of the Security Council reso¬ 
lutions nor registered in China as the representatives of the DPRK finan¬ 
cial institutions. China cannot verify and confirm whether they have rela¬ 
tionship with the DPRK financial institutions. ” 

Beijing, 

China 

4 June 1966; PP No.: 472434355 

Kim Kyong Hyok 
(Aka Kim Kyo’ng- 
hyo’k) 

Representative, Cheil Credit Bank / First Credit Bank 

China replied, “The other DPRK individuals mentioned in the Panel's re¬ 
port are neither included in the sanction list of the Security Council reso¬ 
lutions nor registered in China as the representatives of the DPRK finan¬ 
cial institutions. China cannot verify and confirm whether they have rela¬ 
tionship with the DPRK financial institutions. ” 

Shanghai, 

China 

5 November 1985; PPNo.: 381335989 
(expires 14 September 2016) 

Pak Ch’O’l-Nam 

Miitr 

Representative, Cheil Credit Bank / First Credit Ban. Opened 6 bank 
accounts in the name “Great Prince Limited W])”in banks in 

Hong Kong and Shenzhen, China” 

China replied, “The other DPRK individuals mentioned in the Panel's 
report are neither included in the sanction list of the Security Council 
resolutions nor registered in China as the representatives of the DPRK 
financial institutions. China cannot verify and confirm whether they have 
relationship with the DPRK financial institutions. ” 

Beijing, 

China 

16 June 1971 PPNo.: 745420413 
(expires 19 November 2020) 

Jo Choi Song (Aka 

Cho Ch’o’l-So’ng) 
iso 

Deputy Representative for the Korea Kwangson Banking Corporation 
(KKBC) 

Uses false entity names for the KKBC, such as “Good Field Trading Lim¬ 
ited (iff and “Golden Tiger Investment Group (filjfZ 

both registered in Hong Kong. 

Dandong, 

China 

25 September 1984 

PP: 654320502 (expires 16 September 
2019) 

Res 2371(2017) designated him as “Rep¬ 
resentative for Korea United Develop¬ 
ment Bank” on 5 Aug (KPi.058) 













China stated, “China has closed all the representative offices of the 

DPRK financial institutions in China, and all the relevant representatives 
in China have left China. ” 



Ho Young 11 (Aka Ho’ 
Yo’ng-il) 

o]^°d 

Hana Bank Representative 

In 2016, Ho Young 11 was associated with a high volume of USD transac¬ 
tions for the FTB. 

China replied, “The other DPRK individuals mentioned in the Panel's re¬ 
port are neither included in the sanction list of the Security Council reso¬ 
lutions nor registered in China as the representatives of the DPRK finan¬ 
cial institutions. China cannot verify and confirm whether they have rela¬ 
tionship with the DPRK financial institutions. ” 

Dandong 

China 

DOB: 9 September 1968 

Kim Mun Choi (Aka 
KimMun-ch’o’l) 

Representative for Korea United Development Bank. Uses false entity 
names including “Chongryu Technical Company” or “Kyong Un Trading 
Company” 

China replied “that as a designated individual he has been blocked from 
entry and Chinese banks requested the freeze of his assets. 

Dandong, 

China 

DOB 25 March 1957 

Res 2371(2017) designated him as “Rep¬ 
resentative for Korea United Develop¬ 
ment Bank” on 5 Aug (KPi.060) 

Choe Chun Yong 
(Aka Ch’oe Ch’un- 
yo’ng) 

Ilsim International Bank Representative 


PP no: 654410078 

Res 2371(2017) designated him as “Rep¬ 
resentative for Ilsim International Bank” 
on 5 Aug (KPi.054) 

Ko Tae Hun (Aka Kim 
Myong Gi) 
iEH° (oriCH^) 

(aka □ §7|) 

Tanchon Commercial Bank Representative 

Transited 
China, 
Ethiopia, 
UAE, vis¬ 
ited Sudan 1 

25 May 1972; PP 563120630 (expires 20 
March 2018) 

UN Res 2270 (2016) designated him as 
“Tanchon Commercial Bank (TCB) offi¬ 
cial” on 2 March (KPi.025) 

Kang Min 

Q n| 

Daesong Bank representative who, in late 2016, held Chinese bank ac¬ 
counts. 

China replied, “The other DPRK individuals mentioned in the Panel's re¬ 
port are neither included in the sanction list of the Security Council reso¬ 
lutions nor registered in China as the representatives of the DPRK finan¬ 
cial institutions. China cannot verify and confirm whether they have rela¬ 
tionship with the DPRK financial institutions. ” 

Beijing, 

China 

07 May 1980; PP 563132918 (expires 04 
February 2018) 

Kim Sang Ho 

Representative, Korea Daesong Bank 

As of 2015, Kim Sangho was an Office 39 official posted as a Korea Dae¬ 
song Trading Company representative in Yanji, China. 

Yanji, 

China 

16 May 1957 PP No.: 563337601 (ex¬ 
pires: 26 September 2018) 


s 1 See S/2017/150, p. 64 
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China replied, “The other DPRK individuals mentioned in the Panel's re¬ 
port are neither included in the sanction list of the Security Council reso¬ 
lutions nor registered in China as the representatives of the DPRK finan¬ 
cial institutions. China cannot verify and confirm whether they have rela¬ 
tionship with the DPRK financial institutions. ” 



Kim Jong Man (Aka 
Kim Cho’ng Man) 

Representative, Korea Unification Development Bank. In 2015, he was an 
Office 39 official posted to Hong Kong. 

China replied, “The other DPRK individuals mentioned in the Panel's re¬ 
port are neither included in the sanction list of the Security Council reso¬ 
lutions nor registered in China as the representatives of the DPRK finan¬ 
cial institutions. China cannot verify and confirm whether they have rela¬ 
tionship with the DPRK financial institutions. ” 

Zhuhai, 

China 

16 July 1956; PP No.: 918320780 

Kim Hyok Choi (Aka 
Kim Hyo’k-Cho’l, 

Deputy Representative, Korea Unification Development Bank 

Zhuhai, 

China 

9 July 1978; PP No.: 472235761 (expires 

6 June 2017) 

Hyok Choi Kim 

China replied, “The other DPRK individuals mentioned in the Panel's re¬ 
port are neither included in the sanction list of the Security Council reso¬ 
lutions nor registered in China as the representatives of the DPRK finan¬ 
cial institutions. China cannot verify and confirm whether they have rela¬ 
tionship with the DPRK financial institutions. ” 



Ri Ho Nam (aka Ri 
Ho-nam) 

Ryugyong Commercial Bank branch representative (2014 to present) 

China replied, “The other DPRK individuals mentioned in the Panel's re¬ 
port are neither included in the sanction list of the Security Council reso¬ 
lutions nor registered in China as the representatives of the DPRK finan¬ 
cial institutions. China cannot verify and confirm whether they have rela¬ 
tionship with the DPRK financial institutions. ” 

Beijing, 

China 

DOB: 3 January 1967; PP No.: 

654120210 (expires 21 February 2019 

Ms. Kim Su Gyong 

Korea United Development Bank (KUDB) Representative. Since 2011 
made multiple trips around Europe, especially in France and Italy, with the 
assistance of her father, Kim Yong Nam, and brother, Kim Su-Gwang, 

RGB agents who used their status as staff members of international organ¬ 
izations to help her obtain visas. Kim Su-Gwang (Kim Sou Kwang) re¬ 
cently departed Belarus. See: S/2017/742 para 50 and S/2016/15, para 

187. 

Europe, 
also trans¬ 
ited UAE 
and the 
Russian 
Federation 2 

DOB: 16 Jan 1973; PP 745120374 

Mun Cho'ng-Ch'o'l 

Tanchon Commercial Bank Representative. Has facilitated transactions 
for TCB. 


Res 2094 (2013) designated him as 
“Tanchon Commercial Bank (TCB) offi¬ 
cial” on 7 March (KPi.012) 


*5 2 The Russian Federation informed the Panel that unilateral sanctions were “not an argument for suspicion of unlawful activities on Russian territory”. 













Jong Song Ho 

President of the Jinmyong Joint Venture Bank/Jinmyong Joint Bank - 
S c! dJ" o tt o. Jong Song Ho helped arranged the sale of a shipment of 
DPRK coal aboard the Wise Honest through an Indonesian broker with the 
final listed recipient being the ROK company, Enermax. See S/2019/171, 
para 36 (business card at Annex 19). 

Indonesia 


RI, Jong Won (a.k.a. 

RI, Cho'ng-Wo'n; 
a.k.a. RI, Jung Won) 

B| 2 S 

Foreign Trade Bank Representative. Russia replied to the Panel, “Mr. Ri 
Jong Won arrived in Russia on 5 February 2018 as an officially accredited 
member of the Embassy of the Democratic People’s Republic of Korea to 
the Russian Federation. It is not known what information was used to de¬ 
termine that he is the Moscow-based deputy representative of the Foreign 
Trade Bank. Moreover, according to the available information, he returned 
to the Democratic People’s Republic of Korea on 8 October 2018.” 


DOB 22 Apr 1971; PP PS654320421 
(exp 11 Mar 2019) 

Choe Song Nam 

CHOE, Song Nam 
(aka CH'OE, So'ng- 
nam) 

Representative of Daesong Bank 


DOB: 07 Jan 1979; Passport 563320192 
expires 09 Aug 2018 

Kim Choi 

KIM, Choi (a.k.a. 

KIM, Ch'o'l) 

SI 

Representative of Korea United Development Bank 


DOB 27 Sep 1964 

Paek Jong Sam 

PAEK, Jong Sam 
(a.k.a. PAEK, Chong- 
sam) 

Representative of Kumgang Bank 


DOB 17 Jan 1964 

Ko 11 Hwan 

KO, 11 Hwan (a.k.a. 

KO, Il-hwan) 

Representative of Korea Daesong Bank. According to a Member State, he 
engaged in transactions for ship-to-ship transfers in 2018 while acting as 
representative of Daesong Bank in Shenyang. 


DOB 28 August 1967 

Passport 927220424 expires 12 Jun 2022 

Ri Myong Hun 

Representative of Foreign Trade Bank 


DOB 14 Mar 1969; Gender Male; Pass¬ 
port 381420089 expires 11 Oct 2016 
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RI, Myong Hun (a.k.a. 
RI, Myo'ng-hun) 




Kim Nam Ung 

□ 

Representative for Ilsim International Bank, which is affiliated with the 
DPRK military and has a close relationship with the Korea Kwangson 
Banking Corporation. Ilsim International Bank has attempted to evade 
United Nations sanctions. 


Passport no.: 654110043 

Res 2371(2017) desigmated him as Rep¬ 
resentative for Ilsim International Bank 

RI, Jong Won 
(a.k.a. RI, Cho'ng- 
Wo'n; a.k.a. RI, 

Jung Won) 

The Russian Federation replied, Mr. Ri Jong Won arrived in Russia on 5 
February 2018 as an officially accredited member of the Embassy of the 
Democratic People’s Republic of Korea to the Russian Federation. It is 
not known what information was used to determine that he is the Moscow- 
based deputy representative of the Foreign Trade Bank. Moreover, ac¬ 
cording to the available information, he returned to the DPRK on 8 Octo¬ 
ber 2018. 


DOB: 22 Apr 1971; Passport no 
654320421 expires 11 Mar 2019 


Source: The Panel, Member States and UN documents 
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I Annex 16 : DPRK financial institutions with overseas representatives 

6 


1 


Names, alias, Korean and Chinese spelling 

HQ address / phone / fax/ 

SWIFT 

Security Council designations and information provided to Panel 
by Member States and United Nations resolutions 

Bank of East Land 

aka: Haedong Bank (°H"ott o), Dongbang Bank, 
Tongbang U’Nhaeng, Tongbang Bank, 

mm 

BEL Building, Jonsung-Dong, 
Pyongyang 

Tel: +850 2 18111 

Fax: +850 2 3814410 

Res 2087 (2013) on 22 January 2013 (KPe.013) 

Info in UN Panel reports: S/2017/150; pp 76-77 and S/2017/742, 
para 61. 

Facilitates weapons-related transactions for, and other support to, 
arms manufacturer and exporter Green Pine Associated Corpora¬ 
tion. Has actively worked with Green Pine to transfer funds in a 
manner that circumvents sanctions. 

Credit Bank of Korea 

££*!§£$S 

aka Korea Credit Bank, International Credit Bank, 

mmmmm ? 

Munsu Street, Central District, 

Pyongyang 

+850 2 3818285 

+850 2 3817806 


Daedong Credit Bank [JV] 

Aka Taedong Credit Bank, Dae-Dong Credit Bank, 
DCB Finance Ltd, Perigrine-Daesong Development 
Bank 

Suite 401, Potonggang Hotel, 
Ansan-Dong, 

Pyongchon District, Pyong¬ 
yang, 

(b) Ansan-dong, Botonggang 
Hotel, 

Pongchon, Pyongyang, 

+850 2 3814866 

SWIFT: DCBK KPPY 

Res 2270 (2016) on 2 March 2016 (KPe.023) 

Representative offices and front companies in China according to 
Panel: S/2017/150, paras 225-230 and S/2017/742, paras 51-56. 
Cbents include: T Speciabst International (Singapore) Ltd, OCN 
(Singapore) International Distribution Ptd Ltd; Pan Systems; Da- 
ban Daxin Electron Co Ltd, Hongdae International, Yueda Inter¬ 
national Trading Co, Hing Heng, Korea Sinheung Trading Co, 

Hana Electronics. 

Joint venture with Korea Daesong Bank; majority stake acquired 
by a Chinese company. See current report, paragraphs XX. 

Daesong Credit Development Bank [JV] 

Koryo Credit Development Bank 
(-3- 2i -s-S. s lJ o"E-ci), Koryo Global Trust Bank, 
Koryo-Global Credit Bank, Korea Credit Investment 
Company A[) 

Daesong Credit Development 
Bank [Joint Venture] 

+850 2 3814100 
+850 2 3414013 


First Eastern Bank 

Rason, DPRK 

Affiliated with Central Bank and Unaforte (Italy and Hong Kong, 
China). See Panel report S/2017/150 para 221. 
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Foreign Trade Bank (FTB) 

aka: Mooyokbank, Korea Trade Bank, Mooyokbank 

FTB Building, Jungsong dong, 
Central District, Pyongyang 

Tel:+850 2 18111 

Fax: +850 2 3814467 

SWIFT/BIC FTBD KP PY 

Res 2371 (2017) on 5 Aug 2017 (KPe.047) 

State-owned bank which acts as the DPRK’s primary foreign ex¬ 
change bank and has provided key financial support to the Korea 
Kwangson Banking Corporation. 

See para X on registered office abroad. 

International Consortium Bank (ICB) 

Hi-Fund Bank International Consortium Bank (ICB), 
Sungri Hi-Fund International Bank, Sungri Economic 
Group 

Sungri Exhibition Hall, Pyong¬ 
yang 


Jinmyong Joint Venture Bank/Jinmyong Joint Bank 

Pyongyang 

Tel: +85-02-18111-381-8161 

Fax: +85-02-381-4410 
Associated Factory: 
Address: 

Room No. 2204, 3211 Pyong¬ 
yang Information Center, 
Kyonghung-dong, Pothonggang 
District, Pyongyang 

Appears to be owned by the Jinmyong Trading Group. Advertise¬ 
ment presented at 19th Pyongyang Spring International Trade Fair 
(2016). Designated by OFAC in September 2017 pursuant to E.O. 
13810, which targets, in part, persons determined to be operating 
in the financial services industry in the DPRK. The President, 

Jong Song Ho arranged the sale of a shipment of DPRK coal 
aboard the Wise Honest through an Indonesian broker with the fi¬ 
nal listed recipient being the ROK company, Enermax. See 
S/2019/171, para 36 (business card at Annex 19). 

Koryo Bank 

Koryo Bank Building, Pyong¬ 
yang, Democratic People's Re¬ 
public of Korea 

Res 2356 (2017) on 2 June 2017 (KPe.045) 

Associated with Office 38 and Office 39 of the KWP. Operated by 
Korea Myohyang Economic Group; joint venture partner in 
Koryo-Global Bank. 

Koryo Credit Development Bank / Daesong Credit 
Development Bank [JV] (Aka. Koryo-Global Credit 
Bank, Koryo Global Trust Bank) -H Ej 

(akaiBj#Si^!S^«) 

Yanggakdo International Hotel, 
Pyongyang 

Tel: +850 2 381 4100 

Fax: +850 2 341 4013 

Res 2371 (2017) on 5 August 2017 (KPe.049) 

Joint venture with Koryo Bank 

Korea Daesong Bank 

aka: Choson Taesong Unhaeng, Daesong Bank, Tae- 
song Bank 

According to a Member State, in 2018 the bank has 
used the following false names when processing 
transactions for ship-to-ship transfers: 

Segori-dong, Gyongheung 

Street, Pyongyang 

Tel +850 2 818221 

Fax+850 2 814576 

SWIFT/BIC: 

KDBKKPPY 

Res 2321 (2016) on 30 November 2016 (KPe.035) 

Owned and controlled by Office 39 of the Korea Workers’ Party 

According to a Member State, Ko 11 Hwan engaged in transactions 
on behalf of Korea Daesong Bank from Shenyang for ship-to-ship 
transfers in 2018. 











( Chosun Noksaek Sanop Muyok, 
Korea Green Industry Trading Company/Corporation 

mnm&rmM ) and 

^SI ^KChosun Sinyong Tuja Hoesa, 
Korea Credit Investment Company/Corporation M 

or 



Korea Kwangson Banking Corporation 

Korea Kwangson Finance Company, 

Korea Kwangson Finance 

Company 

Jungsong-dong, Sungri Street, 
Central District, Pyongyang 

Res 2370 (2016) on 2 March 2016 

Provides financial services in support to Tanchon Commercial 

Bank and Korea Hyoksin Trading Corporation, a subordinate of 
the Korea Ryonbong General Corporation. Tanchon has used 

KKBC to facilitate funds transfers likely amounting to millions of 
dollars, including transfers involving KOMID-related funds. For 
more info see PoE report S/2017/150, p. 63. 

Korea National Insurance Corporation 

Korea Foreign Insurance Company, 'rill l¥ 5 (MJjc P«z J3. 

#|fc 

KNIC Building, Central Dis¬ 
trict Pyongyang 

+850 2 18111/222 Ext:3418024 
+850 2 3814410 


Korea Joint Venture Bank 

Korea Joint Bank, Korea Joint Operation Bank, Cho¬ 
sun Joint Operation Bank, Habyong Bank, 'I® f¥ In'll 

mn 

KJB Building, Ryugyong 1 
dong, Pothonggang District, 
Pyongyang 

+850 2 381-8151,850-2- 
18111-381-8151 
+850 2 381-4410 


Ryugyong Commerical Bank (RCB) 

Ryusang Bank, fP^ISfr 

Changgwang Hotel, 5 th Floor, 
Pyongyang 

Beijing, China 

Dandong, China 

Two ATMs at Pyongyang Airport and one in the lobby of 
Changgwang Inn. 

Ryugyong Commercial Bank ATM lists an address in the 
Changgwang Foreign House, Suite #05-24 

Joint Venture with OCN Pyongyang Office and Koryo Commer¬ 
cial Bank 

Korea Unification (United) Development Bank 

(££)#S{i*E£$l 

KUDB Building, Pyongyang 

SWIFT/BIC: KUDBKPPY 

Res 2321 (2016) on 30 November 2016 (KPe.033) 

USA on 16 March 2016 
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aka: Myohyangsan Bank, Unification Development 
Bank, T’ongil Palchon Bank, Korea Tongil Paljon 
Bank, Korea Reunification Development Bank 


See Panel of Experts report (S/2017/150, p 62) 

Hana Banking Corporation 

aka Korea Kumsong Bank, Kumsong Bank, Single- 
Minded International Bank, 

ISB Building, Pyongyang; 
Haebangsan Hotel, Jungsong- 
Dong, Sungri Street, Central 
District, Pyongyang, Dandong, 
China 

SWIFT/BIC BRBKKPPIXXX 

Partial Ownership by Central Bank. Overseas several Bank Card 
product lines for domestic use 

Ilsim International Bank 

0 'MiPSfifT 

aka. Korea Kumsong Bank, Kumsong Bank, Single- 
Minded International Bank, 0 

ISB Building, Pyongyang 
Pyongyang, Democratic Peo¬ 
ple's Republic of Korea 

SWIFT: ILSIKPPY 

Res 2321 (2016) on 30 November (KPe.034) 

Affiliated with the DPRK military and has close relationship with 
Korea Kwangson Banking Corporation (KKBC) and has at¬ 
tempted to evade United Nations sanctions. 

First Credit Bank. (JV) or Cheil Credit Bank 

*11 ii £!§£?§ 

aka: First Trust Bank Corporation, Jeil Credit Bank, 
Kyongyong Credit Bank 

a) 3-18 Pyongyang Information 
Center, Potonggang District (as 
of 2016). b) i Rakrang District, 
Jongbaek 1-dong Tel:+850 2 
433-1575 (02-433-1575) 

SWIFT: KYCBKPPYXXX 
Rakrang Tel: 961-3331, 961- 
0003 

Belongs to Workers Party of Korea. It was established in 2008 as 
JV venture with Singapore’s Miracle Commerce Pte. Ltd., and its 
CEO William Toh (aka Toh Hwee Howe) who has been involved 
in trade with the DPRK using his other two companies, I-Tech In¬ 
telligence Resources and Sinsar Trading Ltd. 

Koryo Commercial Bank 

iSiMfSillMSttf 

aka Korea Commercial Bank 

KCB Building, Taedonggang 
District, Pyongyang; ; Beijing, 
China; Shenyang, China; 
SWIFT/BIC KCBKKPP1 

Joint Venture with OCN and Ryugyong Commerical Bank 

Tanchon Commercial Bank 

o l 'u€-^ 

AKA: Changgwang Credit Bank, (^J^-ill ■§"&?§) 
Korea Changgwang Credit Bank 

o^lIo^o); YongaksanBank 

Ci-^IS-nrS), Lyongaksan Bank 

Saemul 1-Dong Pyongchon 
District, Pyongyang 

Designated by UN on 24 Apr. 2009 (KPe.003) 

Main DPRK financial entity for sales of conventional arms, ballis¬ 
tic missiles, and goods related to the assembly and manufacture of 
such weapons. Under Second Economic Committee; financial 
arm of KOMID. 

Korea United Development Bank (KUDB) 

KUDB Building, Pyongyang 

Res 2321 (2016) on 30 November (KPe.033) 












(HP) 

aka: Myohyangsan Bank, Unification Development 
Bank, T’ongil Palchon Bank, Korea Tongil Paljon 
Bank, Korea Reunification Development Bank 

SWIFT/BIC: KUDBKPPY 

Information in UN POE report: S/2017/742, p. 22 

Kumgang Group Bank / Kumgang Bank (KKG) 

Korea Kumgang Bank 

(**!) 

aka: Kumgang Export and Import Bank 

Kumgang Bank Building, Cen¬ 
tral District, Pyongyang (The 
North East Asia Bank building 
in Pyongyang became the KKG 
Bank building) 

Associated with Korea Ponghwa General Corporation (under Ex¬ 
ternal Economic Committee of the Cabinet) and Korea Pyongyang 
Trading Company 

Kumgyo International Commercial Bank 


Affiliated with Korean Chongsong Mining Company and 
Changgwang Shop. See Panel report S/2017/150 para 220. 

Tanchon Commercial Bank 

AKA: Changgwang Credit Bank, 

Korea Changgwang Credit Bank 
(^'ido 1 'o 1 " Yongaksan Bank 

(-g^t-td-crty), Lyongaksan Bank 

Saemul 1-Dong Pyongchon 
District, Pyongyang 

Designated by UN on 24 Apr. 2009 (KPe.003) 

Main DPRK financial entity for sales of conventional arms, ballis¬ 
tic missiles, and goods related to the assembly and manufacture of 
such weapons. Under Second Economic Committee; financial 
arm of KOMID. 


Source : The Panel, Member States and UN documents 
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Annex 17 : Payment for Wise Honest transshipment costs arranged by DPRK bank representative 


Source : Annex 19 of Panel’s report S/2019/171 of 5 March 2019. 


b. Supplementary information on payment for Wise Honest from US Court documents 

Excerpts from Case l:19-cv-04210 filed on 9 May 2019, United States District Court, Southern District of New 
York 

43. In connection with the March 2018 shipment of coal on board M/V Wise Honest from North Korea, see supra 
11 28- 30, payments totaling more than $750,000 were transmitted through the correspondent accounts of another 
U.S. financial institution ("Bank-2"), which was specifically listed as being located in "New York, USA." 

Source : Case 1:19-cv-04210 filed on 9 May 2019, United States District Court, Southern District of New York 
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Annex 18 : Screenshot of media coverage of a Republic of Korea Parliamentary Committee Press Conference 
on Detention of DN5505 for importing DPRK-origin coal 



English Translation: 

Current Status of Vessel Suspension of Departure (or Detention) (Edited 2019.04.17) 

Ship Name Current Status Reason Date 

DN5505 Departure Delayed/Pending Importing North Korean coal Action Taken 2019. Feb. 

KATRIN Departure Delayed/Pending Illegal Transshipment of Refined Oil Action Taken 2019. Feb. 

P PIONEER Departure Suspended Illegal Transshipment of Refined Oil Action Taken 2018. Oct. 

LIGHTHOUSE WINMORE Departure Suspended Illegal Transshipment of Refined Oil Action Taken 2017. Nov. 

KOTI Departure Suspended Illegal Transshipment of Refined Oil Action Taken 2017. Dec. 

TALENT ACE Departure Suspended Carrying North Korean coal Action Taken 2018. Jan. 

........ L „ , „ , . ,,, , ., ~ Departure Delayed/Pending Action Taken 2018. Sep. 

LUNIS Departure Delay Revoked Illegal Transshipment of Refined Oil , ___ _ 

___ | _____ Revoked 2018. Oct. _ 


Source : Meeting of the special committee on the investigation of sanctions against North Korea, YouTube, 18 
April 2019. https://www.youtube.com/watch?v=e71dPPMeIN4 
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Annex 19 : International Shipping News, “Ship Suspected of Carrying N.K. Coal Is Under 
Probe: lawmaker”, 19 April 2019 


A Togo-flagged ship has heen under prohe in South Korea on suspicion of carrying North Korean coal in a poten¬ 
tial violation of U.N. Security Council sanctions, an opposition lawmaker said Thursday. 

The vessel, helieved to have come from Russia’s Nakhodka, entered the South Korean southeastern port of Po- 
hang in February to unload 3,217 tons of North Korean coal and its departure was suspended, according to Rep. 
Yoo Ki-june of the main opposition Liberty Korea Party (LKP). 

The DN5505 vessel also unloaded 2,588 tons of coal in South Korea in November, he said. 

“The government grudgingly recognized that the vessel was shipping North Korean coal and kicked off the inves¬ 
tigation,” Yoo claimed. 

North Korea is banned from exporting coal, iron ore and other mineral resources under Resolution 2371, passed 
in August, 2017. U.N. sanctions call for a country to capture and look into a vessel suspected of engaging in pro¬ 
hibited activities with North Korea. 

The DN5505 has become the sixth ship whose departure from a South Korean port was suspended or denied due 
to suspected shipments of North Korean coal or ship-to-ship oil transfer in international waters. 

Yoo said the name of the ship was changed in January 2018 and its original name is Xiang Jin. 


Source: “Ship suspected of carrying N.K. coal is under probe: lawmaker” in International Shipping News . 19 
April 2019. 
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Annex 20: Austria’s reply to the Panel 


PERMANENT 
MISSION 
OF AUSTRIA 

TO THE UNITED 
NATIONS IN NEW YORK 


New-York-OV/RECHT/0140/2019 


The Permanent Mission of Austria to the United Nations presents its compliments to the 
Panel of Experts established pursuant to United Nations Security Council resolution 1874 
(2009) and has the honour to transmit the following: 

With reference to the Panel's letter dated 28 June 2019 (S/AC.49/2019/PE/OC.75) Austria 
would like to provide the following information in addition to the letters dated 23 March 
2017 as well as 26 October 2017: 

A. Korea Ungum Corporation 

As the Panel of Experts is aware, the Austrian Authorities have been dealing with the 
Korea Ungum Corporation since 2012 and seeking cooperation with the panel 
concerning this matter on several occasions. Based on the investigations of the Austrian 
Authorities, the facts may be summarized as follows: 

1. Korea Ungum Corporation held the following bank accounts with Meinl Bank AG: 

• No. 100493444 balance USD 768.168.24 

• No. 100493445: balance EUR U27.46S.3S 

2. The following persons were registered as authorised signatories of the bank accounts: 

• Mr. HYON Yong II. DOB March 1964 (no known permanent residence in Austria) 

• Mr. KIM Yu Jin, DOB 23 September 1963 (member of the administrative and technical 
staff at the DPRK Embassy in Vienna, registered from 10 May 2007 until 11 February 
2010) 

• Mr. R1 Yong Su. DOB 10 June 1959 (member of the administrative and technical staff 
at the DPRK Embassy in Vienna, registered from 6 October 2004 until 2 May 2007) 
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3. In July 2012, Mr. HYON Yong II intended to close the accounts of Korea Ungum 
Corporation with Meinl Bank AG and transfer the balance via West Landesbank in 
Germany to an account of the Foreign Trade Bank of the DPRK (FTB). 

4. On 26 July 2012, Meinl Bank AG submitted a suspicious transaction report to the 
Criminal Intelligence Service of Austria, because the Bank had suspected Korea Ungum 
of money laundering. The report was forwarded to the Vienna Public Prosecutor's Office, 
which on the same day ordered the freezing of the accounts due to suspected money 
laundering activity. 

5. On 17 July 2015 the Vienna Public Prosecutor's Office closed the money laundering 
proceedings due to lack of evidence and lifted the freezing order. 

6. However, no moneys were released, since the Austrian National Bank, as the 
competent Austrian authority to monitor the implementation of financial sanctions, 
confirmed to Meinl Bank that the bank accounts remained frozen pursuant Council 
Regulation (EC) No. 329/2007 concerning restrictive measures against the Democratic 
People's Republic of Korea. 

7. In February 2016, the Korea Ungum Corporation, requested a cash withdrawal from 
the bank accounts which supposedly should have been made available to a member of 
the DPRK Embassy in Vienna. However, this request was refused. 

8. In October 2016, in order to achieve legal certainty for freezing the accounts in the 
view of potential lawsuits, Austria proposed the listing of Korea Ungum Corporation 
under EU sanctions legislation, after it had asked the Panel of Experts for additional 
information. However, no consensus among EU member states could be reached on the 
listing proposal. 

9. On 9 January 2017, the DPRK Embassy requested the release of funds from the above- 
mentioned bank account No. 100493444, allegedly in order to pay an outstanding salary 
to Mr. JO Kwang Choi based on a fabricated labour contract with Korea Ungum 
Corporation (for further details see Part B below). Again, the request was refused. 

10. In February 2017, in order to solve the matter in conformity with the sanctions 
measures against the DPRK. Meinl Bank AG bought DPRK promissory notes to the value 
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of the balance in the above-mentioned accounts from Winter Bank, another Austrian 
private bank, which held DPRK promissory notes of several million Euros. The accounts 
were set off against the promissory notes, thereby avoiding that any funds were made 
available to FTB or any other entity of the Government of the DPRK. 

11. On 28 February 2017, both bank accounts of Korea Ungum Corporation with Meinl 
Bank AG were closed, well before the listing of FTB by the Security Council on 5 August 
2017. 

B. JO Kwang Choi 

1. Mr JO Kwang Choi (DOB 5 August 1975, Passport No 745420418, see attachments 1 
and 2) has been accredited since 2 February 2016 as a member of the administrative and 
technical staff of the DPRK Embassy in Vienna. His current accreditation card is valid until 
3 November 2020 Mr, JO'S private address is not known to the Austrian authorities. 
There is no legal obligation for accredited members of Embassies in Austria to register 
their private addresses. 

2. In December 2016, the DPRK Embassy request the release of funds in the amount of 
EUR 33.600.00 from the bank account No. 100493444 with Meinl Bank AG, allegedly in 
order to pay an outstanding salary to Mr JO for his work as an agent of Korea Ungum 
Corporation in Vienna from February to September 2016. However, the Austrian 
authorities came to the conclusion that this request was an imposture, based on a 
fabricated labour contract. When the DPRK Embassy was confronted with the suspicion 
that the contract and supposed work of Mr. JO potentially violated Article 42 of the 
Vienna Convention on Diplomatic Relations, OP 33 of Security Council Resolution 2321 
(2016) as well as Austrian tax and labour laws, it withdrew its request and no funds were 
released. 

3. After careful analysis of all available facts, the Austrian authorities determined - in line 
with the discretion afforded to Member States in OP 33 of Security Council Resolution 
2321 (2016) - that there was no sufficient and reliable evidence to conclude that Mr. JO 
was actually working on behalf of or acting at the direction of the FTB during his posting 
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in Vienna. The alleged labour contract was poorly fabricated and there was no evidence 
of any activities of Mr. JO as supposed agent of Korea Ungum Corporation and/or FTB 
before or particularly after the adoption of Security Council Resolution 2321 (2016) on 30 
November 2016. This conclusion was corroborated by the fact that, unlike previous staff 
at the DPRK Embassy, Mr JO was never registered as an authorised signatory of the 
above-mentioned bank accounts of Korea Ungum Corporation. Mr JO is also not 
registered in the Austrian business register, nor in the Austrian company register or in 
the Austrian land register. 

C. Implementing measures 

1. Council Regulation (EC) No. 329/2007 which was later replaced by Council Regulation 
(EU) No. 2017/1509 of 30 August 2017 transposed the obligation to freeze assets of 
individuals or entities under paragraph 8 (d) of Security Council Resolution 1718 (2006) 
and subsequent relevant Security Council Resolutions. 

2. According to the Austrian National Bank, as the competent national authority, action 
taken pursuant to Art. 28 and 29 of Regulation (EU) 2017/1509 of 30 August 2017 
implementing UNSC-Resolution 2321 (2016) has led to the closure of 12 bank accounts 
held by persons affiliated with the DPRK Embassy in Austria. According to available 
information, the DPRK Embassy no longer holds any bank account in Austria at all, as 
local banks refuse to do business with the Embassy. Due to very strict national banking 
secrecy legislation, more detailed information could only be acquired by a court order 

3. In this context it is noted that the personal scope of Art. 28 of said EU Regulation goes 
beyond the scope of OP 16 of Security Council Resolution 2321 (2016), which only refers 
to diplomats and consular officers, whereas Art. 28 of the EU Regulation includes all 
members of DPRK diplomatic missions. According to the well-established definitions in 
the Vienna Convention on Diplomatic Relations (VCDR) and the Vienna Convention on 
Consular Relations (VCCR), which both reflect customary international law, the terms 
‘diplomatic agent* (cf. Art 1 (e) VCDR) and 'consular officer' (cf. Art 1 (d) VCCR) do not 
encompass "members of the administrative and technical staff” nor the family members 
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of such diplomat agents and consular officers, who are therefore outside the scope of OP 
16 of Security Council Resolution 2321 (2016). 

4. In accordance with Art 28 and 29 of Council Regulation (EU) 2017/1509 the obligation 
to close the accounts of DPRK diplomats departing/having departed their posting is with 
the credit and financial institutions. 

The Permanent Mission of Austria to the United Nations avails itself of this opportunity 
to renew to the Panel of Experts the assurances of its highest consideration. 



To the / 

Panel of Experts 

established pursuant to UN Security Council resolution 1874 (2009) 
United Nations 

New York 
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DPRK service passport held by Jo Kwang Choi 


*1 fl / OFFICIAL STATUS 


5yoi^°iej°iS2RilA|® 5|gj 


STAFF MEMBER 

THE EMBASSY OF THE DEMOCRATIC PEOPLE’S REPUBLIC OF KOREA 
IN THE REPUBLIC OF AUSTRIA 



ik life 


£43E!??21£>S!g2R Democratic PeUpie s Republic of Korea 



PSPRKJO<<KWANGCHOL<<<<<<<<<<<<<<<<<<<<<<<<<< 

7454204189PRK7508055N20H208<<<<<<<<<<<<<<<0 
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Letter from the DPRK Embassy in Beijing requesting visa for Jo Kwang Choi and his family 



CD M fit 


Embassy of the Democratic People' s Republic of Korea 


The Embassy of the Democratic People’s Republic of Korea in Beijing 
presents its compliments to the Embassy of the Republic of Austria and has 
the honor to kindly request the latter to issue the D-visas in favor of following 
newly appointed staff member of the DPR Korea Embassy to the Republic of 
Austria and his family who will stay in Austria for 4 years from January 25, 
2016, who names, dates of birth, passport numbers are as follows: 

1. Mr. Jo Kwang Choi. Bom: 05-Aug-l97S. Passport No-PS745420418 

2. Mrs. Choe Hyang Mi. Bom: 23-Jan-1976. Passport No-PS745420419 

3. Mr. Jo Ju Ryong. Bom: 22-Apr-2000. Passport No- PS745420420 

4 Ms. Jo Ju Hyang. Bom: 18-Aug-2003. Passport No- PS745420421 

Please be informed that Mr. Jo Kwang Choi is the replacement of Mr. Ri 
Jong Choi, the staff member of the DPRK Embassy to the Republic of Austria 
and the application forms, copies of applicants' passports and original 
passports are enclosed herewith. 

The Embassy of the DPRK avails itself of this opportunity to renew to the 
Embassy of the Republic of Austria the assurances of its highest consideration. 


December 03, Juche 104(2015) 

To: Embassy of the Republic of Austria 
Beijing 


Source: Member State 
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Annex 21 : Suspected DPRK cyber-attacks on financial institutions (including banks and 
cryptocurrency exchanges) investigated by the Panel 

A. Banks 


Date 

Location 

Details 

Dec 

2015 

Guatemala 

Reported loss of 16 million USD. 

Dec 

2015 

Vietnam 

Attempted theft of more than 1 million Euro ($1.1 millions) of 
funds through fraudulent SWIFT messages according to state¬ 
ment Tien Phong Bank later issued. 1 

Feb 

2016 

Bangla¬ 

desh 

Attempted theft of $951M 

May 

2016 

South Af¬ 
rica /Japan 

Reported theft of $18M from Standard Bank that caused a mal¬ 
function of the system shortly before the cash was withdrawn 
from ATM machines at convenience stores in Tokyo and 16 
prefectures across Japan with forged cards made with data sto¬ 
len from credit cards issued by the bank. 

A reply from the Government of Japan to the Panel dated 25 

July 2019 stated, “As of 9 July 2019, approximately 260 sus¬ 
pects, including organized crime group members, have been ar¬ 
rested, and the total amount of the cash illegally withdrawn 
from the ATMs across Japan was approximately 1.86 billion 
yen. The suspects used forged cards with data of roughly 3,000 
pieces of customer information stolen from the Standard Bank 
in the Republic of South Africa, in order to withdraw cash 
from approximately 1,700 ATMs located in Tokyo and 16 pre¬ 
fectures across Japan. The case is still under investigation.” 

July 

2016 

India 

Attempted theft of $166M using tactics and techniques similar 
to February 2016 attack on Bangladesh Bank. Funds were 
transferred to the Canadia Bank Pic and RHB IndoChina Bank 
Ltd in Cambodia, the Siam Commercial Bank in Thailand, 

Bank Sinopac in Taiwan Province of China, and a bank in Aus¬ 
tralia (routed by Citibank New York and JP Morgan Chase 

New York). 

July 

2016 

Nigeria 

Attempted theft of $100M 2 

Oct 

2017 

Tunisia 

Attempted theft of $60M 

Oct 

2017 

Taiwan 
Province 
of China 

Attempted theft of $60M from Far Eastern International Bank; 
all but $500,000 recovered by the bank 3 


1 https://www.nytimes.com/2016/05/27/business/dealbook/north-korea-linked-to-digital-thefts-from-global-banks.html 

2 APT38: Un-usual Suspects, October 2018, p.7, mentions ‘an African bank that appears to have been targeted in early 2016 [.. .] 

and involved an attempted theft of approximately $100 million’, https://content.fireeye.com/apt/rpt-apt38 

3 Article by Reuters dated 16 October 2016 on the DPRK likely behind SWIFT cyber-attack on Taiwan Province of China. 

http s: //reut. rs/2kV S mKO . 
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Jan 

2018 

Mexico 

Attempted theft of 110M USD from Bancomext 4 

Jan 

2018 

Costa Rica 

Attempted theft of 19M USD 5 

Feb 

2018 

India 

Attempted theft of 16.8 USD from City Union Bank using 
techniques similar to February 2016 attack on Bangladesh 

Bank. 

March 

2018 

Malaysia 

Attempted theft of 390M USD 29 March 2018 cybersecurity 
incident involving attempted unauthorized fund transfers using 
falsified SWIFT messages 

May 

2018 

Chile 

Theft of approximately 10 million USD from Banco de Chile 
through unauthorized transactions using SWIFT, mainly to 

Hong Kong. The hackers distracted bank employs from the 
theft by using malware to render 9000 bank owned computers 
inoperable. 6 

June 

2018 

Liberia 

Attempted theft of 32M USD 

Aug 

2018 

India 

Reported theft of 13M USD through attack on Cosmos Bank 
through simultaneous ATM withdrawals across 23 countries in 
five hours as well as the transfer of 139 million Rupees to a 
Hong Kong-based company’s account in three unauthorized 
SWIFT transactions. On 8 October 2018 the United States in¬ 
cluded this and other similar DPRK attacks in its alert regard¬ 
ing the “FASTCash Campaign” 7 

Oct 

2018 

Chile 

Attack on Redbanc using malware called 

POWERRATANKBA. Sophisticated social engineering via 
Linkedln, Skype. 

Feb 

2019 

Malta 

Attempted theft of 14.5M USD from the Bank of Valletta 
(BOV) on 13 February. Before being reversed, transfers were 
made to banks located in the UK, the US, Czech Republic, and 
Hong Kong, China, “phishing” activity using the same digital 
fingerprint had been detected since October 2018. 

Feb 

2019 

Spain 

Attempted theft of 10.8M USD 8 


4 FireEye APT38 report 

5 In a reply to the Panel dated 24 July 2019, the Mission of Costa Rica stated, “The Mission can confirm that a private financial 

institution experienced an alleged cyberattack in Costa Rica in January 2018. An investigation has been launched by the 
Office of the Public Prosecutor's Division on Fraud. On July 17, 2019, the Division delegated the investigation to the Ministry 
of Science, Technology and Telecommunication. Because the investigation is still ongoing, it is not possible for the Mission 
to provide the Panel with any result.” 

6 FireEye APT38 report 

7 Alert (TA 18-275A) “Hidden Cobra - FASTCash Campaign”, US-CERT (United States Computer Emergency Readiness Team), 8 

October 2018. The general pattern of such attacks targeting financial institutions has been well documented in a criminal 
complaint issued by the U.S. Government. Criminal Complaint filed to the U.S. District Court for the Central District of 
California against Park Jin Hyok https://www.justice.gov/opa/press-release/file/1092091/download 

8 Spain’s National Cryptologic Centre (CCN), under the National Intelligence Centre stated in its 2019 Cyberthreats 
and Trends report that hackers associated with the DPRK government conducted the largest number of reported 
cyberattacks against Spain in 2018. 
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March 

2019 

Gambia 

Attempted theft of 12.2M USD 

March 

2019 

Nigeria 

Attempted theft of 9.3M USD 

March 

2019 

Kuwait 

Reported theft of 49M USD 


Source : Information from Member States, Statements by Government agencies, corporate statements, reports by cyber se¬ 
curity firms and media articles 

B. Cryptocurrency 


Date 

Location 

Details 

Feb 2017 

ROK 

Theft of 7M USD in first attack on Bithumb 

22 April 2017 

ROK 

Theft of 4.8M USD in first attack on Youbit 
(3618 Bitcoin) 

12 May 2017 


Global WannaCry attack resulted in Bitcoin 
laundered through Monero 

144,000 USD (52 Bitcoin). 9 

July 2017 

ROK 

Reported theft of more than 7 million USD 
in second attack on Bithumb including: 
870,000 USD in Bitcoin and 7 million USD 
in Bitcoin and Ethereum. 10 National Intelli¬ 
gence Services attributed to the DPRK. 

Summer 2017 

ROK 

25,000 USD (70 Monero) 11 through 

Monero cryptojacking / mining through ille¬ 
gal seizure of a Republic of Korea company 
server 

23 Sept 2017 

ROK 

Theft of undisclosed amount of Bitcoin 
(possibly 2.19 million USD) in attack on 
Coinis. Total of 6.99M USD reported in 
losses from this and the April 2017 Youbit 
attack combined 


9 United States District Court, Central District of California, United States of America v. PARK JIN HYOK, Case No. MJ18-1479, 

Criminal Complaint, 8 June 2018, para. 6. Available at www.justice.gov/opa/press-release/file/1092091/download. 

10 Nikhilesh De, “Police Confirm North Korean Connection in Bitcoin Exchange Phishing, Coindesk, 2 October 
2017 https://www.coindesk.com/police-confirm-north-korean-connection-bitcoin-exchange-phishing; and Stan 
Higgins, North Korea Is Targeting South Korea’s Bitcoin Exchanges, Report Claims, 12 September 2017, 
https://www.coindesk.com/report-north-korea-targets-south-koreas-bitcoin-exchanges-cyher-attacks. The Korean 
Internet Security Agency reportedly thwarted an attempted hack on 10 Korean exchanges hack in October. 

11 According to a news article, an assessment by Kwak Kyoung-ju at the Republic of Korea Financial Security 
Institute attributed the seizure of a server at an ROK to a hacking unit called “Andariel”. Sam Kim, “North Korean 
Hackers Hijack Computers to Mine Cryptocurrencies” Bloomberg, 31 December 2017. 
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May-Sept 

2017 

ROK 

ROK Police reported attacks on three cryp¬ 
tocurrency exchanges by DPRK actors and 
detailed that 25 employees at four different 
exchanges were targeted in 10 separate 
“spear phishing” attempts since July 2017 12 

23 September 
2017 


Coinis attack - undisclosed amount of 
Bitcoin, possibly 2.19 million USD 13 

19 Dec 2017 

ROK 

Theft of 17 percent of Youbit assets in sec¬ 
ond attack on Youbit. Youbit later declared 
bankruptcy as a result of hack. 14 

Dec 2017 

Slovenia 

Reported theft of 70+M USD from the 
bitcoin mining company, NiceHash, which 
reported “a highly professional attack with 
sophisticated social engineering” that re¬ 
sulted in approximately 63.92M USD of 
Bitcoin being stolen. 

June 2018 

ROK 

Third attack on Bithumb. Bithumb an¬ 
nounced in a since deleted tweet that hack¬ 
ers stole approximately $31 million. Pro¬ 
ceeds were laundered through a separate 
crypto-currency exchange called YoBit. 

Aug 2018 

India 

Reported theft of 13M USD 

Oct 2018 

Bangladesh 

Attempted theft of 2.6M USD 

March 2019 

Thailand/Singa¬ 
pore/Hong Kong, 

China 15 

Reported theft of 9M USD from DragonEx 


12 Republic of Korea Police https://www.coindesk.com/police-confirm-north-korean-connection-bitcoin-ex- 
change-phishing; https://www.coindesk.com/report-north-korea-targets-south-koreas-bitcoin-exchanges-cyber-at- 
tacks. Korean Internet Security Agency reportedly thwarted an attempted hack on 10 Korean exchanges back in 
October. 

13 Republic of Korea Intelligence Service as reported by Yonhap News, 16 December 2017. “Spy agency suspects N. Korean 

involvement in recent hacking into cryptocurrency exchange”, https://www.yna.co.kr/view/AKR20171216027100014. 

14 “Youbit statement announcing closure following hack” (Korean). 19 December 2017. 

15 According to the company’s Twitter and Linkedln accounts, it is based in Singapore. The Linkedln page states, 
“Registered in Singapore, Operation Department headquartered in Bangkok. ” However, Singapore indicated to the 
Panel that it does not currently have any registration information for a company under the name of DragonEx. 
Singapore further stated, “We note that DragonEx’s announcement of 27 March 2019 on its Telegram channel states 
that the Hong Kong Cyber Security and Technology Crime Investigation Bureau is investigating the incident.” 
DragonEx stated in its announcement of the cyherattack that it informed the judicial administrations of Estonia, 
Thailand, Singapore and Hong Kong. For more information on the attack, see http://www.coinwire.com/360-secu- 
rity-wams -about-lazarus -hacker-group and 

https ://www. secrss.com/articles/9511 
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March 2019 

ROK 

Reported theft of 20M USD in fourth attack 
on Bithumb (3M EOS and 20 million Ripple 
coins stolen worth $13.4M USD and 6M 
USD, respectively) 

28 May 2019 

ROK 

UpBit attacked. No losses reported. 


Source: Information from Member States, Statements by Government agencies, corporate statements, reports by cyber se¬ 
curity firms and media articles 
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Annex 22 : Information on patterns and methods of DPRK cyber attacks 

1. After selecting a target, malicious DPRK cyber actors research employees and organizations 
looking for vectors of attack. Attacks frequently involve one or more of the following tactics 
employed against a single target: engaging in spear phishing attacks; engaging in Watering Hole 
attacks whereby hackers compromise sites likely to be visited by a particular target group; and 
exploiting existing, well known software vulnerabilities which the target is believed to have left 
unpatched. After establishing an initial foothold, DPRK hackers then work to move laterally and 
elevate their privileges within a system; establishing as much control as possible before attempt¬ 
ing to execute a cyber-theft. These patterns of attack are not unique to DPRK hackers, what 
distinguishes them are the targets they select (such as financial institutions) and that following 
completion of their goals (or upon discovery) DPRK hackers are often willing to destroy large 
amounts of data to cover their tracks or distract targets while the theft is in process. 16 

2. Examples of these tactics include spear phishing attacks in the form of job applications which 
were sent to employees of the Bangladesh Bank in the February 2016 attack and used to com¬ 
promise computers controlled by the bank. 17 In 2017, DPRK cyber actors infected the website 
of the Polish Financial Supervision Authority with malware programed to only download onto 
computers which visited the site if they were from 104 pre-selected financial institutions and 
telecom companies. 18 In March 2017 the security vulnerability known as CVE-2017-0144 
which affected computers running some versions of the Windows operating system became 
known. Patches were not initially available for Windows XP though and in May 2017 DPRK 
hackers deployed the WannaCry ransomware worm targeting older computers running Win¬ 
dows XP which had not patched the vulnerability. 19 Finally, in 2018, as part of a cyber-heist 
targeting a Chilean bank, DPRK hackers destroyed data on approximately 9,000 bank-owned 
computers in order to distract bank employees from the theft of $10 mi llion. 20 


16 Nalani Fraser, Jacqueline O’Leary, Vincent Cannon, Fred Plan “APT38: Details on New North Korean Regime-Backed Threat 
Group”, 3 October 2018. Accessed at https://www.fireeye.com/blog/threat-research/2018/10/apt38-details-on-new-north- 
korean-regime-backed-threat-group.html on 11 July 2019. 

17 United States District Court, Central District of California, United States of America v. PARK JIN HYOK, Case No. MJ18-1479, 

Criminal Complaint, 8 June 2018. 

18 Symantec Security Response, “Attackers target dozens of global banks with new malware”, Symantec. 12 February 2017. 

19 Criminal Complaint filed to the U.S. District Court for the Central District of California against Park Jin Hyok. 

20 Dave Sherwood and Felipe Iturrieta, “Bank of Chile trading down after hackers rob millions in cyberattack”. Reuters. 11 June 

2018. 
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Annex 23 : Actions taken by Member States to counter losses due to attacks by DPRK cyber 
actors 

Costa Rica 

In its reply to the Panel of 24 July 2019, Costa Rica stated the following: 

In terms of our country's cybersecurity strategy, we have strengthened the capabilities of the Response 
Center for Information and Technology Incidents of the Ministry of Science, Technology, and Tele¬ 
communications. The Center's main purpose is to provide quick IT response services to the public sector. 
Although the Center does not handle prosecutions, the government has implemented response and co¬ 
ordination protocols between the Center and other state agencies. Furthermore, the Government has 
created a National Strategy for Cybersecurity; it has improved the monitoring capabilities of public 
websites by the Response Center; and it has provided training in technical and logistical cybersecurity 
to government officials. Lastly, the government has increased international cooperation in terms of 
cybersecurity with governments and international organizations such as the Government of South Korea 
and the Organization of American States, among others. 

India 

In its reply to the Panel of 7 June 2019, India stated the following: 

In the light of SWIFT related incidents and frauds like the cyberattacks in August 2018 on Cosmos 
Bank based in Pune, the banking regulator of India has undertaken various preventive measures which 
include: 

(a) Issuing circulars on cyber security controls and on the controls that are required to be 
put in place for trade finance transactions to avoid misuse of the SWIFT ecosystem, advising 
the banks to implement controls for strengthening the security environment of the SWIFT in¬ 
frastructure and to take steps to manage the operational risk surrounding the usage of the SWIFT 
system, in a time bound manner. 

(b) Conducting special scrutiny of select banks to assess their operational control framework 
to safeguard against the risk of misuse of the SWIFT ecosystem. 

(c) Issuing a circular to banks advising them to undertake a comprehensive audit of their 
SWIFT system covering the controls prescribed by the banking regulator. 

(d) Sharing of market intelligence on the SWIFT ecosystem gathered from various sources 
with banks through the issuance of Advisories, which include information on indicators of com¬ 
promise affecting the SWIFT payment ecosystem and measures prescribed to check for com¬ 
promise and plug these immediately. 


Japan 

In its reply to the Panel dated 25 July 2019, Japan stated the following: 

Preventing and addressing cyberattacks is a common challenge for the international community in terms 
of national security and crisis management. The GoJ will continue to take necessary actions while col¬ 
laborating with other countries. Regarding the Panel's inquiry of 8. in its letter, the specific measures 
already taken by the relevant Ministries and Agencies to prevent and address the similar kinds of attacks 
in general are exemplified as follows: 

The Police of Japan and the relevant authorities have been making their utmost efforts to 
strengthen the cooperation with foreign security authorities and relevant organizations as well 
as the public-private partnership, while enhancing the collection and analysis of cyber-threat 
information. 
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The Financial Services Agency (FSA) has urged financial institutions that have ATMs accepting 
the cards issued overseas to take preventive measures such as developing and introducing a 
system to detect unusual dealing patterns and abnormal transactions, and the FSA has been fol¬ 
lowing up by conducting annual research to the financial institutions concerned, for instance. 
The FSA has also been strictly carrying out on-site and off-site inspections/monitoring of 
crypto-assets exchange service providers, and when the FSA identified issues/problems, it took 
appropriate measures including administrative dispositions. Moreover, the relevant acts have 
been updated and will come into force by June 2020 at the latest, in order to strengthen regula¬ 
tions on crypto-assets exchange service providers, for example, by imposing on the providers 
new obligation to store the customers' crypto-assets in much more secure manners such as Cold 
Wallets, except the minimum amount needed for the smooth execution of their businesses. 

Republic of Korea 

In its reply to the Panel of 28 July 2019, the ROK stated the following: 

In order to effectively address and deter cyberattacks on cryptocurrency exchanges, the ROK govern¬ 
ment has been taking active measures. Most importantly, an inter-agency coordination mechanism is in 
operation for the sharing of information and countering cyber threats. Also, security checks on crypto¬ 
currency exchanges, the In formation Security Management System (ISMS) Certification, capacity¬ 
building of the private sector serve as key tools for enhancing cyber security and preventing future 
attacks. 

European Union 

On 17 May 2019, the Council of the EU established a framework which allows the EU to impose tar¬ 
geted restrictive measures, such as asset freezes or travel bans, in order to deter and respond to cyber¬ 
attacks. 21 The EU also published and has begun implementing the Fifth Anti-Money Laundering Di¬ 
rective (AMDL5) which extends the scope of anti-money laundering rules to include cryptocurrencies. 22 

FATF 

The Financial Action Task Force (FATF) proposed strict new guidelines with respect to cryptocurren¬ 
cies and member states are expected to begin implementing these rules in June 2019. 23 


21 European Council Council of the European Union. “Cyber-attacks: Council is now able to impose sanctions”. EU. 17 May 2019. 

22 European Union. “Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive 

(EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering or terrorist financing, 
and amending Directives 2009/138/EC and 2013/36/EU”. EU. 19 June 2018. 

23 FATF. “Outcomes FATF Plenary, 17-19 October 2018”. FATF. 19 October 2018. 
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Annex 24 : Marine Chain description according to company documents 

Excerpts from Marine Chain Investor Deck: 

Challenge: 

Ship ownership, management and industry specific problems 

• The shipping industry is specialized and parochial. 

• It is risky with high capital barriers to entry. 

• It is sensitive to the influence of macroeconomic and geopolitical developments, the unpredicta¬ 
bility of the forces of nature and ever-changing human appetites and behavior 

• There is a tight knit community of dedicated owners and service providers who have developed a 
highly specialized understanding of the dynamics of the industry and its inherent financial risks. 

• Major growth in demand for modernization of vessels to meet evolving standards of environmental 
sustainability. 

• Mounting pressure on vessel owners to invest hard capital into vessels to meet fast approaching 
deadlines for sustainability enhancements. 

• Shipowners have access to a limited segment of the financial community to meet the high industry 
capital demands 

The Shipping Industry is Facing Headwinds 
Solution 

Marine Chain Business model overview 

• The Marine Chain business model is based on the key principles of Efficiency, Transparency & 
Sustainability (ET&S), 

• Marine Chain platform will offer next generation tokenization technology to monetize portions of 
the vessel by conversion into digital units (tokens) 

• Digital tokens, supported on the Blockchain, represent fractional ownership of individual vessels 
permitting investment from the full spectrum of the investment community. 

• Marine Chain will be introducing asset backed security tokens enjoying proprietary ownership of 
the underlying vessel. 

• Investors, as token holders will gain exposure to the economics of the vessel ownership, i.e. income 
generation and capital appreciation from the underlying vessel. 

• These crypto assets will follow the ERC20 Token Standard and will be available for integration 
with other services on the Ethereum blockchain. 


Opportunity 

• Marine Chain has identified the unique and timely use of blockchain technology and asset tokeni¬ 
zation as a significant business opportunity for vessel owners giving access to the blockchain technol¬ 
ogy platform and tokenization of Marine Chain qualified vessels. 

• The vessel owner can use the proceeds of the tokenization to retire debt and boost operating mar¬ 
gins. 

• The impact of the successful tokenization of a portion of a specific vessel will be to: 

• Boost operating margins 

• Enable essential investment in the vessel to meet sustainability requirements 
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• Potentially boost the value of the vessel 

• Enable any third party as a token holder to take fractional ownership of a vessel and participate in 
the potential financial benefits of ownership 

• Enable token holders to trade the fractional ownership of the vessels on a secure trading platform 

• Enable token holders to liquidate for other crypto or fiat currencies. 

• Marine Chain believes that the Marine Chain blockchain tokenization model for the global mari¬ 
time industry will have wide application into global industry and commerce 


Utility vs Security Tokens 

Regulators around the financial services industry globally are increasingly defining crypto currencies 
into two distinct categories; utility token and security token. 

Utility token: a currency style token issued and used to facilitate a currency type function (such as 
Bitcoin). 

Marine Chain Tokens (MCT) are utility tokens. 

Security token: issued in exchange for the ownership of tangible assets with certain finacial rights per¬ 
taining to those assets attached to the token. 

Marine Chain Vessel Tokens are security tokens. 

Utility token coin offerings seem likely to remain unregulated but the issue of security token and the 
action of trading them will likely be considered a regulated activity under the various financial regula¬ 
tory bodies governing global financial markets. 


Capital Requirements 

Stage 1 financing: 

- Initial Coin Offering of Marine Chain Tokens (MCT). 

- May-July 2018 

- Soft Cap US$20m 

Utility token tradable on recognised exchanges 
Use of proceeds: 

Development of MCP trading platform and operating systems 
Establishment of the operating team and related expenses Liquidity buffer 
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I. Marine Chain Platform 

•MCP Key Process: MCP is designed to enable the tokenization of vessels. It is built on the 
Ethereum blockchain enables fractional ownership of vessels. Token holders will be able to partic¬ 
ipate in the financial benefits of vessel ownership. 

• MCP Token Introduction: MCP will create Marine Chain Token (MCT) - an ERC20 compliant, 
MCP specific currency - as a proof of contribution to the platform that is transferable. Once token 
sale starts any Ethereum (ETH), Bitcoin (BTC), or Litecoin (LTC) wallet can purchase Marine- 
Chain Tokens. Fiat currencies will also be accepted. 

•Marine-Chain Token Usability and Transferability: The MCT Token Sale has the purpose to raise 
funds for the platform development. MCT holders can later purchase Vessel Tokens with their MCT 
when the platform has been built and is in operation. MCT holders can use their MCTs to pay any 
fees (Vessel listing fee, trading fee, transfer fee etc.) or since MCT is an ERC20 token, they can 
freely transfer their MCTs and trade it anywhere on the Ethereum eco-system. 

•Tokenization of Vessels: Marine-Chain allows vessel builders, owners, or sellers to sell their ves¬ 
sels on the platform digitally. Marine-Chain will work with partnered maritime organizations to 
identify the potential vessels to be digitized on the platform. There will be strong due diligence 
before confirming the listing on the platform of any vessel. 

•Vessel Token Lifecycle Events: Upon successful creation of the vessel digital assets, all the token 
holders are rightful owners of the vessel and will be entitled to a profit generated by the vessel. 
Marine-Chain also aims to create value for the token holders by allowing secondary transactions to 
occur where the vessel token ownership can be transferred to another person. 


Blockchain for the Marine Industry 

• Blockchain History: Blockchain is a compound word, literally meaning putting blocks in chains. 
Each block contains unique information about a transaction, i.e. who it's from, how much it's for or 
where it's going. The genius of blockchain is the solving of what has been referred to in the industry as 
the double spend problem. Effectively being able to spend the same money twice. This problem was 
formerly solved by putting a trusted 3rd party in the middle of the transactions to prevent this from 
happening. Cryptographers sought to solve this problem without the need for third party intervention. 

• Blockchain Technology: The blockchain which is the technology at the heart of Bitcoin creates 
blocks and inserts each block into an immutable chain. Meaning a chain of blocks or records that can 
never be changed. Each block has a timestamp and the data from the transaction. The chain is built on 
a peer to peer distributed system that allows each node or person the full access to every transaction 
that has even been recorded on the chain. This process is done through what is called mining. Once this 
process is complete that newly form block can never be removed or altered. 

• New applications of blockchain: Blockchain can be used for many more application other than 
currencies. Record keeping on the blockchain allows for an immutable record trail that is in the hands 
of many people all with the same information. The advancement and rapid adoption of blockchain 
technology has enabled a fundamental change in paradigm for many industries where democratization 
and subdivision of ownership were previously impractical and inefficient. Marine-Chain aims to fulfill 
a growing market need by utilizing the blockchain. 
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• Applying blockchain to the marine Industry: Although the marine vessel market has plenty of 
opportunities for making significant gains, buying and owning a vessel is out of reach for most. When 
joint ownership exists, it is usually with just a few select individuals under written agreements which 
are slow and cumbersome to execute. Marine-Chain is applying blockchain technology for the "tokeni- 
zation" of vessel 19 ownership. In a simple, fast, efficient and transparent process, these tokens can then 
be 


Revenue Model: 

Marine Chain Platform 

Revenue occurs when a vessel is tokenized, and any amount of those tokens are sold. 

Marine Chain collects <1% of value traded on our platform on every transaction. This can occur many 
ti mes 

over for each vessel because tokens can be exchanged easily. Additionally, each 
time a vessel is listed/delisted on the Marine Chain Platform, there is a small fee collected. All transac¬ 
tions are paid for by Marine Chain Tokens. Increasing the number vessels on our platform and sales 
will increase revenue; our partnerships are important for this reason. Note that many vessels are worth 
many millions of dollars. 

By comparison, the Marine Chain Platform will attract sellers because we offer a reduction in the tra¬ 
ditional broker fee of 1%, thus resulting in money saved for the seller. 

Marine Chain Exchange 

Revenue is derived from a small fee on each and every transaction that occurs on the platform. Increased 
trading volume and users bases drive this number up. Additionally, Marine Chain Exchange may charge 
a considerable fee for alt coins/tokens that want to be listed on tradable on the exchange. Furthermore, 
a licensed exchange will allow us to list other Initial Coin Offerings (ICOs) for a hefty fee, likely to be 
charged as a percentage of the amount of capital raised. 

ICO Brokerage 

Revenue from ICO. Brokerage are excluded at this stage. 


Marine Chain: SWOT analysis 

Strengths 

Core team with massive amount of expertise and experience 
Very strong advisors and partners 
High-level design and architecture have been laid out 
White paper and business plan 

350-page report by SCMO on maritime industry leading to target segments 
Top lawyers as advisors 

In terms of execution, there is significant experience in the ICO space, so very high confidence to be 
able to deliver the platform and exchange within the specified timeframe 
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Opportunities 

Shipowners are desperate for cash 
Perfect timing on the sustainability theme 
Access to huge asset class to a new investors 
Expansion to other hard asset sectors 

Once the exchange is up, we can expand in various areas creating futures, indices or others 
On sustainability, we can potentially do scoring, measure the impact and can change the industry for 
the better 

In the shipping industry: 

• Tonnage is cheap now and expect to gain in the next 5 years; Reversing the depreciation factor of 
the vessel 

• Projecting that ships' tonnage will be increasing gradually down the road 
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Annex 25 : Excerpt from « Marine Chain Team members » document 


MARINE CHAIN TEAM MEMEBRS : 

Brain Child and Main Investor: 

Julien Kim aka Tony Walker: +12068665574 
Tony Walker tonvwalker@marine-chaln.lo 
Tony Walker tnvwalker3@gmail.com 


Source: The Panel 
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Annex 26 : Information on Consultancy contract signed between Julien Kim and Captain Foong 
dated 18 January 2018 


A. Contract details 

The contract stipulated the following responsibilities: “Party B, under the consultant with Party A 
and under his consent shall register the company with name Marine-Chain Foundation to the 
country where it is helpful for company’s development”; “shall open corporate bank account(s) in 
the bank where it is helpful for company’s development”; “shall attend the Company’s business- 
related event”: and “shall sign on the company’s business-related document i.e. agreement, con¬ 
tract, payment proposal and etc” Foong could propose “ideas and plans for company’s develop¬ 
ment” for Kim’s consideration, but was given no specific responsibilities typical of a CEO. 


B. Julien Kim’s signature on last page of contract: 


Signature: 

I, Julien Kim, hereby accepts and agrees on the agreement: 

Name: Julien Kim 

Signature: 

Date: 18th January 2018 


I, Captain Jonathan Foong, hereby accepts and agrees on the agreement: 
Name: Jonathan Foong 
SignatufHr.vv^^^-— ~ 

Date: 18th January 2018 
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Julien Kim’s signature on other pages of contract: 



W 


Source : The Panel 
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Annex 27 : Additional findings in Marine Chain case investigation 

1. After signing the consultancy contract on 18 January 2018, Kim indicated to Foong 
in a text message that he was to hold 100% of the company’s shares. Foong ob¬ 
jected to this on the grounds that it was “too much responsibility” for him and “not 
much time to look after the operation aspect”. Kim replied that he should not 
worry about the company’s operations, stating, “you can simply write me authori¬ 
zation letter to handle operation.” (See next Annex) 

2. Despite Kim’s role in directing company operations, Foong was unable to answer 
basic questions about or provide basic information, contacts or biodata for him. 
When pressed, Foong produced some email and text correspondences with “Tony 
Walker” as well as his alleged address in the US (which misspelled the city “Den¬ 
ver”). Another of the consultants hired by Marine Chain as “Chief Strategist and 
Development Officer” also complained about the orders emanating from “Tony 
Walker” who was supposed to be just advising Foong and who was never seen in 
person. Kim issued directions over email and text and joined meetings via Skype 
or chat, claiming to be in various countries where he was meeting “potential inves¬ 
tors”, including in Italy, China and the US. 

3. Despite the opacity around his identity, Kim appears to have been unimpeded in 
his ability to conduct business globally, hiring more than a dozen well-reputed 
consultants and law firms across Europe, the US, and Asia with decades of inter¬ 
national business experience (See Annex entitled, “Consultants and Law Firms re¬ 
tained by Marine Chain”). Kim dealt directly with most of the consultants and law 
firms he hired, presenting Foong with bills to pay for services and phone calls for 
services the substance of which Foong was not aware. 

4. After ceasing to make payments into Foong’s Singapore account, Kim disappeared 
completely in July, leaving Foong to deal with all of the fall-out including unpaid 
invoices, unpaid consultants etc. Foong tried multiple times to get in touch with 
Kim, as did other team members. The company was closed in September 2018. 


Source: The Panel 
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Annex 28 : Text communications between Julien Kim (« Tony Walker ») and Captain Foong on 
Marine Chain operations 

A. Registration of Hong Kong company and allocation of shares 


Hello Capt Jonathan, we are about to 
register the company in Hong Kong. 

And I would like to hear from you 
regarding on this issue. 

Such as Shareholders, Directors, Local 
Secretary, and etc. 

Tony, u hv to nominate your 
shareholders (investors), Directors n 
local Secretary can be any 
professional law firm or accounting 
firm to do all the paperwork's n 
documentation for the company. 

If u hv problem not to review the 
investors then u need to hv a back to 
back commercial agreement with the 
nominee that he/she acts on your 
investors behalf n all assets or profit 
does not belongs to him but only as a 
nominee. U need to hv a trusted guy 
whom u can trust n not greedy. This is 
my thought. Just let me hv yours th 


I am planning this. 

You will be holding 100% shares. 


Directors under your management: 
Aaron Bryson (CTO) 

Rory Leader (CSDO) 

Olivier Jobert (CFO) 


Bank Signatory: 
Capt Jonathan, 
Olivier Jobert 




Bro too much responsibility n not 
much time to look after the operation 
aspect. That may be tough for u as all 
SSS from your side. 


Don't worry about the operation. You 
can simply write me authorization 
letter for me to handle operation 
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B. Financial instructions from Kim (“Tony Walker”) to Foong 


.1 Single V. =i Cal • a ^ 6:57 AM 

< Chats Ton y Walker 


3 


Is good hv a company standby so that 
ownerships can be established w/o 
delay. Panama takes up to 3 week n 
BVIabout 1-2 weeks 


Could SingClass do this job on behalf 
of Marine Chain? 


That's the charges even if under 
Singclass 

okay excellent. 

Let me think about it Capt 

Others will charge u much higher to 
maintain ownership 

I know Capt. Once the company is 
properly setup, I would like to make a 
MOU with SingClass for this job 


_Q<_ 

Capt Jonathan, would you be able to 
check the bank now? Sender rectified 
the spelling and send it again. 
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■il Single : Ca • " 6:49 AM 

< Chats Ton V Walker 

let me check with sender's side. 


Pis resolve. Onboard plane now no 
more correspondence for the time 
being 

Dear Capt, Would you please make a 
payment to Floyd first or assure Floyd 
about the payment? There must be a 
mistake from sender's side however, I 
have to wait to contact due to different 
timezone. 

It is extremely important payment that 
determines the future of the project. I 
will settle with the sender soonest. 

At least I would like you to assure 
Floyd for the payment. I made a 
promise with Floyd that the payment 
will be made by today however, due to 
the issues we are facing now, it seems 
impossible at this moment. Would you 
please at least call him to give him 
assurance? 
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.tl S .. 1 "?■ 6:56 AM 

< Chats Ton V Walker 

2. Adam 

3. Aaron 






Ok , 

Can u resend Aaron invoice pis 


okay take time for Aaron. 

Will send out Ophir's invoice now. This 
has to be settled by today 

Pis send ASAP so that can make trip to 
bank at a go 

Best is to send all the invoices that 
need to remit today so as not to miss 
any as u send by piece meal and hard 
to track 


Amount to be settled by Today: 

1. Nicolas 

2. Adam 

3. Ophir 

Okay 
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.ii Singte A r Ca ing 9 6:56 AM 

< Chats Ton V Walker 


S* 99 c . mm + 



To get Clarkson agreed, we need to 
finalised our procedures n then 
proposed to Martin n convince him 
that this is the new way of SNP in the 
Broadchain methodology. He also 
needs to convince his HO for 
acceptance. 

They are earning far less n doing more 
work here. They hv to find the buyers 
that can accept our procedure n is not 
easy. 


Capt Jonathan, would you please send 
me the accounting file for MC? I would 
like to know how much balance i have 
at this moment of time 

Ok - will revert the summary fyr. 


Capt Jonathan. Good morning. Would 
you be able to join our call for business 
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Would you be able to attract 
shipowner's interests towards our 
project so that they may invest/ 
support our platform at early stage? 

Noted yours n can help broadcast n 
meet some. All incidental costs will b< 
chargeable then to u. 

of course 

To spread wide n attract more, at a 
shorter time, is good to lay a 
commission guidelines for those wh< 
can assist to bring in the vessels anc 
also to invest.Hv u considered? Rory 
has some proposed attraction 
previously from other ICO which we 
can use as a guide. 

Just a thought 

7% commission is applied to person 
who successfully brings in the 
investment and contributed to MC. 


Source: The Panel 
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Annex 29 : Selected transfers to and from Singclass bank account 
A. Transfers by Julien Kim to Captain Foong’s corporate account in Singapore 


Company 

Date 

Amount trans¬ 
ferred 
(in USD) 

Payment details / notes 

HONGKONG 
JOOLEE 
GROUP CO., 
LIMITED 

26 Febru¬ 
ary 2018 

59,940.63 

None listed 

SOUTHING 

TRADING 

CO., 

LIMITED 

7 March 
2018 

55,731.64 

None listed 

BLUE 

YEENUS 

LIMITED 

27 March 
2018 

33,493.30 

None listed 

TOTAL 

GOLD 

LIMITED 

10 April 
2018 

149,973.18 

Payment details: “payment for goods” 


B.Selected recipients of transactions undertaken by Captain Foong 

Foong processed many payments on behalf of Julien Kim through Singclass International Pte Ltd but 
some of the accounts with possible links to the DPRK include: 


(resembles a DPRK name) at an account at the I 


2. LIN YU N JING (a possible DPRK name) 
Bank Name: f 
Branch Name: | 

Branch Address 



Note: To record financial transactions undertaken on behalf of Kim, Foong used an Excel document 
as a ledger which he shared with Kim (who referred to it as an “accounting file”) See previous An¬ 
nex. 


Source : The Panel 
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Annex 30 : Consultants and Law Firms retained by Marine Chain 

• An advisory firm headed by a French national specialized in logistics, transportation, and sup¬ 
ply chain management, with specific experience in blockchain was hired to lay the ground¬ 
work and assist with hiring the rest of the team of consultants. 

• A Chief Financial Officer of French nationality residing in Hong Kong, with 18+ years of 
building, leading and advising some of World's leading corporations & Fortune 500 compa¬ 
nies across multiple industry and geographical settings of the Asia-Pacific & Europe. 

• A Chief Technology and Security Officer based in the US with a wide scope of experience in 
building enterprise software and products for Fortune 500 companies. This person established 
the website domain, www.marine-chain.io in March 2018. 

• An Operations & Sustainability Officer of Finnish nationality residing in Finland with a doctor¬ 
ate in science in construction project management. 

• A Chief Blockchain Architect of Singaporean nationality but residing in Hong Kong, with years 
of international blockchain expertise and specialties in Fintech, product portfolio management, 
cloud, blockchain and program management. 

• A consultant of German nationality living in Hong Kong with 17+ years experience in Banking, 
Finance Trading through work in London, New York, Tokyo and Hong Kong. This consultant 
developed a business plan and investor deck. 

• One of the largest global integrated shipping services companies was hired to attract clients for 
Marine Chain and undertake shipbroking and shipping research. 

• A high-level industry expert company providing advisory in logistics, transportation and supply 
chain management was hired to produce a 350-page extensive feasibility study for Marine Chain 
and ongoing industry advice and expertise. 

• Four legal teams in different firms in Hong Kong were retained to provide legal advice in vari¬ 
ous fields. One provided advice on the structure and proposals for Marine Chain; another pro¬ 
vided advice on blockchain technology and cryptocurrency; another was retained to provide 
advice on the structure and planning of the project and to apply for the SFC license. A further 
team undertook preliminary analysis of possible Marine Chain token models from a regulatory 
standpoint. 
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Annex 31: “Choke-point” items survey 

Stemming from its ongoing investigation on the procurement of pressure transducers by two DPRK 
agents, the Panel is conducting a survey of the world’s manufacturers of “choke-point” items: items 
whose procurement remain s critical or important for the DPRK’s illicit programmes. 1 Based on its anal¬ 
ysis of past investigations and in formation from Member States, the Panel notes that the DPRK’s pro¬ 
curement routes are not only directly from producers but also through retailers, second-hand markets, 
“business to business” websites, and even through the industrial scrap market 2 . Although producers’ 
control over and oversight of the aftermarket is limited, they still face reputational risk from subsequent 
diversion and there are precautionary measures they can apply. Some producers are new entrant manu¬ 
facturers of advanced-specification items looking to establish internal screening systems, while others 
are looking to enhance their existing systems. Therefore, as part of its “choke point” items survey, as 
well as identifying critical items and the risk of diversion to the DPRK, the Panel is requesting infor¬ 
mation on the internal screening processes of producers, with a view to promulgating “best practices’. 
The Panel additionally continues to analyse new patterns and trends in DPRK illicit procurement. 


1 S/2019/171, paragraph 66. 

2 Also see section 6, Annex 30. 
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Annex 32: Strengthening the ballistic programme’s capacity 

1. According to one Member State the DPRK is actively engaged in indigenous R&D and the produc¬ 
tion of missiles with solid propellant, inter alia at the industrial complex of Hamhung. According 
to another Member State, there is a clear development progression from propellant for artillery 
rockets/SRBMs to solid propellant for ICBMs (see section 4 of this annex). 

Figure I shows two similar distinctive white containers (1 lm x 2.40m) moving in two diffent areas 
of the Hamhung-Hungnam industrial complex. The first container moved from the location 
39°49T1.81"N 127°35T7.93"E, 400m from the solid fuel propellant production facility of the 
Hungnam 17 Factory (39°49'27.00"N 127°35T3.55"E), as observed during the following dates in 
2019: 20 February, 25 February, 1 March, 4 March, 25 March, 26 March and 3 April. 

The second white container moved from location 39° 57' 27" N 127° 33' 37" E, at the new produc¬ 
tion area of the Chemical Material Institute CMI (production of missile casing), as observed during 
the following dates in 2018: 29 July, 18 August (lh56; 4h50) and 15 September. This type of white 
containers (11m x 2.40m) could transport rocket motor casings (wound from composite fibers). 



age@2019DigitalGlobe Google Earth (5 th picture fron the left) 


2. Mobility and versatility through the use of different types of Transporter Erector Launcher (TEL) 
was demonstrated in the SRBM launch tests on the 4 May with a wheeled TEL and 9 May with a 
caterpillar TEL (see section 3 of this annex). Moreover, the caterpillar TEL (9 May) used the same 
cabin as was seen during a test of the Pukkuksong-2 (KN-15) MRBM on a wheeled TEL. 
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Figure II: Wheeled TEL on 4 May (left), caterpillar TEL on 9 May 2019 (right) 



Source: KCNA (left), Rodong Sinmun (right) 


3. According to one Member State, the DPRK’s capacity to penetrate ballistic missile defense systems 
has increased with the new SRBM tested on 4 and 9 May 2019 (see Figure II above) because its 
trajectory is flatter than that of a traditional SCUD missile. According to another Member State, the 
DPRK has achieved indigeneous capabilities in the production of guidance systems. For the 4 May 
SRBM test launch the estimated range was 230-240 km and for the 9 May test 270-420 km. The 9 
May test took place from the launch site near the area of Kilchu-kun (40°57'23.81"N 129°19'4.83"E). 
According to this Member State, the missile system tested on 4 May and 9 May was the same and 
the launches were supervised by the DPRK’s conventional command. According to the first Mem¬ 
ber State, the DPRK has upgraded its SCUD-D missile systems with better guidance and electronics. 
The DPRK has exported the SCUD-D to Syria which has been its long-term customer and partner. 
Despite its active attempts, it is increasingly difficult for the DPRK to secure new customers. 

4. The DPRK’s BM programme is comprehensive and autonomous. Systems integration and internal 
synergies ensure that developments on the SRBM programme benefit MRBM/IRBM and ICBM 
programmes. With regard to missile engine development 3 , according to one Member State, the 
DPRK’s current goal appears to be to develop a solid-fueled first stage for its ICBM. Another Mem¬ 
ber State observed the deployment of solid fueled missiles Pukkuksong-2 (KN-15) MRBM in the 
missile bases close to the northern border where the liquid fueled missile Nodong also remained 
deployed. 

5. The dispersed, concealed and underground infrastructure of the BM programme has been continu¬ 
ously improved (see Figure III: Sakkanmol missile operating base). There has been continuous con¬ 
struction of storage galleries (see Figures III and IV) and support structures accompanied by in¬ 
creasing natural concealment of facilities by vegetation. Regular activity has been observed at the 
ICBM bases located in areas close to the northern border. Site and infrastructure work is in progress. 
According to a Member State, the DPRK’s priority is to secure the railway network dedicated to 
support its ICBM brigades which is essential for the ICBM bases network. There are stations within 
5 km of each missile brigade and storage site. Development was observed at the Hoejung-ri ICBM 
site, 25 km from the northern border (see S/2019/171, Annex 84-3). The DPRK has a total of 5200 
km of partially electrified rail track, much in a poor state. 


3 See reference to propellant in paragraph 1 
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Figure III: Concealment, protection and underground gallery entrance of two galleries in the 
area of Sakkanmol missile operating base, located at 38°34'15.23"N 126° 7'18.12"E and 
38°34'14.31"N 126° 7'21.64"E, respectively. 



Source: The Panel. 
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Figure IV: underground facility development in progress on 9 November 2017,2 November 2018, 
9 March 2019 and 23 June 2019 in Hoejung-ri ICBM Base, located 41°21 , 56.17"N 126°55'42.32"E 



Source: Images courtesy of Planet Labs, Inc and image@ 2019DigitalGlobe Google Earth (bottom left corner) 

6. The DPRK’s development of the BM programme benefitted from active cooperation with third 
countries, including in sales and procurements in the missile field. One Member State reported to 
the Panel on such activity particularly during 2018. According to a second Member State, the Sec¬ 
ond Academy of Natural Sciences (subordinate to the 2 nd Economic Committee) changed its names 
to ‘Academy of National Defense Science’ (ANDS). Both names are listed: respectively as KPe.018 
and KPe.021. ANDS controls a network of overseas front companies tasked with collecting scien¬ 
tific information. Moreover, ANDS plays a key role in the DPRK’s R&D efforts related to chemical 
and biological weapons. 

According to the first Member State, ANDS (see Figure V) manages most missile-related procure¬ 
ment and export activities through overseas agents and front companies. These include the Pusong 
Trading Corporation and the Korea Habjanggang Trading Company which have been involved in 
procurement of chemical process equipment related to missile technology from East Asia (Figure 
VI). 

A procurement agent in Europe working with Pusong Trading Corporation sought to acquire used 
mixing machinery that could be deployed in the BM programme (see Figure VII). Such used ma¬ 
chinery has no warranty and is subject to less stringent export controls than new equipment. The 
market for used equipment (and related scrap) is less visible. This procurement attempt by the 
DPRK agent was unsuccessful, but the Panel was told that the agent has diplomatic status and is 
still in Europe. 

In Syria, DPRK technicians still appear to be present and in contact with Pyongyang, according to 
the first Member State. DPRK representatives in Syria are also in contact with procurement agents 
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in a third country who can acquire specialized technological equipment. Such exports are arranged 
by DPRK agents right from the market to the customer in a manner that is difficult to track. 

Further, according to the first Member State, in February 2019 in East Asia, DPRK procurement 
agents procured high-tech communication equipment for missile-to-ground communication that can 
operate at very high altitudes. The DPRK regularly procures Glonass/GPS sensors at intervals of 
around two months. 

The 221 General Bureau of the designated Reconnaissance General Bureau (RGB) (KPe.031) is 
charged with generating hard currency through exports of prohibited goods (see Figure VIII) in 
order to support the listed entity KOMID (KPe.001) (see Figure VIII), aka External Economic Gen¬ 
eral Bureau. The funds generated by these weapon sales remain outside the DPRK where they are 
transferred from trade agents to procurement agents for the acquisition of sought-after commodities. 
These commodities are then transferred and sold in another country to generate hard currency, al¬ 
lowing the DPRK to launder and conceal revenues from arms sales without using the international 
banking system. 

Instead of exporting full missile systems, the DPRK is sending technicians to a buyer country and 
establishing a complete supply chain. Such activities are ongoing in Iran, Syria and Egypt according 
to the first Member State. The Panel was told that the 221 GB is represented at the DPRK Embassy 
in Teheran with by least three individuals. The number of DPRK procurement agents overseas is 
decreasing and those remaining are focusing on the procurement of critical missile related compo¬ 
nents as well as dual-use and below-threshold items. In order to circumvent sanctions, the DPRK 
changes its import/export-related organization structures every eight months. 

According to the first Member State, there are DPRK students involved in international scientific 
collaboration in East Asia who have studied issues including advanced composites in special envi¬ 
ronments and space material behavior and evaluation. Intangible transfers of technology are key to 
the DPRK’s move towards self-reliance. 
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Figure V: Academy of National Defense Science (ANDS) 



• The globally active procurement and export network remains to be operating 
out of Pyongyang with DPRK citizens stationed abroad. 


Academy of National Defense 
Sciences (ANDS) 



Source: Member State 


Figure VI: Korea Habjanggang Trading Company 



Recent Developments 


representatives of North Korea's Korea Habjanggang 
Trading Company have been inolved in procurements of chemical process 



Source: Member State 
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7. Dismantlement of the Sohae (Tongchang-ri) satellite rocket launch site was interrupted. The 
vertical missile-engine test stand is now renovated and possibly operational. 

Figure IX: Sohae vertical test site on the 28 December 2018, with the roof of the structure partially 
dismantled (left). The roof of the structure was rebuilt by March 2019, and only limited changes 
had been made since then, as observed on 2 May 2019 (right). 



Source: Images courtesy of Planet Labs, Inc. 


Figure X: Sohae satellite launch site on 28 December 2019, with the rail mounted structure dis¬ 
mantled (left); it was rebuilt as observed on 8 March 2019 (right). 
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Source: Images courtesy of Planet Labs, Inc. 
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Annex 33: Status of Member States reporting on implementation of relevant resolutions 

As of 31 July 2019, 37 Member States have submitted reports on the implementation of 
paragraph 8 of resolution 2397 (2017), 75 Member States have submitted reports on the imple¬ 
mentation of paragraph 17 of resolution 2397 (2017), 90 Member States have submitted reports 
on the implementation of resolution 2375 (2017), 87 Member States have submitted reports on 
the implementation of resolution 2371 (2017), 104 Member States have submitted reports on the 
implementation of resolution 2321 (2016) and 113 Member States on the implementation of res¬ 
olution 2270 (2016). 


Source : The Panel 
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